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Abstract  
 
Supply chains (SC) often span multiple cultures, countries, and time zones with security concerns 
that, at a high level, can be grouped into two broad areas:  1) products/assets; 2) information 
technology (IT).  SCs can achieve higher operational efficiency if participating entities are highly 
connected since rapid information transfer helps SC participants be agile, adaptable, and aligned.  To 

be antifragile, a key requirement of highly interconnected systems is strong overall cybersecurity.  We 
posit that individual partners independently enhancing their security may not sufficiently improve the 
overall SC cybersecurity posture; rather, what is required is that coordinated cybersecurity efforts be 
driven by the SC’s most powerful member.  We propose a conceptual framework for the leader in the 
SC that involves two broad elements:  1) supplier/member selection; 2) continuous training, 
development, and risk assessment of SC members from a cybersecurity perspective.  A use case is 
provided to expound on the presented ideas. 
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1. INTRODUCTION 

 
The National Institute of Standards and 
Technology (NIST) states that: 

Supply chains are complex, globally 
distributed, and interconnected sets of 
resources and processes between 
multiple levels of organizations.  Supply 
chains begin with the sourcing of 
products and services and extend from 
the design, development, 

manufacturing, processing, handling, 
and delivery of products and services to 
the end user (NIST, 2018b, p. 15). 

Supply Chain (SC) entities include suppliers, 
manufacturers, wholesalers/distributors, and 
retailers.  SCs that focus exclusively on speed 

and cost often break down over time, so to be 
resilient and effective, SCs require agility, 
adaptability, and alignment (Lee, 2004).  Agility 
is needed to accommodate sudden changes in 
supply and demand; adaptability helps SCs 
respond to market changes; and better 
alignment is gained via strong collaboration 

among SC members.  These traits develop 
among SC entities during long-term 
relationships during which they share 
information on a timely basis and adapt new 
technology as needed. 
 
Power asymmetries exist in SCs (Munson, 

Rosenblatt, & Rosenblat, 1999).  Certain 
characteristics confer organizational power of 

one SC member over the others e.g., a partner 
has reward power if it can help other SC 
members achieve their goals.  Other types 
include expert, referent, coercive, and legitimate 

power.  For example, Walmart has huge financial 
clout and can require suppliers to do packaging, 
RFID tagging, and delivery in the way that best 
suits Walmart, even if some suppliers would 
have to operate sub-optimally.  Often the power 
of one member is sufficiently transcendent that 
the SC is recognized by that member’s name, 

e.g. Walmart, Target, Boeing, etc.  We will 
generically refer to the partner with the most 
organizational power as the powerful member.  
The terms leader and powerful member are 

equivalent in the context of this paper, and we 
will use powerful member from this point 
forward. 

 
A cybersecurity disruption to any partner can 
cause dysfunction along the entire SC.  Securing 
the information and information technology (IT) 
along the SC is extremely difficult given the 
degree of complexity involved and suggests 

several questions: 

• Who has overall responsibility for SC 

cybersecurity? 
• What do those responsibilities entail? 
• How would a cybersecurity risk 

assessment of the SC be done? 
 
As we will discuss in Section 2, the SC powerful 
member has an important role to play in SC 
cybersecurity.  That role involves including 
cybersecurity considerations when selecting new 
SC members and maintaining a healthy SC 

ecosystem.  Cybersecurity-specific risk 
assessments involve considerations of people, 
process, and technology. 
 
Figure 1 depicts a typical stylized SC model.  
Products/material flow (solid, black arrows) from 

upstream to downstream.  Money and 
information flow (dotted, gold, two-headed 
arrows) both upstream and downstream.  To 
facilitate communication and information 
sharing, SC entities use technologies that link 
the various partners in an SC forming a chain of 
cyber-physical systems. 

 

 
Figure 1 –SC stylized diagram 

(products/material:  black arrows; 
funds/information:  dotted, gold arrows) 

 
SC security encompasses both the physical 
systems (products/assets) and the information 
technology (IT).  Smith, et al., identify the cyber 
system portion of SCs as a network of IT 
infrastructures used to connect partners and 
further define: 

Supply Chain Information Security Risk 

(SCISR) as degradation or disruption to 
a supply chain’s infrastructure or 
structural resources resulting from the 
successful exploitation of IT 
vulnerabilities by threats within an 
organization, within the supply chain 

network, or in the external environment 
(Smith, Watson, Baker, & Pokorski, 
2007). 
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In this research, we examine the SCISR in the 

context of cybersecurity risk management. 
 
There have been many reports of large-scale 

cybersecurity incidents (McCandless & Evans, 
2020).  Examples include the 2013 Target 
breach where network credentials were stolen 
from a third-party HVAC vendor (Krebs, 2014); 
the 2017 Verizon breach where a software and 
data firm partner misconfigured a cloud-based 
repository (UpGuard, 2017); and the 2017 

Equifax breach where an open-source software 
component available from a third-party 
contained a five-year old flaw (Gutzmer, 2017).  
A recent survey of companies in the USA, UK, 
Switzerland, Mexico, and Singapore found that 
92% of respondents had suffered a SC-partner-

related breach in the previous 12 months 
(BlueVoyant, 2020). 
 
Mulligan & Schneider report that several past 
cybersecurity doctrines such as prevention, risk 
management, and deterrence through 
accountability did not bear fruit (Mulligan & 

Schneider, 2011).  They recommend viewing 
cybersecurity as a collective interest like public 
health and suggest that incentive mechanisms 
must be in place to prompt system developers, 
operators, and users to improve information 
system security. 
 

We suggest that for cybersecurity risk 
assessment and management to succeed, the 

powerful member of the SC must take special 
initiative.  The other SC members (non-powerful 
members – note:  we use this term to 
differentiate only, not to imply that the other 

members have no power per se) are often 
smaller firms that do not possess the same 
resources to conduct cybersecurity activities to 
protect their cyber systems from cyber threats 
as the powerful member, as well, they often lack 
perspective on the bigger picture. 
 

The vulnerabilities introduced to the SC 
ecosystem by the least cybersecurity-capable 
companies weaken the cybersecurity posture of 
the entire SC since the chain is only as strong as 

the weakest link.  A rigorous analysis of 
potential SC partners before selection is 
essential.  After selection, the contracts between 

SC partners need to detail the management of 
third-party risk in addition to other SC 
requirements.  One example, the Department of 
Defense’s (DoD) Cybersecurity Maturity Model 
Certification (CMMC) framework addresses 
vendor accreditation for cybersecurity and helps 

determine if contractors are doing due diligence 

to protect sensitive data that resides on their 

networks (Webmaster A&S, 2020). 
 
In this paper, we introduce a framework 

designed to help businesses with SC partner 
selection and management processes to reduce 
the risk of cyber-attacks on SC partners’ cyber 
systems. Our framework proposes guidelines on 
how the powerful member manages the process 
to mitigate the risks in the SC to an acceptable 
level. 

 
Failure to protect SC cyber systems could lead to 
loss of revenue, reputation, and customers.  
With emerging technologies being integrated 
into the industrial processes, we are now in the 
era of Industry 4.0, which is enabled by Artificial 

Intelligence, Big Data Analytics, Autonomous 
Robots, Horizontal and Vertical Integration, 
Internet of Things, Augmented Reality, Additive 
Manufacturing, Cloud, and Cybersecurity.  As 
empowering as these technologies are for 
businesses, they make the cyber-systems more 
complex.  The more complex they are, the more 

vulnerable they are. 
 
Examples of interconnected IT systems for the 
sake of efficiency are everywhere.  Walmart’s 
Retaillink system enables suppliers to 
successfully support Vendor Managed Inventory 
initiatives.  Through this system, suppliers can 

see the store-level inventory at any time.  
Target gives access rights to HVAC vendors to 

remotely monitor energy consumption at its 
stores.  Lean manufacturing systems require 
firms to carry as little inventory as possible to 
support a production schedule.  Raw material 

suppliers have access to shop-floor inventory 
levels to support Just-in-Time production.  It is 
imperative that the professionals who manage 
cyber-SC systems have a well-established risk 
management system in place.  The 
interdependencies between SC partners create 
additional attack vectors that need to be 

addressed.  A breach that leads to data theft or 
other unauthorized activity in the systems of any 
SC component could potentially compromise 
data of other SC players. 

 
The rest of the paper is organized as follows.  In 
Section 2 we propose a framework for SC 

cybersecurity.  Section 3 provides a short use-
case.  Our conclusion remarks are in Section 4. 

 
2. CYBERSECURITY FRAMEWORK FOR 

SUPPLY CHAIN STAKEHOLDERS 
 
2.1 Building the Framework 
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Efficient suppliers are integral to SC profitability.  

As discussed above, they also play an important 
role in keeping the SC secure.  The Japanese 
manufacturing philosophies like Just-in-Time and 

Toyota Production System view suppliers as 
long-term partners.  Hence, it is critical to 
identify the right suppliers to join the SC.  
Building a long-term relationship not only helps 
the SC meet customer demand effectively, but it 
also helps secure the SC.  Knowing that there is 
a long-term association with the SC powerful 

member, the other partners will be more willing 
to adopt process and technology 
recommendations to secure the SC. 
 
NIST’s Cyber Supply Chain Risk Management (C-
SCRM) program started in 2008.  The program 

defines C-SCRM as “the process of identifying, 
assessing, and mitigating the risks associated 
with the distributed and interconnected nature of 
IT/OT [information and operational technology] 
products and service supply chains” (NIST, 
2020).  Within NIST’s Framework for Improving 
Critical Infrastructure (FICI), it elaborates that 

C-SCRM is 
the set of activities necessary to manage 
cybersecurity risk associated with 
external parties.  More specifically, cyber 
SCRM addresses both the cybersecurity 
effect an organization has on external 
parties and the cybersecurity effect 

external parties have on an organization 
(NIST, 2018b, p. 16). 

It goes on to explicitly state that the examples 
provided for how it can be used “are not 
intended to address C-SCRM comprehensively,” 
thus leaving room for flexible use and extension 

by practitioners.  Our proposed framework is 
complementary to and fits within the larger FICI 
and is currently called Stakeholder Cyber Supply 
Chain Risk Management (SC-SCRM). The 
elements of the framework are shown in Figure 
2. 
 

The framework has two main parts, the Supplier 
Selection process and what happens after a 
supplier is selected to become a SC member 
which is comprised of four key components:  

Training, Development, Technology, and Risk 
Assessment (TDTR) – all informed by the Supply 
Chain Cybersecurity Strategy (SCCS).  Readers 

familiar with concepts like Kaizen (Imai, 1986) 
may find it helpful to think about the TDTR in 
the same terms.  The SC powerful member can 
lead SC-SCRM with well-established TDTR 
components for SC members and by integrating 
a sound SCCS.  The SCCS should be primarily 

derived from the goals of the powerful member, 
but with an eye towards synergistic benefit to all 

SC members.  Below, we explain the framework 

in more detail. 
 

 
Figure 2 – Framework for Stakeholder 

Cyber Supply Chain Risk Management (SC-
SCRM) 

 
2.2 Supplier Selection Process 
The supplier selection process is pivotal in 

ensuring a working SC-SCRM.  To get to these 
details, we will need first to briefly run through 

the broad strokes of the larger framework 
encompassing SC-SCRM. 
 
The risk management process (RMP) has 
variously been defined by many organizations 
such as NIST and the International Standards 

Organisation (ISO).  NIST enumerates four 
components of the RMP as follows (NIST, 2011): 

• frame risk – establish the context for 
risk-based decisions 

• assess risk 
• respond to risk 
• monitor risk, continuously over time 

 

The NIST RMP and information/communication 
flows among the components are depicted in 
Figure 3. 
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Figure 3 – NIST Risk Management Process; 

arrows indicated information and 
communications flows (NIST, 2011, p. 8) 

 
Within NIST’s FICI, the framework core expands 
on the above-mentioned elements to enumerate 

five functions:  Identify, Protect, Detect, 
Respond, and Recover (Figure 4).  
 
Further, they enumerate four implementation 
tiers to “provide context on how an organization 
views cybersecurity risk and the processes in 

place to manage that risk” (NIST, 2018, p. 8).  
These tiers range from Partial (Tier 1), which is 
informal and reactive, to Adaptive (Tier 4), 
which is agile and risk-informed, and are briefly 
summarized as follows: 
 

Tier 1, Partial.  Cybersecurity risk is managed 

in an ad hoc/reactive manner; practices are 
not formalized; generally unaware of cyber 
SC risks of the products/services provided 
and used. 

Tier 2, Risk Informed.  Cybersecurity risk 
management practices are approved by 
management; practices may not be 

organizational-level policy; generally aware 
of cyber SC risks, but does not act 
consistently or formally. 

Tier 3, Repeatable.  Cybersecurity risk 
management practices are formally 
approved and organizational policy; 

generally aware of cyber SC risks and acts 
formally upon the risks. 

Tier 4, Adaptive.  Cybersecurity risk 
management practices are adaptive and 
informed by previous and current 
cybersecurity activities; aware of SC risks, 
contributes to the SC community’s 

understanding of risks; communicates 
proactively to maintain strong SC 
relationships. 

 

 
Figure 4 – Five Functions of NIST’s 
Framework for Improving Critical 

Infrastructure (NIST, 2018a) 
 

A firm must consider which Tier a potential SC 
partner needs to occupy before it could become 
a SC member.  This is somewhat analogous to 

setting ISO certification as a basic qualifier to be 
a supplier.  To mitigate risks to acceptable 
levels, if the determined prerequisite Tier is 
lower than Tier 4, a road map for a SC member 
to gradually reach Tier 4 would minimize the 
exposure factor of the SC ecosystem. It is 
important to note that tiers assist in risk 

management of the power player and do not 
correspond to the maturity levels (NIST, 2018b). 
 
An extensive list of criteria can be considered 
during a supplier selection process 

(Thanaraksakul & Phruksaphanrat, 2009).  The 
list is quite comprehensive but can be broadly 

classified into five perspectives:  (i) Financial (ii) 
Customer (iii) Internal Business Process, (iv) 
Learning and Growth, (v) Corporate Social 
Responsibility.  The financial aspect is related to 
the ability of a vendor to have long term 
profitability.  The customer aspect is related to 

the ability of the vendor to provide goods and 
services quickly as the firm’s customer 
requirement changes.  The internal business 
process relates to the vendor's ability to provide 
quality products and services at the right time 
and in the right quantities.  The learning and 
growth measure is the flexibility of the vendor to 

adapt to changing market conditions.  And, the 

corporate social responsibility is the ability of the 
vendor to be a good citizen company adhering to 
legal, societal, and environmental commitments. 
 
In addition to the factors listed above, we 
propose that cybersecurity has reached sufficient 

importance, that a supplier selection process 
should explicitly incorporate criteria relevant to 
the key layers of cybersecurity – people, 
processes, and technology – explained as 
follows: 
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• People refers to having cybersecurity 

experts with appropriate qualifications in 
key positions as well as periodically 
training employees and testing their 

knowledge in cybersecurity awareness.   
• Processes are there to ensure that SC 

risk tolerance and business objectives 
are aligned.   

• The technology layer refers to having 
proper technology and tools in place, 
and that these tools are utilized in the 

way that would be aligned with the 
cybersecurity strategy of the powerful 
member.   

 
An example scorecard template is in Table 1 and 
would help to rank potential SC participants (we 

provide a scored example for the use case in 
section 3).  The specific criteria beneath the 
three key parts are examples and not meant to 
be comprehensive or specifically required in 
keeping with the spirit of the flexibility of FICI. 
 
Organizations will want to craft the scorecard 

with items of specific importance to them and 
informed by their cybersecurity policy.  Good 
sources for scorecard criteria are the categories 
and subcategories of the FICI framework core.  
Evaluating the criteria based on implementation 
tiers and then summing the result can provide a 
quantitative manner of comparison where higher 

scores would indicate a better potential SC 
partner from a cybersecurity perspective. 

 
2.2 Training 
The training component of the framework 
focuses on the powerful member’s strategy on 

education, training, and awareness of the SC 
partners in all areas of the selection process:  
people, processes, and technology.  The minimal 
tier requirement for each SC partner determined 
by the powerful member provides guidance on 
the minimal acceptable cyber hygiene levels for 
the SC ecosystem.  Aligned cybersecurity policy 

and procedures of the SC ecosystem would be a 
means to make sure that every SC partner 
maintains the expected minimal cybersecurity 
posture.   

 
The policies and procedures should detail 
important items like incident handling, incident 

monitoring, incident response plan, etc.  Each 
SC partner doing periodic audits of their systems 
and users is necessary for the integrity of the 
system and user provisions.  Any exploits found 
through the audits need to be addressed by 
every partner of the SC with the lead of the 

powerful member.  The policies and procedures 
should address the management of data and 

user access for the partners leaving the SC 

ecosystem. 
 

 
Table 1 – Cybersecurity-focused Evaluation 

Scorecard template for potential SC 
partners 

 

The training component would address 
improving the security posture of SC partners.  
If a partner is at the minimum acceptable tier at 
selection time, the training, coupled with 

development process of the framework 
progressively work towards bringing the partner 
as close as possible to Tier 4.  It is important to 

note that some supply chain partners may never 
reach Tier 4 based on their firm size and 
available resources. 
 
2.3 Development 
Supplier development includes activities like site 
visits and personnel training with the goal of 

improving the capabilities and performance of 
the supplier.  Since this requires financial 
investment in suppliers, Talluri, et al. propose 
optimization models for allocating resources 
among multiple suppliers to minimize risk and 
maintain an acceptable level of return (Talluri et 

al., 2010).   
 
In the context of SC cybersecurity, natural 
questions to ask include:  should the investment 
be made based on security weakness or should 
it be done based on the organization's ability to 
scale up the technological capabilities.  Both are 

important since management may have to 
optimize the investment in both areas.  The 
dynamic nature of the market requires the 
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entities to evolve on a continuous basis.  The 

role of the powerful member cannot be 
emphasized enough to achieve the continuous 
improvement of the SC.  As the business 

evolves, the organizational goals evolve for the 
powerful member.  When the organizational 
goals evolve, the cybersecurity strategy evolves 
as well.  This may require that suppliers move 
up the Tier structure of FICI.  The powerful 
member should take an active role in developing 
the road map for other members to achieve the 

required Tier. 
 
2.4 Technology 
Industry 4.0 utilizes emerging technologies to 
improve efficiencies in SCs.  Most of the 
emerging technologies come with unidentified 

cybersecurity risks.  When an emerging 
technology is introduced to the SC ecosystem, 
the powerful member should vet the technology 
and outline the acceptable configuration/use of it 
for the other partners of the SC before it 
becomes embedded into the SC.   
As an example, when considering embedded 

automotive network parts, researchers have 
identified the need to design and implement key 
security mechanisms to improve the 
cybersecurity posture of the parts, and, 
ultimately, the automobiles being produced, 
specifically:  communication encryption, 
anomaly detection, and embedded software 

integrity (Studnia et al., 2013).  It is likely that 
this category can be extended to other 

industries as well, especially where embedded 
electronic components are used. 
 
One extension is the use of blockchain 

technology to provide decentralized secure 
ledgers for SC partners.  Blockchain technology 
is a promising driver of common digital SC 
standards, but is not currently something that 
even the largest companies can impose on 
others and will require real collaboration to 
make it work end-to-end in a SC (Korpela et al., 

2017).  As SCs continue to digitize and 
integrate, many SMBs lack key functionalities 
(e.g. standards, transaction timestamps, secure 
information flow) that are already designed into 

blockchain technology. 
 
There are many benefits that blockchain 

technology could bring to SCs including:  
• tracing the origin (provenance) of the 

product/process, that is verifiable, thus 
preventing counterfeits 

• improved trust among the members 
because every member has the same 

verified information 

• improvement in data integrity because 

any incorrect information can be easily 
traced to the member who entered it 

• IoT (Internet of Things) devices can be 

easily connected to the SC and the data 
is available throughout the SC thus 
ensuring the products conform to the 
requirements (e.g., pick and pack dates, 
storage temperatures, etc.) 

• financial transactions happen quickly 
• helps to achieve JIT production. 

 
The impact of blockchain technology just on 
reducing counterfeit products could be 
tremendous.  According to a 2018 report, the 
value of counterfeit goods in 2017 was 
estimated at $1.2 trillion and is likely to rise 

50% to $1.82 trillion by 2020 (Research and 
Markets, 2017). 
 
2.5 Risk Assessment 
Managing SC risk requires a collaborative effort 
among the members to identify, evaluate, 
mitigate, and monitor events that may adversely 

affect the functioning of the SC (Ho et al., 
2015).  Cybercriminals usually exploit the 
weakest link in the SC.  One study attempting to 
differentiate sources of security incidents 
indicates that 23% of SC security incidents 
involve current partners while 45% involve 
former partners (PwC, 2014).  Hence, the risk 

management strategies in an SC context must 
include all partners. 

 
SCs face a myriad of security threats to 
products/assets as well as information systems.  
The National Cyber Security Center (NCSC) 

classifies cybersecurity threats into un-targeted 
and targeted attacks (NCSC, 2016).  Targeted 
attacks are directed towards a specific entity.  
Examples include distributed denial of service 
(DDoS), subverting the supply chain (attacking 
equipment or software used by the 
organization), and spear-phishing.  

Ransomware, phishing, spoofing, and water 
holing are examples of untargeted attacks as 
they don’t have a specific target.  The 
organizations need to know the weak points in 

their SCs to ensure a robust risk mitigation 
strategy (Smith et al., 2007).  Ghadge, et al. 
classify these weak points into three 

dimensions:  technical, human, and physical 
(Ghadge et al., 2019).  Boone suggests that the 
strength of an SC’s defense against cyber 
threats is only as good as the most susceptible 
member in the supply chain (Boone, 2017).   
 

Now, we suggest a scorecard for conducting a 
cybersecurity risk assessment of SC members 
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assessed from the perspective of the SC 

powerful member.   
 
NIST has defined risk as 

a measure of the extent to which an 
entity is threatened by a potential 
circumstance or event, and is typically a 
function of: (i) the adverse impacts that 
would arise if the circumstance or event 
occurs; and (ii) the likelihood of 
occurrence (NIST, 2012, p. 6). 

 
This definition implies:   
 

𝒊𝒎𝒑𝒂𝒄𝒕𝒔 ∗ 𝒍𝒊𝒌𝒆𝒍𝒊𝒉𝒐𝒐𝒅 = 𝒓𝒊𝒔𝒌 

 
Switching the term order, substituting 

consequences for the word impacts, and further 
understanding likelihood as the combination of a 

threat exploiting a vulnerability (NIST, 2012), 
we can extrapolate to the well-known formula: 
 

(𝒕𝒉𝒓𝒆𝒂𝒕 ∗ 𝒗𝒖𝒍𝒏𝒆𝒓𝒂𝒃𝒊𝒍𝒊𝒕𝒚) ∗ 𝒄𝒐𝒏𝒔𝒆𝒒𝒖𝒆𝒏𝒄𝒆 = 𝒓𝒊𝒔𝒌 

 
Driving one of the variables in the formula to 
zero will make the risk go away; however, a 
zero value for any variable may well require 

infinite resources and is generally impractical.  
Hence, the SC members will generally expend 
resources in a balanced manner to minimize the 
value of each of the variables. 
 
Table 2 shows the general structure of the 

proposed risk assessment matrix template 
integrating the key layers of cybersecurity within 
the organization of the powerful member, 
current SC partners, and former partners. 
 
The people aspect ensures that each SC partner 
employs key, qualified cybersecurity personnel 

and implements a thorough cybersecurity 
awareness training program to address one of 
the biggest threats:  insiders.  Process 
evaluation ensures that any changes to SC 
partner structure do not impact the alignment of 
that partner within the SC ecosystem.  Also, if 
any changes happen to the powerful member’s 

cybersecurity processes, due to the introduction 
of new tools for example, the alignment is 

updated appropriately for each partner.  The 
technology layer ensures that partners update 
their tools and monitor their use IAW guidelines 
provided by the powerful member. 
 

 
Table 2 – Risk Assessment Matrix Template 
 

The primary risk assessment by the powerful 
member does not preclude each SC partner also 

conducting assessments in this manner.  The 
most cybersecurity-mature SC will encourage 
this and have key personnel meet periodically to 
more thoroughly evaluate the overall 
cybersecurity risk of the SC ecosystem. 
 

3. SUPPLY CHAIN SUPPLIER SELECTION 

USE CASE 
 
This lightweight use case is presented as a 
thought experiment and motivated in part by the 
2013 Target breach and the 2017 breach of a 
casino (DarkTrace, 2017).  Hackers stole 

40,000,000 credit card numbers and cost Target 

$202 million after they were able to steal 
network credentials from a vendor that Target 
used to provide and monitor refrigeration and 
HVAC systems.  An unnamed casino had its list 
of wealthy patrons stolen through a 
compromised “smart” fish tank thermometer 

used to monitor and regulate temperature, 
salinity, and feeding schedules.   
 
We imagine a company, BigAg, selling 
agricultural products wholesale to supermarkets.  
Considering current pandemic conditions, BigAg 
wants to adjust their business practices to gain 

better visibility on the daily health of the 
workers throughout their SC.  One way they 
would like to do this is to have worker 

temperatures regularly reported to the BigAg 
HQ. 
 

BigAg looks for a new SC partner to handle the 
gathering of the worker temperatures and 
reduces the viable candidates to three different 
companies with different solutions.  ManualTemp 
(MT) company hires local health care workers 
part-time to take worker temperatures. The data 
is collected periodically throughout each day in a 
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traditional manner and reported via apps that 

workers download to their personal phones.  
HatTemp (HT) manufactures hats designed to 
take worker temperatures at time intervals as 

often as every five minutes and is collected 
wirelessly.  TempStation (TS) installs contactless 
infrared thermometers at strategic locations 
around company facilities capable of taking 
temperatures from up to 15 feet away.  The 
stations can be wired into a network or a 
wireless access point for wireless transmission of 

data. 
 
From this sketch, we will present a portion of the 
process envisioned with the framework as the 
powerful member considers the supplier 
selection process and the follow-on TDTR.  Table 

3 shows a hypothetical abbreviated and 
consolidated SC-SCRM evaluation scorecard for 
a few of the very many areas that would be 
assessed during the selection process. 
 
In this truncated example, we will consider two 
criteria as exemplars for how the scorecard will 

be used.  First, in the People section of the 
scorecard, we find that MT does not have 
anyone formally assigned to the position of a 
CISO, though someone is handling some of the 
duties normally associated with that position; HT 
established the position within the past year; 
and TS has had the position in place for several 

years.  Second, from the Processes section, we 
note that Endpoint Monitoring is done by MT in 

an ad-hoc manner (employees whose phones act 
up are directed to contact tech support); HT and 
TS have an established and repeatable process 
for monitoring their hats and infrared 

thermometers, respectively. 
 
Assuming the full scorecard is like the snippet 
(Table 3), we expect TS to be selected as the 
new SC partner due to higher tier scores across 
the board.  (NOTE:  this evaluation is strictly 
cybersecurity-based; it is entirely reasonable 

that the selection might be different for other 
reasons e.g., budget constraints.) 
 
Carefully considering TempStation’s cyber-

security posture during selection does not 
complete the SC-SCRM process, but merely 
ensures it is well-begun.  As long as TS is a SC 

member, they will need to regularly cycle 
through the bottom portion of the SC-SCRM 
(Figure 2) to ensure that training, development, 
technology, and risk assessment (TDTR) are 
informed by BigAg’s SC cybersecurity strategy 
and continually improved. 

 

 
Table 3 – Abbreviated and Consolidated 
Example Selection Evaluation Scorecard 
Comparing ManualTemp, HatTemp, and 

TempStation. 

 
BigAg training might include adding the TS CISO 
to a peer group of all SC partner CISOs to meet 
quarterly for general professional development 
as well as table-top evaluations of the SC 
cybersecurity risk.  The development example 
reads more like technology to me than 

development. Maybe something in line with the 
following might fit better: Development activities 
might include tracking the efforts made by TS to 
obtaining a higher tier in the various categories 
evaluated during selection. Cybersecurity efforts 

related to technology could involve coordinating 

improvements in wireless security (e.g. ensuring 
all SC partner WLANs incorporate WPA2).  
Finally, conducting regular cybersecurity-focused 
risk assessments should require annual formal 
evaluation with the use of a tool like the matrix 
in table 2 to identify risks to the overall SC. 
 

4. CONCLUSIONS 
 
Cybersecurity has been attracting a lot of 
attention for the past 20 years and that 
attention seems to be only intensifying based on 
the increasing need for cybersecurity 
professionals ((ISC)2, 2019).  Suggested tools 

and techniques for dealing with SC cybersecurity 

have generally lagged other areas as evidenced 
by NIST not adding a Supply Chain category to 
the FICI until 2018.   
 
SCs are often characterized by power 

asymmetries.  We have argued that the onus of 
responsibility for overall SC cybersecurity falls 
on the shoulders of the powerful member.  
Naturally, the question arises as to what role the 
powerful member plays and to what degree.  We 
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suggest that they begin the cybersecurity focus 

when identifying the right members to include in 
the SC.  To this end, we formulated a 
Stakeholder Cyber Supply Chain Risk 

Management (SC-SCRM) framework which 
includes:  Supplier Selection and four 
components intended for use as a continuous 
improvement process – Training, Development, 
Technology, and Risk Assessment (TDTR).  The 
TDTR are all informed by the Supply Chain 
Cybersecurity Strategy (SCCS).  We present the 

above framework in order to set the stage for 
future studies to determine where leader-driven 
decision makes the most sense and how to 
quantify it in application. 
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