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ABSTRACT

The transformation of the healthcare system has generated volumes of electronic data available to
patients, healthcare workers, and researchers. Personal health information is paramount to the
success of implementation of electronic health records (EHRs). Adoption and implementation of EHRs
has been strong in the United States of America (USA) and yet varies among countries in the world.
This study seeks to determine the factors that individuals, particularly those outside of the USA deem
important when considering providing information for EHRs. Survey results indicated that intent of
international citizens to provide personal health information depends on more on trust, risk, privacy,
and perceived benefits. The outcome from this study can be helpful for other countries and
organization seeking to create, establish, or augment an EHR system.

Keywords: International, electronic health records, security, healthcare information technology

1 INTRODUCTION collection of patient and population
electronically-stored health information in a
The aim of healthcare organizations is to provide digital format. (Gunter 2005). More specifically
patients with utmost patient care. EHRs have EHRs can be defined as digitally stored

been proven to be interactive as it helps with healthcare information throughout an

proper documentation of medical history with up individual’s  lifetime with the
to date information. An EHR is the systematized

purpose of
supporting continuity of care, education, and
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research (Ajami, 2013b). EHRs consists of
multiple types and ranges of data such as lab
reports, x-rays, photographs, chart, drugs
administered, measurement of patient progress,
and even audio of note dictations. Over the last
27 years huge advances in information
technology (IT) and particularly in the areas of
health, various forms of electronic records have
been discussed, designed or implemented
(Ajami 2013a, Cuk, Wimmer, Powell, Rebman,
2018).

The use of EHR’s are now widespread,
transforming the healthcare sector, delivering
top notch service to patients with emphasis on
patients’ health and well-being. (Cuk et al,
2018; Wheatley 2013) The EHRs have 8 major
functions which are; health information and
data, result management, order management,
decision support, electronic communication and
connectivity, patient support, administrative
processes and reporting population health (Woo
2013).

EHR technology made patients information easily
accessible as records became portable and
comprehensive. In addition, proponents
proclaimed how EHR and Health IT would offer
the following benefits; increased quality of
healthcare, reduction of medication errors,
improvement of patient health outcomes,
reduction in health disparities, cost savings,
improved patient safety, and augmented chronic
disease management (Bowens 2010).

Patient care and satisfaction are what many
health organizations offer their clients and EHR
are one tool providers can use to achieve that
goal (Cuk, Wimmer, Powell, 2017). Old EHR
systems used manual paper-based data entry
and were used to gather information for
research and administrative purposes. The EHR
records were not easily accessed and readily
available to a large number of users. This
caused a lot of delays in processing, updating,
and utilization of records. In terms of security,
these EHR systems were not that secure
preventing unauthorized access and limiting
scope of access (Cuk et al., 2018).

The implementation of EHR technology comes
with challenges that include patient privacy and
security, errors in data capture, errors in data
interpretation, and legal and technology
compatibility costs with current design of EMR
systems (Palabindala et al., 2016, Sittig and
Singh, 2011). Patients in general are wary of
how their data is used and shared for research
and development purposes (Bresnick 2018).

This study examines privacy, confidentiality and
security with EHR systems and investigates
patient’s perceived security of online medical
records, particularly of international patients.
The format of this study is as follows. First is a
discussion of a relevant literature followed by
methodology discussion and test results. The
manuscript concludes with results, limitations,
and future research.

2. LITERATURE REVIEW

History and Evolution of Electronic Health
Records

The concept of the EHR needs to be fully
absorbed by physicians and the general public.
The term EHR has been wused in recent
healthcare literature without a proper definition
of its structure, usage and effect on the
healthcare industries. Hayrinen et al. (2008)
Investigated the structure of the EHRS as a
whole. The objective was to find out how these
records are being used, in what context and who
has access to these records. A literature search
was conducted on healthcare databases to
discover the content of EHRS. The results
showed that the EHRS consists of various types
of data systems in various forms and they were
used across all forms of healthcare from primary
to tertiary. The information in the EHRS are
recorded by different types of healthcare
professionals and some by the patients but
usually authorized by physicians.

Fragidis and Chatzoglou (2018) examined best
practices for implementing EHR systems across
13 countries. Countries participating were
largely European complimented by the US, New
Zealand, and South Korea. Authors state it is
important to consider each country’s health
system as well as their system of
reimbursement and payment. The administrative
and bureaucratic structure is also an important
consideration. The primary contribution is

valuable input  from experts in the
aforementioned countries who explain
challenges and barriers to EHR adoption

(Fragidis & Chatzoglou, 2018).

Types of Electronic Health records

Patient’'s perceived access to their personal
health information is an issue of utmost concern,
although effective communication between
healthcare providers and patients lead to high -
quality healthcare service, in the past this has
been done in person or over the phone. But with
the introduction of IT, patients can now
communicate with healthcare providers
electronically and hold meetings or schedule
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appointments online (Baratam, Abdul, & Powell,
2020). Both patients and healthcare providers
make use of a computer on a daily basis, either
for personal or business reasons.

Hassol et al. (2004) Described the use of a
linked web messaging which is linked to a
patient’'s EHR  to schedule appointments with
healthcare providers, making a seamless
communication between healthcare providers
and patients. This study conducted an online
survey of 4,282 members of the Geisinger
health system who are registered users of the
My Chart app, an app which makes patients
communicate with their healthcare providers. A
survey of focus groups was also conducted with
25 patients who are active users of the system.
Age groups of users ranged from 18- 65 and
older. Results were analyzed based on user
satisfaction, ease of use, communication
preferences and accuracy of patient EHR. On a
scale of 1-100, most users indicated the system
was easy to use with mean scores ranging from
78-85, users indicating how meaningful their
medical records were ranged with mean scores
between 65 -85. A small number of users were
worried about the confidentiality of their health
records or abnormality with their records. In
conclusion, according to this study, patient’s
attitude towards the use of web messages and
online EHR were positive.

There is on-going research on how patients view
EHR and how this affects healthcare
organizations. Many individuals have been
affected by health information breaches over the
years, and cases of data breaches in the
healthcare industry and has a cost of about $5.6
billion per year (Millman 2014). According to the
UIC health blog, 1 in 3 Americans have
experienced some form of data breach in their
healthcare records last year (Landi, 2020).
Healthcare records can be assessed through the
desktop and mobile devices making these
records more vulnerable to attacks. These
attacks came from various sources, hacking,
theft, loss, improper/un-authorized access and
un-professional data disposal. As most
healthcare providers now adapt the EHR
technology, the consumers (patients) are left
with no choice than to familiarize themselves
with the technology. But the worries that come
with the security of patients’” EHR make the
acceptance of this technology slow. Most
consumers have different fears about the
security of their EHR, for example the fear of
identity theft, personal information leaked
online; especially for high dignitaries, the risk of

employers knowing about their sensitive health
issues amongst others may arise.

Reasons for disclosing Health records.

The need to disclose health records is important
Bansal and Gefen (2010) Discussed the effect of
patients disclosing their personal health
information online with the sensitivity, privacy
and trust concerns patients have towards their
records being available online. All of which could
be traced to personal characters and traits,
information sensitivity, health status, experience
and risk beliefs that fill in for trust. The
unwillingness to provide health information by
patients can hinder the implementation of online
healthcare services. Most patients are concerned
on how their health information is being used
and accessed online. The privacy of their
sensitive health information is of major fear as
the internet can easily be accessed by anyone
from anywhere. But on the other hand, patients
must disclose their personal health information
in order to receive proper care, the issue of this
privacy might make some patients refuse
healthcare in extreme cases.

Patients concern on Security of EHR’s

The loss of information has been a problem due
to changes in technology used in health care. A
lot of analysis has been done to make health
information accessible to various healthcare
providers without conflicting patient’s perception
on confidentiality and autonomy. Cases of
patient’s information being stolen, lost,
misplaced or released without authorization
were reported in the UK, with 186 data breaches
being reported at the department of health
between July 2011 and June 2012 (Caldicott,
2013).

Papoutsi et al. (2015) examined views from
patients and the public about information
sharing and the concerns it raises about the
security and privacy of EHR’s used for providing
healthcare. A «cross sectional survey was
conducted, with focus group discussions, the
survey participants were gotten from primary
and secondary care settings, a total of 5,331
participants were recruited but 2761 participants
were used for final analysis in this research.
Survey results showed that 79% of participants
are worried or have concerns over the security
of their health records if it was a national EHR
system, 71% were of the opinion that the
National Health System (NHS) cannot provide
EHR safety at the time of the survey. The
population sample that worried about the
security of data supports the development of
EHR, but 12% didn't support and 33% were
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wavering. The issue of integrated EHR’s raises
worries on the security risks linked with the
system, hence the need for a proper recognition
of the EHR by the public and the creation of
dependable security technique for sharing health
data.

Agaku, Adisa, Ayo-Yusuf, and Connolly (2013)
evaluated the perception of adults in the US
towards the security of their health information.
The need to protect patient’s data is imminent
as most patients express fear over the loss or
mis-management of their health records, with
the rise in data breaches being reported
annually. This study examined the fourth wave
in the first cycle of the health information
national trends survey, this was done to
determine respondents concern about personal
health information breaches.

With the inception of new technological
advancements, like cloud-based services, and
file sharing apps, health information becomes
more vulnerable and exposed to risks, due to
the rate and volume at which information can be
shared. At times, patients may authorize the
disclosure of  their health information
unknowingly which makes them feel violated
when they hear about it. Health laws like The
Health Insurance Portability and Accountability
Act of 1996 (HIPAA) have laws where a patient’s
health information should not be disclosed
without proper authorization from patient.
However, patient’s notion about health records
security has not been deeply explored, and its
effect on relationship between their healthcare
providers. From the survey, it was discovered
that people had concerns about data breaches
when there is a transfer of health records
between healthcare providers, by fax 67%-69%
, electronically 64.5- 67% and 12% -13 % did
not disclose their Personal health information
due to security , because they did not have an
idea on how their records were being used. A
multivariable logistic regression was used to
evaluate the effect of security and privacy
concerns on divulging personal health
information to healthcare providers.

Fernandez-Aleman, Sefior, Lozoya, and Toval
(2013) documented the findings from a
systematic literature review on the security and
privacy of EHR. The use of paper-based health
records caused a lengthy paper trail, hence the
need to move to EHR is inevitable. The benefits
of an EHR are so numerous, especially when
they are integrated, there is a huge reduction in
costs, improved quality of care and an efficient
record keeping. All of these benefits are based

on the EHR’s ability to meet some standard
requirements, an effective EHR should be
resilient to failure and be consistent with data
integrity. The implementation of the EHR system
has been hindered by patient’s attitude, funding,
organizational aspects and technology. A
systematic literature review was carried out and
data was extracted from 775 articles using a
predefined search string, the data sources were
from articles found in the ACM digital library,
IEEE, science direct amongst others. The results
showed that out of 49 articles selected, 26 used
standards relating to privacy and security of EHR
data. The HIPAA and the European data
protection directive were the most widely used
regulations, some articles discussed symmetric
and asymmetric key schemes, 13 used a pseudo
anonymity technique while 11 articles introduced
the use of digital signature scheme rooted in
public key infrastructure and 13 introduced a
login/password with digital certificate or PIN for
authentication. Some access control appeared to
be role based as seen in 27 studies, 10
explained who should define HER system roles,
and 11 discussed who provides access to EHR
and some suggested access policies should be
overridden in emergency situations.

3. RESEARCH QUESTIONS

Implementation and adoption of EHRs quite well
in the United States and varies in other
countries. This study sought to examine and
determine what perceptions might have
influence against adoption of EHR by
international citizens. The factors of privacy,
security, trust, and perceived benefits were
examined.

Privacy was defined as the right individuals have
to withhold information about themselves from
being leaked to others. Clinical information is
considered private and should be protected, it
could be in form of treatment, test results,
diagnoses that can be stored on various media
where patient’s identity cannot be confirmed.
This data should be released only with the
patient’s permission or law, physicians can
however gain access to this information for
treatment and other administrative purposes. To
preserve confidentiality, only authorized
individuals should access this information.

Information security on the other hand is the
safeguarding of data Confidentiality, integrity
and availability. The HIPAA and HITECH also
enforce the protection of health data, with
serious consequences for violations. The need to
secure EHR’s are due to the increased use of
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various technological devices most of which are
mobile. Data exchange between different health
organizations also poses a threat to EHR’s It was
discovered that healthcare providers often text
other providers about work, the security of this
messages are of huge concern; as the level of
detail in this information exchange could be
ambushed. An encryption of devices used to
exchange health information is valuable, also
awareness programs should take place to
educate users of EHR’s on the threats in the
system. The use of audit trails to monitor those
who have access to patient information.

Trust is the understanding that the data shared
will be used for the intended purpose and by
only those authorized individuals. Perceived
benefits are the gain in individual health and
quality of life by the sharing of an EHR.

4. METHODOLOGY

A structured survey was utilized, a questionnaire
was used as a measure to gather data. The
questionnaire had 12 sections. The first section
was designed to collect demographic data from
the participants, data relating to educational
level, age, gender, and race and job field. The
other sections had relating to the factors
affecting an individual’s perception on the
security of EHRs and their intent to disclose
sensitive health information to healthcare
providers.

The survey had 42 questions and respondents
could access via their phones or desktops. The
survey is available upon request. The survey tool
was acquired from existing constructs and was
revised for the purpose of this paper. Six
questions were used to measure Risk and the
constructs were acquired from Bansal and Gefen
(2010) and Malhotra et al. (2004). The
questions measuring trust (one question) was
adapted from Bansal and Gefen (2010) and (five
questions) from Malhotra et al. (2004) to reveal
the extent of trust patients have in EHRs. Also,
the one (1) item measuring privacy was adapted
from Bansal and Gefen (2010) , one (1) item
used to measure intent to disclose was adapted
from Bansal and Gefen (2010) to develop the
construct Intention to disclose. To know how
much individuals are concerned about the
privacy of their information one item was
adapted from Bansal & Gefen, 2010, to develop
the construct Privacy. Most users are also
concerned and want to know how beneficial the
EHR’s are to them, therefore 3 items were
adapted from Ng, Kankanhalli, and Xu (2009) to
develop the construct perceived benefits.

The population of this study was built for
international students at Georgia Southern
University. The survey was delivered via an
online survey tool called Qualtrics. The study is
an IRB approved study and a factor analysis was
used to select significant variables that was used
in the analysis.

On an average it took respondents 10 minutes
to completely answer all questions in the survey.
A total of 44 validated copies were collected, in
the distribution 43% were male and 54% were
female, and the age range of the participants
were from 18-50 vyears old. Most of the
respondents were graduate students and some
were faculty members at the university. Most
respondents held a bachelor’s degree or above.

5. RESULTS

The dataset had 6 survey constructs and each
construct had at least one question measuring
patients perceived security of EHRs. These
constructs are Demographics, Risk, Perceived
Benefits, Trust, and Privacy. Intention to
Disclose, which is a derivative of perception of
EHRs (DEPENDENT VARIABLE) that depends on
trust, risk, privacy, perceived benefits.

Linear regression was conducted with SPSS, with
all the variables included. The intention to
disclose, which the dependent variable, is had
three questions which were all analyzed using
the factor analysis, all variables that loaded
more than 0.5 were considered significant and
were used in the linear regression analysis.
During the factor analysis, ITD2, had the highest
score of 0.7 compared to ITD1 and ITD3.
Factors that loaded less than 0.5 were removed
from the analysis. For the independent variables
used in this analysis, the following variables
loaded more than 0.5 and were used in the
analysis:

PB3, T1,T2,T3,T4,T5,PL1,PL2,R3,R4,R5.

The Output of a linear Regression Analysis is in
SPSS produces some tables, but two tables are
of major concern; The Model Summary and the
Anova. During the first set of analysis all
constructs were included with “Intention to
disclose” (ITD2) as the dependent variable and
the other constructs mentioned above as the
independent variables. The analysis generated
results that are explained as follows:

©2021 ISCAP (Information Systems and Computing Academic Professionals)

https://jisar.org/; https://iscap.info

Page 25



Journal of Information Systems Applied Research
ISSN: 1946-1836

14 (4)
December 2021

Model Summary

Adjusted R Std. Error of
Model R R Square Square the Estimate
1 .Bg7° .786 573 916

a. Predictors: (Constant), PL2, T3, PB1, R3, T1, PB3, R1, T5,
P1, R6, T2, RS, R4, PL3, PL1, T4

The Model Summary - This table shows the R, R
square and adjusted r —square and the standard
error of the estimate. The R value shows the
simple correlation between the observed and
predicted values of the dependent variable. The
R square which is known as the co-efficient of
determination is 0.786, this explains that the
regression modeled ITD2 (Intention to disclose
2) strongly as 78.6% of the variation in ITD2 is

explained by the independent variables.
ANOVA:

Sum of
Model Squares df Mean Square F Sig.
1 Regression  49.472 16 3.092 3.682 .006b
Residual 13.437 16 .840
Total 62.909 32

a. Dependent Variable: ITD2
b. Predictors: (Constant), PL2, T3, PB1, R3, T1, PB3, R1, T5, P1, R6, T2, R5, R4, PL3,
PLL, T4

ANOVA shows the how well the regression
equation fits the data, it predicts the dependent
variable, in this analysis, the regression model
predicts the dependent variable properly.
Statistically a p value is a number between 0
and 1, and typically a p value that is < 0.05
indicates a strong evidence against a null
hypothesis, but a p value of > 0.05 indicates a
weak evidence against the null hypothesis. The
p value here which is stated in the sig. section of
the ANOVA table is 0.006, which indicates a
strong support from our declared alpha value for
the analysis.

6. DISCUSSION

The international survey respondents indicated
that when risk was low, they were more willing
to trust the EHR system, and thus more willing
to disclose information. Thoughts and concerns
for privacy were also quite high and when
satisfied respondents were not as concerned
with potential error loss. Survey participants did
indicate a difference between health privacy and
overall internet privacy. Respondents did not
consider their own health condition to be a
strong enough factor to adopt nor did they
indicate they could be influenced by social
norms. Perceived benefits of the EHR also played
a strong role in willingness to disclose.
Familiarity with EHRs neither detracted nor
supported the respondent’s decision.

This study had several limitations. First, it
utilized international college students as
surrogates for international decisions. Students
are generally younger and in better health than
the average international patient. The sample
size was small and could not account for
differences in countries. Many reports have
indicated various levels of adoption among
countries so results from this study might not be
as generalizable. Future research should
replicate this study with separate populations
from specific countries. Additionally, future work
will look at theoretical models which employ
structural equation modeling.

7.CONCLUSION

The healthcare sector has experienced many
advances in terms of patient’s recordkeeping
and welfare. This study sought to aid the health
organizations on how to implement the EHR in
health institutions. As most patients struggle
with providing healthcare information due to
increase in healthcare data breaches an analysis
was been carried out and from results it can be
concluded that what motivates patients to
provide their sensitive health information to
health providers are includes trust, risk, privacy
and perceived benefits. Even though the EHR is
fully utilized and mandatory in the US, it is still
in its developing stage in countries like Nigeria,
Bangladesh and India. This study can help
countries who wish to pursue the adoption of
EHR. The social implications point what factors
influence trust and behavioral intentions to
disclose information online. These factors can be
considered when enlightening patients on the
use of EHRs.
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