JOURNAL OF Volume 15, Issue. 2

INFORMATION SYSTEMS e
APPLIED RESEAR CH

In this issue:

4.

17.

30.

39.

47.

54.

Examining Cloud Data Security Vulnerabilities During Usage
Daniel Amoah, Microsoft Corporation
Samuel Sambasivam, Woodbury University

Cybersecurity Maturity Model Certification Initial Impact on the Defense
Industrial Base

Hala Strohmier, University of North Carolina Wilmington

Geoff Stoker, University of North Carolina Wilmington

Manoj Vanajakumari, University of North Carolina Wilmington

Ulku Clark, University of North Carolina Wilmington

Jeff Cummings, University of North Carolina Wilmington

Minoo Modaresnezhad, University of North Carolina Wilmington

The COVID-19 Pandemic’s Impact on Information Technology Employment,
Salaries, and Career Opportunities

Patricia Sendall, Merrimack College

Alan Peslak, Penn State University

Wendy Ceccucci, Quinnipiac University

D. Scott Hunsinger, Appalachian State University

A Comparison of Internationalization and Localization Solutions for Web and
Mobile Applications

Peng Wang, Pinterest, Inc.

Hee Jung Sion Yoon, City University of Seattle
Sam Chung, City University of Seattle

GIS for Democracy: Toward A Solution Against Gerrymandering
Peter Y. Wu, Robert Morris University
Diane A. Igoche, Robert Morris University

Determinants of Health Professionals’ Intention to Adopt Electronic Health
Record Systems

Jie Du, Grand Valley State University

Jenna Sturgill, Grand Valley State University

ms

O

Academic Professionals

Information ote
2Com



Journal of Information Systems Applied Research 15 (2)
ISSN: 1946-1836 July 2022

The Journal of Information Systems Applied Research (JISAR) is a double-blind peer
reviewed academic journal published by ISCAP, Information Systems and Computing
Academic Professionals. Publishing frequency is three to four issues a year. The first date of
publication was December 1, 2008.

JISAR is published online (https://jisar.org) in connection with CONISAR, the Conference on
Information Systems Applied Research, which is also double-blind peer reviewed. Our sister
publication, the Proceedings of CONISAR, features all papers, panels, workshops, and
presentations from the conference. (https://conisar.org)

The journal acceptance review process involves a minimum of three double-blind peer
reviews, where both the reviewer is not aware of the identities of the authors and the
authors are not aware of the identities of the reviewers. The initial reviews happen before
the conference. At that point papers are divided into award papers (top 15%), other journal
papers (top 30%), unsettled papers, and non-journal papers. The unsettled papers are
subjected to a second round of blind peer review to establish whether they will be accepted
to the journal or not. Those papers that are deemed of sufficient quality are accepted for
publication in the JISAR journal. Currently the target acceptance rate for the journal is
under 38%.

Questions should be addressed to the editor at editor@jisar.org or the publisher at

publisher@jisar.org. Special thanks to members of ISCAP who perform the editorial and
review processes for JISAR.

2022 ISCAP Board of Directors

Eric Breimer Jeff Cummings Jeffry Babb
Siena College Univ of NC Wilmington West Texas A&M
President Vice President Past President/

Curriculum Chair

Jennifer Breese Amy Connolly Niki Kunene
Penn State University James Madison University Eastern CT St Univ
Director Director Director/Treasurer
RJ Podeschi Michael Smith Tom Janicki
Millikin University Georgia Institute of Technology Univ of NC Wilmington
Director Director/Secretary Director / Meeting Facilitator
Anthony Serapiglia Xihui “Paul” Zhang
St. Vincent College University of North Alabama
Director/2022 Conf Chair Director/JISE Editor

Copyright © 2022 by Information Systems and Computing Academic Professionals (ISCAP). Permission to make
digital or hard copies of all or part of this journal for personal or classroom use is granted without fee provided that
the copies are not made or distributed for profit or commercial use. All copies must bear this notice and full
citation. Permission from the Editor is required to post to servers, redistribute to lists, or utilize in a for-profit or
commercial use. Permission requests should be sent to Scott Hunsinger, Editor, editor@jisar.org.

©2022 ISCAP (Information Systems and Computing Academic Professionals) Page 2
https://jisar.org/; https://iscap.info


https://conisar.org/

Journal of Information Systems Applied Research 15 (2)
ISSN: 1946-1836 July 2022

JOURNAL OF
INFORMATION SYSTEMS APPLIED RESEARCH

Editors

Scott Hunsinger
Senior Editor
Appalachian State University

Thomas Janicki
Publisher
University of North Carolina Wilmington

Biswadip Ghosh
Data Analytics
Special Issue Editor
Metropolitan State University of Denver

2022 JISAR Editorial Board

Jennifer Breese
Penn State University

Amy Connolly
James Madison University

Jeff Cummings
Univ of North Carolina Wilmington

Ranida Harris
Illinois State University

Edgar Hassler
Appalachian State University

Vic Matta
Ohio University

Muhammed Miah
Tennessee State University

Kevin Slonka
University of Pittsburgh Greensburg

Christopher Taylor
Appalachian State University

Hayden Wimmer
Georgia Southern University

Jason Xiong
Appalachian State University

Sion Yoon
City University of Seattle

©2022 ISCAP (Information Systems and Computing Academic Professionals) Page 3

https://jisar.org/; https://iscap.info



Journal of Information Systems Applied Research 15 (2)
ISSN: 1946-1836 July 2022

The COVID-19 Pandemic’s Impact on
Information Technology Employment,
Salaries, and Career Opportunities

Patricia Sendall
sendallp@merrimack.edu
Girard School of Business

Merrimack College
N. Andover, MA 01845 USA

Alan Peslak
arpl4@psu.edu
Department of Information Sciences and Technology
Penn State University
Dunmore, PA 18512 USA

Wendy Ceccucci
wendy.ceccucci@quinnipiac.edu
Department of Computer Information Systems
Quinnipiac University
Hamden, CT 06518 USA

D. Scott Hunsinger
hunsingerds@appstate.edu
Department of Computer Information Systems
Appalachian State University
Boone, NC 28608 USA

Abstract

This is a an empirical study of the effect of the COVID-19 pandemic on salary and employment trends
in Information technology (IT) jobs over the period January 2019 to April 2021. The study is an effort
to determine the impact of COVID on IT jobs and salary. Data was extracted from Burning Glass Labor
Insight which includes over 40 million US job postings per year. We downloaded monthly data for the
time period Jan 2020 to April 2021. These data included all job postings as well as job postings in
science, engineering, information technology. They were analyzed using SPSS 26 and Microsoft Excel.
We attempted to determine through correlation the degree of similarity between IT jobs and other
technical and non-technical work. We gain key insights into IT jobs during the pandemic compared to
other STEM jobs as well as variances among IT positions.
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1. INTRODUCTION

The COVID-19 pandemic took a toll on workers
across the globe. Social distancing and mask
wearing became the norm. People were
separated not only from their workplaces, but
also from their loved ones. There was disruption
across all industries with business closures and
work-from-home (WFH) mandates. Women and
under-represented populations took the hardest
hit with increased domestic responsibilities for
children and elders. The Information
Technology sector was not immune to the
disruption. While there was a need for new
technologies, for example Zoom, to support
learning and working from home, the tech
industry also took a hit when it came to total job
postings. This paper analyzes over 40 million
job postings on Burning Glass Labor Insights
during the period January 2019 to April 2021.
The authors conclude that there will continue to
be a need for tech workers especially in
cybersecurity, software development and
artificial intelligence. Tech workers will have to
continue to learn new skills in order to keep up
with the demands of the post-COVID economy.

2. LITERATURE REVIEW

The COVID-19 pandemic has brought about the
greatest economic disruption since the Great
Depression and job postings by American
companies have been dramatically altered by
the pandemic (Campello, Kankanhalli,
Muthukrishnan, 2020). The authors analyzed
data from LinkUp, a leading labor market
research firm. Figure 1. shows an irregular drop
in job postings at the beginning of the pandemic
in March 2020. This drop also coincides with an
extraordinary spike in initial jobless claims.

o

Claims (Millions)

70 80 90 100110 120

Job Postings (Indexed)

Initial Jobless

50 60

2020 Initial Jobless Claims

Figure 1. Job postings vs. unemployment
claims

The McKinsey Global Institute discusses the
future of work after COVID-19. They cite work
trends that have increased by the pandemic
(Lund, et al, 2021, pg. vii). They are:

1. Remote Work--20-25% of workers in
advanced economies could work remotely
3+ days a week on a long-term basis

2. Digitization--2-5x growth in e-commerce, as
a surge in digital platforms is underway

3. Automation—An uptick in use of robotics,
robotic process automation and Al

Remote work has been supported by new digital
solutions, such as “videoconferencing, document
sharing tools, and expansion of cloud-based
computing capacity” (Lund, et al, pg. 5).

Internet of Things (IoT) technologies provided
“mechanical and digital technologies to transfer
the data through the Internet without any
human interaction.” (Javaid & Khan 2021, pg.
209). IoT enabled healthcare workers to
interact with and diagnose patients remotely; it
opened new doors for medical professionals in
the ways that they or their patients could never
have imagined.

The COVID-19 pandemic also magnified
structural inequalities such as class and
ethnicity. In addition, there was a surge in
cyberbullying and racial discrimination of Asian
people (Zheng & Walsham, 2021). Lockdown
has sadly increased the occurrences of domestic
violence against women and children (Roy,
2021). In addition, queer people have found
inequality during the pandemic given the
“heteronormative” IT industry that often makes
special allowances for men and women in
heterosexual unions, but not for queer people
(Roy, 2021).

How did women in tech, specifically, fare during
the pandemic? According to Landry (2021), half
of the women surveyed working in technology
believe the “effects of COVID-19 have delayed
their career progression, despite a similar
percentage believing that much needed gender
equality is more likely to be achieved through
remote working structures” (para 1). Almost half
of the women surveyed who were employed in
technology struggled to balance work and family
life since March 2020.

However, Greszler (2021) asserts this is no
longer the case. COVID-19 initially
disproportionately affected women because they
lost more jobs and were more likely to stay at
home.
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The IT industry and employee compensation has
changed due to the COVID-19 pandemic. As
employees are working increasingly remotely
and are leaving urban areas, employers are
looking at different salary strategies. For
example, Zuckerberg revealed that Facebook
Inc. employees who work remotely and elect to
move will be paid based on their new location.
Many other firms, including Box, Inc., and Slack
Technologies are investing similar strategies
(Melin & Grant, 2020).

The number of jobs in the US IT market appears
to have recovered those jobs that were lost due
to COVID-19 (Gruman, 2021) According to the
Bureau of Labor and Statistics at the end of
2020 there were 33,200 IT jobs in the US.

Dice.com, a leading database firm for IT
employees, analyzed more than 6 million job
tech job postings in the US during the first 4
months of 2020 (Bhalerao, 2020). In its 2020
Tech Job report, the company cited the top 15
tech jobs during that period for which companies
were hiring. They were:

Software Developer

Network Engineer

Systems Engineer

Senior Software Developer

Java Developer

Software QA Engineer

IT Project Manager

Application Developer

Computer Support Specialist

10. Business Analyst

11. Computer Programmer

12. Systems Administrator

13. Graphic Designer

14. Cybersecurity Engineer

15. DevOps Engineer

LCHENOUAWNE

Bhalerao (2020) argues that many employers
were de-prioritizing new projects during the
pandemic to “focus their efforts on their core
product offerings and infrastructure
maintenance.” (para 5).

According to the Tech Salary report by Dice.com
(2021), overall technologist salaries in the US
increased by 3.6% between 2019 and 2020,
averaging $97,859. The report indicated that
the fastest growing salaries in tech were in the
areas of cybersecurity, data scientist, DevOps
Engineer, Tech Support Engineer, and Cloud
Engineer. Table 1 shows the salaries and
changes in the salaries for occupations in the IT
field. The report also investigated the salary
change of IT Professionals. In 2020, 52%
received a salary increase, 35% experienced no

change and 13% experienced a salary decrease.
An item worth noting was the 40% of the people
surveyed indicated that their potential salary
increase was put on hold during the COVID-19
pandemic.

YEAR/YEAR
OCCUPATION 2020 CHANGE
T Management CEQ, CIO, CTO, VPR, Dir. 5143416 ¥ 1
Systems Architect 5140,658 A 1
Cloud Engineer 5136479 &
Cybersecurity Engineer 5134340 .
Data Architect” 5133,064 A
Program Manager 5122818
Mznagement Consultant 5121,619 -
Produ ager 5120584 v
Data Scientist® 5119898 T
MIS Manager 5119,877 i
Data Engineer 5118621 A
Project Manager 5116,911 &
DevOps Engineer” 5115125 A 123%
Systems Engineer $113,272 - N/A
Software Developer 5111,297 A 193%
Cybersecurity Analyst 5103,106 A 16.3%
Database Administrator 599,038 v %
Business Ana 597,633 o
XUl Designer® 591,941 &
Network Engineer 591,561 .
Mainframe Programmer* 591,386 Y1
Application Support Engineer 590,039 -
QA Engineer 589,543 A 17%
Systems Analyst 588,401 =
Systems Administrator 383490 A 05%
Web Developer 581,550 A
Data Analyst 576,001
Technical Support Engineer 368,651 A 82%
Help Desk Technician 551,553 ¥ 40%

Table 1. Average Salaries by Occupation
from Dice.com

In a different report by the CEO of Talent, Colin
Etheridge (2021), found that the two major
factors that have increased the demand and
opportunities for IT workers in the US is the
move to remote working and the rise in the
digital economy. The brick-and-mortar sector is
finding the increasing need to go digital.

While the demand for IT talent is increasing, the
job postings for other jobs have increased
dramatically in the last few months. According
to ZipRecruiter.com, the number of job postings
has steadily increased but the labor force
participation rate has remained flat (Figure 2).
Popken (2021) speculates that the reason for
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the lack of change in the labor market is due to
several reasons:

e Those not seeking employment due to
lack of confidence, after trying to look
for a job earlier in the year.

e Ongoing concerns about the virus, and
childcare.

e Economic impact payments.

Labor force participation remains sluggish even as employer demand for
candidates surges

f active online job postin ross the U.S. ver

the labor force participation rate

Figure 2. ZipRecruiter
Participation and job postings

Labor Force

Jobs with the fastest growing demand, according
to Lewis (2021), include big data developer and
quality assurance engineer. April 2021 LinkedIn
job posts showed jobs with the most demand
overall included software engineer, application
developer and project manager (Lewis, 2021).

3. METHODOLOGY

In order to analyze the specific job trends in
information technology and how they compared
to other employment demands, we analyzed raw
data from Burning Glass technologies. Burning
Glass has the following claim, “Powered by the
world’s largest and most sophisticated database
of labor market data and talent, we deliver real-
time data and breakthrough planning tools that
inform careers, define academic programs, and
shape workforces.” (Burning Glass Technologies,
2021). We downloaded monthly data for the
time period Jan 2020 to April 2021. These data
included all job postings as well as specific job
postings in science, engineering, information
technology. They were analyzed using SPSS 26
and Microsoft Excel.

4. RESULTS

Appendix 1 and Table 2 show the top ten
significant IT job titles and the correlation of
their job trends over the period January 1, 2019
to April 30, 2021 according to Burning Glass
Labor Insight. Software/Developer Engineer job
trends far exceeds all the other job titles and
shows a trend that maps to the pandemic
timeframe. Job postings generally grew until

March 2020 when there was a steep decline
(Figure 3). This trend continued until November
2020 when a slow recovery started, and which
continues today.

Software Developer /

Engineer

Pearson Sig. (2-

Correlation | tailed)
Software Developer / Engineer 1
Computer Support Specialist .894** 0.00
IT Project Manager .929** 0.00
Systems Analyst .946** 0.00
Computer Systems Engineer / Architect | .946** 0.00
Network Engineer / Architect 916** 0.00
Network / Systems Administrator .935%** 0.00
Cyber / Information Security Engineer /
Analyst 873** 0.00
Web Developer .922%* 0.00
Software QA Engineer / Tester .949%* 0.00

Table 2. Top Ten Job Postings

To analyze each job title, the numbers were
normalized to a 100% January 2019 base
(Appendix 2). The normalized chart shows that
generally each job category rose and fell and
rose consistently across all job categories. A
correlation analysis of trends across the ten jobs
all have paired correlation coefficients above
.873 and all are significant at p < .001. We can
therefore suggest that all IT jobs were affected
similarly by the pandemic.

1,000,000
800,000
600,000W
400,000
200,000
0
A OO0 OO OO OO O «f
D T e e B e e, e o A O o N o A o N o A o B
O OO0 000000000 oo
TS gsdegasqgsq
EEE3FER5E35588

Figure 3. Total IT Job Postings

Figure 3 and Table 3 shows the full category of
IT job postings during the period January 1,
2019 to April 30, 2021. The growth is fairly
steady through March 2020. The COVID decline
starts in April 2020 and continues through
December 2020. The rebound growth began in
January 2021 and continues through our
available data period of April 2021. It should be
noted that April 2021 job postings have
recovered fully, and April 2021 was 11% above
January 2019.
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160%
Period IT ALL 140%
Jan-19|== 0% = 0% 120%
Feb-19(W -5% W -5% 100%
Mar-19|= -1% == 0% 80%
Apr-19|W -5% = 2% 60%
May-19|= 0% |= 6% 40%
Jun-19(W  -2%|= 1% 20%
Jul-1s("W% 2% W -2% 0%
Aug-13|W  -4%|—  -1% 222322288 8x
Sep 15— ol 1% SR585588888888
Oct19)= 10%|= 9% §853338832333858¢8
MNoy-19|== T (= 3%
Dec-19/= 6%= 3% e T em—ALL
Jan-20= 6% (= 6%
Feb-20= 8%|I— 10% Figuu_-e 4. IT jobs Posting Vs All Job
Mar-20j= 12%|==3 15% Postings
Apr200W -2%/W -8% The match between total jobs was nearly perfect
May-20/% -17%|W -17% before and during the pandemic. But this has
Jun-200"  -16% W -5% not been the case in the job market return.
Jul-200W  -20% (W -3% From January 2019 to March 2020 the
Aug-20/W -23%—= 2% correlation coefficient is .844 and p < .000. For
Sep-20/WF -22%|= 8% the entire period though correlation is .219 and
Oct-20(W -16%|= 18% p<.262
Nov-20/W  -28% = 9% Correlations
Dec-20WF -28%|= 2% Science  Engineering T
Jan-21|"F  -26%|==  11% Science Pearson Correlation 1 6127 .304
Febh-21/" -15%|= 17% Sig. (2-tailed) .001 115
Mar-21|W  -2%|&  37% 3 28 28 28
Apr21f==  11%|&  51% Engineering Pearson Correlation 61277 1 .8747"
Table 3. Change in IT and all job postings ?g' e 'OZ; " '022
Though this seems to be an excellent recovery, & P_earson c_orremion 308 874~ !
. . Sig. (2-tailed) .115 .000
we next examined how IT jobs fared compared N -5 - 25

to the economy as a whole. Figure 4 shows
normalized job postings for All jobs in the
Burning Glass database versus solely IT jobs. As
is apparent, total job postings have far exceeded
IT jobs since the COVID rebound.

**, Correlation is significant at the 0.01 level (2-tailed).

Table 4. Science, Engineering, IT Demand

If we examine how IT jobs have recovered since
the trough compared to other STEM positions,
we see a similar puzzling lag in job growth.
There is a significant correlation between
Science and Engineering over the COVID time
period to present. There is not a significant
correlation between Science and Engineering
and IT (figure 5).
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Figure 5. Relative Stem Job Growth

An area where there is demand that correlates
with Science and Engineering is the IT sub-
specialty, Cybersecurity. There is significant
correlation for cybersecurity with both science
and engineering (Table 5).

Science  Engineering CYBER

Science Pearson Correlation 1 .612%* .427%
Sig. (2-tailed) .001 .023
N 28 28 28
Engineering Pearson Correlation .612%* 1 .662%*
Sig. (2-tailed) .001 .000
N 28 28 28
Cyber Pearson Correlation 427%* .662** 1
Sig. (2-tailed) .023 .000
N 28 28 28

Table 5. Science, Engineering,
Cybersecurity Demand

$140,000
$120,000
$100,000
$80,000
$60,000
$40,000
$20,000

= 10th Percentile =25th Percentile
50th Percentile ===75th Percentile

Figure 6. IT Salary Trends Over Covid
Timeframe

Finally, we examined IT salary trends over the
COVID timeframe (figure 6). Here we see that,

in general, IT salary levels at all breakpoints are
nearly unchanged from beginning to end.

5. DISCUSSION & CONCLUSIONS

COVID-19 disrupted business as usual for the
worldwide workforce. Many workers lost their
jobs, some permanently. For information
technology workers, the good news is that IT
employment is less than one percent below pre-
COVID levels (Davis, 2020) and has created new
opportunities. The economic fallout from the
pandemic temporarily reduced demand in some
skill sets, but, fortunately, strong job growth
underscores longstanding talent shortages in IT.
Expanding digital infrastructure was and still is
important, “given the pandemic-fueled boost to
the online economy” (Lund, 2021, pg. 20).

According to Ishani (2021), IT and software
services companies shifted their focus to newer
technologies such as data analytics, artificial
intelligence, cloud computing and cybersecurity
during the pandemic because of the impact
these services have on the economy as a whole.
These technologies, which were already growing,
will require newer skill sets.

Furthermore, COVID-19 may ‘“propel faster
adoption of automation and artificial intelligence”
(Lund, et al, 2021, pg. 11). Futhermore, workers
will need to “learn more social and emotional
skills, as well as technological skills, in order to
move into occupations in higher wage brackets”
(pg. 18). Women, vyoung, less-educated
workers, ethnic minorities, and immigrants “may
need to make more occupation transitions after
COVID-19” (pg. 19).

Our results show that job postings for
information technology workers since the
pandemic are lagging behind all jobs as well as
science and engineering jobs. The reasons for
this are unclear and require further study.
Specifically, however, our results show that
there is a strong demand for cybersecurity
specialists. According to Vohra (2020), “the role
of cybersecurity will gain greater traction in the
post-COVID-19 era” (para. 2) and cybersecurity
startups will “earn the favour of the investors”
(para. 8). Davis (2020) asserts that
professionals will want to focus on high-demand
skills such as Al, cloud and cybersecurity.
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Appendix 1. Job Postings by IT Position
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Appendix 2. Normalized Job Postings by IT Position
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