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Abstract

The rapid growth of the Internet users and the proliferation of IoT devices in recent years has created
a significant need for vulnerability detection and mitigation in these devices and their applications.
Exposing computer science and cybersecurity students to these skills can help them strengthen their
competencies in the industry. One approach that can be used to achieve this objective is reverse
engineering, which involves gaining a thorough understanding of the relationship between the individual
components of an IoT application. This paper presents lab exercises that teach students the concepts
and practical techniques of reverse engineering for the purpose of detecting and mitigating
vulnerabilities in IoT devices. The lab exercises are based on a real facial recognition web application
hosted on a small IoT device, and they use both manual exploration and automated tools to provide
students with a systematic and comprehensive understanding of reverse engineering. These well-
designed, hands-on labs can meet the practical needs of cybersecurity education and inspire heuristic
learning on difficult cybersecurity topics such as reverse engineering.

Keywords: Cybersecurity, Reverse Engineering, Internet of Things, Artificial Intelligence, Face
Recognition, Re-engineering.
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1. INTRODUCTION

In recent years, the number of users with access
to the Internet has increased dramatically. An
estimated one million new users join the Internet
every day. And six billion people are projected to
be connected to the Internet by the end of 2022,
a 1 billion increase from the 5 billion people in
2020 (Morgan, 2020). Internet of Things (IoT)
are also becoming prevalent. In 2015, regarding
the number of connected devices by 2020, the
low estimate was 18 billion, the most bullish
forecast stated 50 billion devices (Lueth, 2015).
Reputable companies such as Cisco, Intel, IDC,
Gartner, etc., provide similar and higher
estimates recently.

This substantial growth of Internet users and
Internet capable devices has increased the risk of
cyberattacks. Cybercrime costs are estimated
over six trillion USD globally in 2021, and that
number is expected to grow 15 percent each year,
reaching 10.5 trillion USD in 2025 (Morgan,
2020). Because of this increase in both users and
attacks, the need for security vulnerability
analysis has never been more vital, especially for
web applications. According to a global threat
analysis report produced by Radware, the
average number of blocked malicious web
application requests increased by 88% from 2020
to 2021, with 75 percent of those attacks
performed via broken access control and injection
(Radware, 2022).

The massive increase in Internet access has also
led to large increases in the quantity and diversity
of Internet capable devices. The term “Internet of
Things” (IoT) has been used to describe this
phenomenon. Shwartz, Mathov, Bohadana,
Elovici, & Oren (2018) define IoT as “a network of
smart electronic devices with Internet
connectivity.” Nowadays a home containing a
variation of IoT devices (also known as smart
devices) that provide a variety of functions to the
consumer is common. The introduction of these
devices also introduces new security concerns
and vulnerabilities.

As cybercrime and security vulnerabilities
increase, Cybersecurity and Computer Science
professionals need the skills to mitigate threats to
software applications. They must be proactive in
detecting and patching vulnerabilities before
malicious actors can exploit the system.

As students graduate and enter the industry,
vulnerability detection and mitigation skills will be
invaluable to corporations, as patching
vulnerabilities before they are exploited can save

corporations millions of dollars as well as their
reputation as a reliable company. While some
software engineers can be tasked with creating
new systems, many are tasked with maintaining,
testing, reusing, and integrating existing systems
(Canfora & Penta, 2007). New hires probably will
be asked to work on systems that are already
established, thus the ability to adapt and
understand code that is not their own and test it
for vulnerabilities is an important skill to possess.
In order to accomplish this, they must be able to
identify and comprehend the different
components in a system and understand the
relationship between them. However, most
curricula only focus on designing software
applications from scratch without regarding the
common situation in the industry.

There are a variety of tools and methods that can
be used for software vulnerability detection, such
as automated dynamic scanning (tool-based),
static analysis (tool-based), and Reverse
Engineering. While tools can be useful, their ease
of use and quick results can lead to a lack of a
holistic understanding of how a piece of software
operates. Thus, courses that only utilize tools can
run the risk of focusing on teaching how to use
the tools instead of how to understand the
underlying security and software principles.

Reverse Engineering can be defined as “the
process of analyzing a subject system to identify
the system’s components and their
interrelationships and create representations of
the system in another form or at a higher level of
abstraction” (Chikofsky & Cross, 1990). It has a
vast number of goals, such as managing system
complexity, creating alternate views, recovering
lost understanding of a system, and existing
software maintenance. It can also be used to
audit the security and vulnerabilities of an
application (this is a unique step in Secure
Software Development, so it is not equivalent to
software maintenance).

From an offensive perspective, in many cases
attackers or pen-tester have limited or
incomplete access to the application’s entire
framework. For instance, an attacker or pen-
tester may be able to view the front-end source
code of an application but will not easily be aware
of the backend code. However, through the
process of Reverse Engineering, the attacker or
pen-tester can gain an understanding of how the
entire application operates.

There are three basic approaches on how to
Reverse Engineer a system. The first is white box
analysis, which is a static approach that does not
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require running the application (Ali, 2005). This
approach is often used when all the systems
components are easily available. The second
approach is black box analysis, which uses inputs
to check the behavior of the application/program.
This approach is used when the user has less
access to the backend of the system and must
use inputs to determine the hidden components
of the system. Finally, gray-box analysis utilizes
both white box and black box in unison to
evaluate the system, using each approach on
various parts of the system.

Real-world software systems are in constant need
of modification and improvement due to new user
requirements, modified business models, and
changing legislation (Canfora, Penta, & Cerulo,
2011). When applied to IoT-based web
application security, Reverse Engineering can be
used to develop a detailed understanding of how
the application is constructed and how it
operates. An IoT device hosting a web application
can be broken down into 5 simplified layers: the
physical, link, network, transport, and web app
layers (Fig. 1). To have a complete understanding
of a system's vulnerabilities, each layer of the
application must be considered. Each layer has
different attack surfaces and capabilities, and
together their specific vulnerabilities can be
combined to form a complete picture of the
application’s potential security concerns.

s N
Other apps

Web app

Transport Layer

Network Layer

N~
A

Link Layer

Y
A

Physical Layer

(. .

Fig. 1. Layer Diagram of Web Application

There are several challenges to effectively
creating a teaching curriculum for Reverse
Engineering an IoT-based web application. First,
the application and device must be at an
appropriate level of complexity to match the
abilities and knowledge of the students. Because
Reverse Engineering often requires making
inferences about the structure of an application
and complicated analysis of the system, many
applications are too complex to suit a curriculum

for beginners. In addition, the IoT device used in
the curriculum must be affordable and easily
accessible so that faculty members and students
can use them effectively. Lastly, the testing
environment must be easily assembled so that
entry into the exercises is not too difficult.

The purpose of this paper is to provide a
curriculum that students can utilize to gain
hands-on experience with Reverse Engineering
on a real-world IoT-based web application that
integrates a face-recognition Artificial Intelligence
(AI) model. This is accomplished by providing
general background information on the topics
discussed to promote a better understanding,
followed by 5 hands-on labs that identify a variety
of vulnerabilities of a facial recognition web
application hosted by the ESP32-CAM IoT device.
The vulnerabilities encompass multiple layers of
the application and are discovered and mitigated
through the process of Reverse Engineering and
re-engineering. Thus, giving students the
opportunity to practice these vital industry skills
on a real application.

The remainder of this paper is organized as
follows. In the ‘Literature Review’ section, we
review the current courseware or labs designed
for teaching Reverse Engineering. In the
‘Background’ section, the Internet of Things (IoT)
device-based face recognition Web platform will
be introduced, and its advantages will be
explained. In the ‘Vulnerabilities Found by
Reverse Engineering’ section, the specific
vulnerabilities identified in the course will be
discussed followed by an outline of the step-by-
step processes taken to assess each vulnerability
that was identified. A summary of what areas can
be improved and expanded is provided in the
‘Future Work’ section, and the ‘Conclusion’
section provides a general summary of the
paper’s contents and findings.

2. LITERATURE REVIEW

The concept of Reverse Engineering system
began to get traction in the beginning of the
1990s and a variety of methods and approaches
have been proposed as systems have shifted to
web-based user interfaces (Miller, Jahnke,
Smith, Storey, Tilley, & Wong, ,2000). Early
papers provide a helpful summary of the history
of Reverse Engineering and the different methods
and approaches involved. However, they only
provide conceptual information and do not
provide any sort of tutorial to learn Reverse
Engineering.
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Shwartz et al. (2018) provides a detailed
methodology and tutorial for Reverse Engineering
and security vulnerability evaluation of what are
considered “full stack OS devices” that contain a
modern operating system such as Linux. These
devices divide execution into kernel mode and
user mode. However, this method does not
address partial stack OS devices that have
specially designed real-time operating systems,
or devices that execute compiled instructions
directly with no operating system. It provides a
narrow focus of Reverse Engineering from a
physical access perspective, dealing with device’s
firmware memory images rather than the
applications that are hosted by the devices as
well.

Ali (2015) gives a detailed argument for the
importance of Reverse Engineering for
undergraduate software engineering students.
While Reverse Engineering can be difficult and
time consuming, the process itself is very
informative and gives students the ability to
understand a system more rapidly and
effectively. In addition, it points out that
traditionally students are often given the task of
designing and implementing new systems in the
classroom. While this is a valuable skill, it is also
crucial that they be able to understand code
written by other programmers and improve upon
existing software. Often in industry, companies
already have legacy software and are interested
in improving it rather than creating an entirely
new product. Thus, Reverse Engineering skills are
tremendously important. However, the paper
merely emphasizes the importance of Reverse
Engineering, and does not provide tutorials for
students to use to achieve a better understanding
of these concepts.

Bellettini et al. outlines the usage of an automatic
tool for creating UML (Unified Modeling Language)
models for web applications called WebUm/
(Bellettini, Marchetto, & Trentini, 2004.) It
describes how the tool can be used for Reverse
Engineering by utilizing the rich information that
the extracted UML models provide. It provides the
source code for a simple XML node construction
application that can be used to test the
effectiveness of WebUml. Thus, while this
provides a simple use case for learning to use the
tool for Reverse Engineering, the scope of the
paper is limited to producing UML diagrams.

Taylor & Collberg (2016) also proposed a tool for
teaching Reverse Engineering. It notes that the
current instruction materials regarding Reverse
Engineering code have a lack of easy tools for
students to use. It also notes that students take

a substantial amount of time to configure and set
up an environment that has the tools necessary
to practice Reverse Engineering. The solution
provided is an automated code obfuscator tool
called Tigress that is combined with a web
application. The application allows the instructor
to generate custom target programs, which can
then be obfuscated with a set level of complexity.
The application then creates virtual machines that
have the necessary Reverse Engineering tools
selected by the instructor. The paper provides two
example C programs that can be used, one that
checks the current time and prints the variable,
and an additional one that adds a password check
to the first. A group of students were given this
exercise and then polled at the end. While most
students reported that the difficulty of solving the
challenge was hard, a good percentage also
indicated that it was easy, indicating that the
student’s previous experience could be a large
factor. In addition, most students were able to
finish the assignment in a reasonable time,
indicating that the proposed application was
effective in creating a comfortable environment to
practice Reverse Engineering skills.

This paper provides an in-depth framework for
students to follow to get hands on experience of
Reverse Engineering through the purposes of
vulnerability detection and mitigation that to our
best knowledge has not been provided by existing
works. The application that is examined is hosted
by a IoT device with a compact operating system,
and the vulnerabilities addressed are not just at
the physical layers but encompass multiple layers
and incorporate analysis of the applications code
and the devices firmware. While automated tools
can be helpful aids in Reverse Engineering,
relying on them too much keeps students from
understanding the process in depth. This paper
provides a mixture of automated tools and
manual exploration to provide students with a
more systematic  approach to Reverse
Engineering.

3. BACKGROUND

As technology has advanced in recent years, the
availability and usefulness of IoT devices has
increased dramatically. While smart devices such
as Amazon Alexa or smart appliances are popular,
IoT devices can also be used for facial recognition
purposes as well. Facial recognition is of
particular interest because it can be used for a
variety of purposes. For instance, IoT devices
with facial recognition capabilities can be used for
security purposes where authorized individual’s
faces are scanned into the system and all other
faces considered hostile. In addition, it could be
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used for recreational home use, such as identify
what individuals are in a home to adjust the
experience accordingly.

The ESP32-CAM (Wikipedia contributors, 2022)
IoT device (Fig. 2) integrates a member of the
most popular IoT SoCs, the ESP series (Li, Ren,
Chou, Liu, & McAllister, 2022), which offers a
good introduction to the concept of IoT device-
based face recognition by integrating an Al Model
with the IoT device. The ESP32-CAM interfaces
with the computer via micro-USB connection. It
can be purchased for $5 to $10 per device
depending on the vendor. The inexpensive cost of
the device and the ease of deployment makes it
a suitable option for introductory exploration into
the concepts of IoT device-based face
recognition.

e

T

Fig. 2. ESP32-CAM IoT Device

The device contains a dual-core 32-bit ESP32-S
CPU, 520 KB of SRAM, and 4M of PSRAM (Fig. 2).
Furthermore, it has an 802.11b/g/n Wi-FO BT/BLE
System on Chip (SoC) module and a camera that
supports OV2640 and OV7670, giving it both Wi-
Fi and image capability.

There are a variety of pre-prepared programs
that can be easily implemented on the device,
including a face recognition web platform (Li,
Chou, & McAllister, 2022). The web application
provides the user with the ability to register faces
to the application and then recognize registered
users when they come into the view of the
camera. The device sends a continuous stream of
video footage back to the application, acting as a
live feed security camera as well.

The application also allows the user to modify a
variety of settings for the camera display, such as
saturation, brightness, and the frame size of the
stream. The program is also designed to log the
facial details of recognized individuals. The logs
are transported via USB connection and are
displayed in the serial monitor, recording the ID

of individuals that have come into the view of the
device’s camera.

The benefits of the web platform for facial
recognition are apparent, as the user can easily
access the application on any Internet capable
device and can access it from any location if they
have access to the network and knowledge of the
web application’s IP address. In addition to being
deployed on an existing local network, the
device's code can be easily modified to create a
unique Wi-Fi AP that has its own SSID and
password credentials.

However, the ability for the device to connect the
facial recognition and streaming capabilities to a
web application presents some unique challenges
for security as well. This paper aims to address
these security vulnerabilities and demonstrate
how students can learn essential security
principles by evaluating and mitigating the
vulnerabilities that are exposed. Although it may
appear simple because of the ease of deployment,
the facial recognition web application offers
significant depth. Fig. 3 is a model created by
Microsoft’'s STRIDE application that shows the
data flow and trust boundaries during the device’s
operation.

mape

// (Emeg) ~

——
Face Detection & Recogneon Result

Fig. 3. STRIDE (Microsoft) Data Flow Model
for the Face-Recognition Web Application

In addition to the devices, there are a variety of
common items and tools that will need to be
assembled to reproduce the methods and
concepts introduced in this paper. Fig. 4 outlines
required hardware and tools in detail. ESP32-CAM
is the target IoT device hosting a face-recognition
Web App. Its camera can take photo of the user
and send the user’s face image to an Al model for
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analysis. Then the AI model can conduct face
detection and face recognition (if the user
registered before). The USB cable is used to
connect the IoT device to the computer, where
the Arduino IDE (Fezari & Al, 2018) is installed to
prepare, compile, and upload the face-recognition
application to the device. Also, the computer is
the output peripheral of the device, where the
device log can be printed out. cscope is the tool
used to build the code database including the
App’s source code (4 files) and thousands library
files. cscope must work with a text editor to fully
function. Finally, the Micro STRIDE tool will be
used to do threat modeling (Fig. 3).

Hardware:

A ESP32-CAM loT device (including a mini camera)
A USB A to micro-USB B cable

Tools:

Arduino IDE with the ESP32 add-on

cscope

Text editor such as vi

Microsoft STRIDE (Threat Modeling)

Fig. 4. Curriculum Hardware and Software
Requirements

4. VULNERABILITIES FOUND BY REVERSE
ENGINEERING

Through Reverse Engineering, five categories of
vulnerabilities were found hidden in ESP32-CAM
IoT devices when they are programmed with the
example face recognition application. To set up a
proper lab environment to host the web
application, follow the instructions detailed in the
attached “Lab Environment Setup” document.
The following sections provide detailed steps for
the vulnerabilities that were detected and
mitigated with Reverse Engineering and re-
engineering.

Figure out the hard-coded credential

This lab demonstrates how physical access to the
UART/USB port on the IoT device can be exploited
by an attacker to gain access to the hardcoded
credentials. Students will need to Reverse
Engineer the application upload process (from a
development host to the IoT device) to figure out
the tools for them to fetch the binary image from
the IoT device (in reverse direction). Then, the

students will need to Reverse Engineer the binary
image to figure out where the hardcoded
credential was saved. The Arduino IDE is simply
a wrapper that provides a graphical user interface
for ease of use, but at the core it calls a code
compiler and uploader to upload the binary
executable to the device. The attacker can upload
code to a similar device with a verbose log output
to understand what tools the program is using.
Through Reverse Engineering, the program tools
used for flashing to the device can be discovered.
Then, further exploration can be done to
determine the parameters of the tool to discover
how it can read the flash as well. Then with the
correct parameters for the flash reader, contents
of the flash can be copied to a file and examined
for hard-coded credentials and sensitive
information.

The SSID and password are hard coded into the
application’s code. If physical access to the device
is gained, these sensitive credentials could be
compromised through analysis of the binary code.
We know that the binary code was cross compiled
in the Arduino IDE and flashed to the device via
USB port. The same uploading tool could be used
to extract the binary code from the device, thus
reversing the direction and exploiting the hard-
coded credential vulnerability. Here are the steps:

1. In the Arduino IDE, navigate to File ->
Preferences, and make sure that verbose
output is checked for compilation and
uploading (Fig. 5).

Fig. 5. Arduino IDE Preference Settings

2. Compile and upload the program, look at
the verbose log to see what underlying
tools are called to upload the compiled
program to the IoT device and where they
are installed. From the output, we can see
that
“D:\Documents\ArduinoData\packages\e
sp32\tools\esptool_py\2.6.1/esptool.exe
"'is the uploading tool (Fig. 6).
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Fig. 6. Verbose Output for Uploading

3. Locate “esptool.exe” and the underlying
esptool.py (Fig. 7).

Clipboard Organize
. This PC Hard Drive (D) Documents » Arduino
Mame
l partitions
¥,
k gen_esp3

ngineering

Fig. 7. Esptool.py File Location

4. Run the esptool.py to see the options and
get more information. The write_flash
option was used to upload the compiled
program to the IoT device. To download
the active image from the device (in a

0 %)[HAHHI 6384 l

%) UIHLH&

reverse direction), note the “read_flash”
parameter (Fig. 8).

esptool.py v2.6 - ESP8266 ROM Bootloader Ucility

positional arguments:

{load_ram,dump_mem,read_mem,write mem,write_flash,run,image_info,maks _imags, =l
£2image, read mac,chip_id,flash_id,resd flash status,write flash status,read flas
h,verify flash,erase_flash,erass_region,version}

Run esptool {command} -h for additional help

load_ram Download an image to RAM and executs

dump_mem Dump arbitrary memory to disk

read_mem Read arbitrary memory location

write_mem Read-modify-write to arbitrary memory location
write_flash Write a binary blob to flash

run Run application code in flash

image_info Dump headers from an application image
make_image Creste an application image from binary files
c1f2image Creste an application image from ELF file
read_mac Read MAC address from OTE ROM

chip_id Read Chip ID from OTP ROM

flash_id Read SPI flash manufacturer and device ID
read_flash_status Read SPI flash status Iegister
write_flash_status Write SPI flash status Iregister
read_flash d SPI flash content

verify_flasn ainst flash
erase_flash Perform Chip EIas
erase_region Erase a region of the flash
version Print esptool version

optional arguments:
-h, --help show this help message and exit

Ln:65 Col

Fig. 8. Esptool.py Parameters

5. Run the “esptool.py” (Fig. 9) again with
the “read_flash” parameter to see the
sub-options. ‘address’, ‘size’, and
‘filename’ are mandatory sub-options.

6. Enter in the parameters “-b 921600
read_flash 0 0x400000 targetImg”. The
‘-b”  option will set the USB
communication’s baud rate to 921600,
which is the maximum speed. ‘0’ is the
starting address of the image download.
‘0x400000’ is the image size - ESP32-
CAM has a 4MB flash. And the
“targetImg” option specifies the image
output filename (Fig. 10).

SPI_CONNECTION]

Fig. 10. Esptool.py Running Results
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7. Once it has finished running, we can now
navigate back to the folder containing
“esptool.py” and should see the
“targetImg” file that was generated (Fig.
11).

Fig. 11. Downloaded ESP32-CAM Image

8. Take the targetImg file and upload it to a
Kali Linux VM. Using a terminal, navigate
to the folder that contains the file and
type the command “strings targetImg” to
derive all readable strings from the binary
image (Fig. 12).

Fig. 12. Commands to Derive Strings from a
Binary Image

9. So many strings are derived from the
“targetImg” file (Fig. 13).

[= = ) Ll
YourssID
YourPassword
YourssID
YourPassword
YourssID
YourPassword

YourssID
YourPassword
i .apinfo
. 551d
rs51D
1 .551d

Fig. 13. Embedded Strings in targetImg

10. The SSID can be scanned by a cell phone.
The idea is if we can find the SSID string
embedded in targetImg, we probably will
be able to find its password around it. The
grep command along with the context

searching options (2 lines ‘B’efore and 2
lines ‘A’fter the keyword ‘SSID’) can be
used to search for strings around the
SSID string (Fig. 14). This will

— -[~/host]
'“—% strings targetImg
mOopmode

sta.apinfo

Your

YourPassword
Your
YourPassword
Your
YourPassword
Your

Fig. 14. Narrow down the Password
Searching by “grep”

11. Thus, by Reverse Engineering the
compiler and uploader that are called by
the Arduino IDE, secrets hardcoded on
the device can be extracted.

Trigger the application corruption by a
buffer overflow

Front-end code of a Web application is usually the
start point for attackers to perform Reverse
Engineering against the application. Testing a
variety of inputs can help discover vulnerabilities.
Through the process of black box Reverse
Engineering, a buffer overflow vulnerability in the
framesize input variable can be detected. White
box Reverse Engineering can then be used to
inspect the code and find the area that pertains
to the handling of the control variables of the
application.

In addition, discovering this vulnerability
demonstrates the importance of manual
exploration, as an automated scan for
vulnerabilities would not have necessarily
discovered this vulnerability.

Here are the steps taken to discover the
vulnerability:

1. Manually explore the web application.
Note that the applications control panel
offers a variety of user preferences that
can be adjusted such as resolution,
quality, brightness, etc. (Fig. 15).
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ESP32 OV2460 x |+

& C O & 1921685064

= Toggle OV2640 settings

Resolution
Quality 10 — 63
Brightness -2 2
Contrast -2 Y

Saturation -2 2

No Effect =

Special Effect
AWB

AWB Gain
WB Mode
AEC SENSOR

Fig. 15. Web Application Control Panel

2.

Click the “Resolution” drop-down menu
and select the largest setting. Then click
“Start Stream”. You should see that the
stream window size is nhow much larger
than the default (Fig. 16).

Fig. 16. Web Application Large Frame
size

Now that we know that users can send
control requests to the backend code that
modifies aspects of the application, an
analysis of the backend code can be
performed to look for vulnerabilities.

By a quick look through the code, we can
see that the “app_httpd.cpp” file contains
all the handlers for the application:
“stream_handler(),” “cmd_handler(),”

“status_handler(),”, “capture_handler()”,
and “index_handler().”

The handlers are initialized by the
function “startCameraServer()”. Fig. 17
shows the code fragment of the
startCameraServer() function.

void startCameraServer(}{
httpd_config_t config = HTTPD_DEFAULT_CONFIG();

httpd_uri_t index_uri = {

uri =y,
.method = HTTP_GET,
.handler = index_handler,
.user_ctx = NULL

iy

httpd_uri_t status_uri = {
.uri = "/status”,
.method = HTTP_GET,
_handler = status_handler,

.user_ctx = HULL

IH

httpd_uri_t emd_urd = {

curi "/control®,
-method = HTTP_GET,
.handler = cmd_handler,
.user_ctx = HULL

b

httpd_uri_t capture_uri = {
Luri = "/capture”,
.method = HTTP_GET,
.handler = capture_handler,
.user_ctx = NULL

iH

httpd_uri_t stream_uri = {
uri = "/stream”,
.method = HTTP_GET,
.handler = stream_handler,
.user_ctx = NULL

IH

Fig. 17. Code fragment of
“startCameraSever()” Function

From the names of the handlers, the
“cmd_handler()” function should control
the user commands on the control panel.
Inspecting the code inside of the handler
confirms this as it contains all the
different control panel variables (Fig. 18).

}
else 1f(!strcmp(variable, "quality”)) res = s->set_quality(s, val);

B “contrast™ - s->set_contrast(s, val);
- s->set_brightness(s, val);
uration”)) res = s->set_saturation(s, val);
else if(!stremp(variable, “gainceiling™)) res = s->set_gainceiling(s, (gainceiling t)val);
else if(!strcmp(variable, “colorbar™)) res = s->set_colorbar(s, val);
else if(Istrcap(variable, "awb™)) res = s->set_whitebal(s, val);
else if(Istremp(variable, “agc")) res = s->set_gain_ctrl(s, val);

b = s->set_exposure_ctrl(s, val);

rror®)) res = s->set_hmirror(s, val);
ble 1p™)) res = s->set_vlip(s, val);
else 1f(!strcap(variable, “awb_gain®)) res = s->set_awb_gain(s, val);

else 1f(Istremp(variable, “agc_gain™)) res = s->set_agc_gain(s, val);
else if(lstrcmp(variable, “aec_value™)) res = s->set_sec_value(s, val);
else if(!strcmp(variable, “aec2”)) res = s->set_aec2(s, val);

else if(Istrcap(variable, "dcw”)) res = s->set_dow(s, val);
else 1f(!strcmp(variable, "bpc®)) res = s->set_bpc(s, val);
else if(Istremp(variable, "wpc®)) res = s->set_wpc(s, val);

else 1f(!strcmp(variable, _gma")) res = s->se!

rav_gma(s, val);

else 1f(Istrcmp(variable, "lenc™)) res = s->set_lenc(s, val);
else 1f(!strcmp(variable, “"special_effect™)) res = s->set_special_effect(s, val);
else 1(Istrcmp(variable, "wb_mode™)) res = s->set_wb_sode(s, val);

else 1f(!strcmp(variable, “ae_level™)) res = s->set_ae_level(s, val);
else if(Istrcmp(variable, “face_detect™)) {
detection_enabled = val;
if(Idetection_enabled) {
recognition_enabled = ©;

;

Fig. 18. Code Fragment of
“cmd_handler()” Function

By looking at the code, we can see there
is no input validation for the “framesize”
variable in the cmd_handler() function. It
simply uses the value of the “val”
parameter that is passed from the user
request. So, what if the user tries setting
the framesize to a negative number?

int val = atoi(value);
sensor_t * s = esp_camera_sensor_get();
intres = 0;

if(!strcmp(variable, "framesize")) {
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if(s->pixformat == PIXFORMAT_JPEG) { that request was successful in modifying

res = s->set_framesize(s, (framesize_t)val); the application’s frame size (Fig. 21)_

) ’ Now a variety of strange inputs can be

tried to test the application for bugs.

8. From this block of code, the “/control”
URL via a HTTP_GET request can be used
to trigger the “cmd_handler()” function
(Fig. 19).

httpd_uri_t cmd_uri = {

.uri = "fcontrol”,
.method = HTTP_GET,
.handler = ¢md_handler,
.user_ctx = NULL
1
Fig. 19. Code Fragment of Fig. 21. Web Stream Enlarged

“startCameraServer()” Function
) o ) 12. Try a negative value for the parameter.
9. With this information, we can conclude The application fails to display a window
that we can bypass the drop-down menu at all, revealing a successful attack to the

of the application and enter in the request system (Fig. 22).
directly into the webpage’s search box by
combining the designation for the
command handler, the control variable,

ESP32 OV2460 x |+

and the control value. Thus, the attack « Bl c O 8 1921685064
vector ;

. = Toggle OV2640 settings
http://{IP}/control?var=framesize&val= _
x where the “IP” is replaced with the IP Resolufion

Quality 10 63

address of the App and the “x” can be
replaced with any value. This will allow for
values outside of the drop-down box
parameters to be input into the system.

Brightness -2 — 2
Contrast

Saturation

Special Effect

AWB

AWB Gain

10. Go to the application and click “start
stream” and verify it is working properly.

Note the size of the stream window (Fig.
20). Fig. 22. Web Stream Broken

13. Try a ridiculous big value for the

parameter. You should see that this
€ C U e request causes the stream to be
= Toggle 0V2640 settings unresponsive and timeout. A look at the
Resolution serial monitor logs reveals that it has
UL i & | caused an exception and the system is
IS 2 2 | continually rebooting (Fig. 23).

ESP32 OV2460 X

Contrast 2—@—2

Saturation

Special Effect
AwB

AWB Gain
WB Mode

Fig. 20. Web Application Stream

11. Enter the attack vector with “x” being set
to the value 10. A blank page will load,
click back to the application. You should
see that the window is bigger, indicating

Fig. 23. Serial Monitor Error Log
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14. Try a smaller value that is still larger than
10. You should see that the stream is
broken and full of unintelligible bars (Fig.
24). In this case since 12 appears to be
just slightly over the given threshold, the
overflow resulted in just the stream data
being corrupted and did not crash the
entire application.

Fig. 24. Frame size Buffer Overflow

15. Try to enter in a decimal value next, such
as 5.5. The display should simply round
the number and display the appropriate
rounded value (Fig. 25).

+

O & 1921685064

10 63

—— 2

2

2 —2

Special Effect focret ]

AWB !
AWB Gain
WB Mode

AEC SENSOR

Fig. 25. Decimal Value for Frame size

16. Thus, the proper parameters for the
framesize variable can be inferred: do not
include negative numbers or numbers
greater than 12. However, we do not yet
know how large the numbers can be.

uint8
uint8
uint8
uint8
uint8
uint8
uint8
int8_t =
uintié6
uint8
uint¢
uints
uint8
uint8
uint8
uint8_t
uint8
uint8
uints8

uint

} camera_statL

Fig. 26. cscope Findings

17. We can use the ‘cscope’ tool to collect
library code installed for Arduino IDE and
ESP32 add-on. Along with the 4 source
files, we can build a code database, where
we can use vi to search for all the
occurrences of an interesting variable
through the code database. Then, we can
get more information about that variable.
For example, by searching for the
keyword ‘framesize’, we can find a struct,
where the valid values per that variable
are shown in the comments (Fig. 26).

18. Thus, the valid inputs for the framesize
parameter are between 0-10. Negative
numbers cause a display failure and
values greater than 10 cause the stream
data to be corrupted due to a buffer
overflow.

5. FUTURE WORK

While this paper identifies a variety of
vulnerabilities in the face-recognition Web App for
the ESP32-CAM IoT device, further exploration of
the code and additional testing could reveal
additional vulnerabilities that were not identified
in this paper. E.g., we will cover “vulnerability
detected by auto scan: X-frame options header
not set”, “AI model vulnerability”, and “3™ party

©2023 ISCAP (Information Systems and Computing Academic Professionals)

https://cppj.info/; https://iscap.info

Page 49



Cybersecurity Pedagogy & Practice Journal 2(2)
2832-1006 September 2023
library wvulnerability” lab exercises in another Research Gate.

paper. In addition, the “Data Corruption” and “Al
Model Manipulation” vulnerabilities were not
patched as the solutions are beyond the scope of
this paper. Future work could include an in-depth
analysis of the AI model used for facial
recognition and detection to prevent the model
from accepting manipulated user input such as
printed photos and sunglasses. Furthermore,
tests could be performed on the AI model and
devices to determine what made some of the
photos cause the system to crash. Also, we plan
to add a multimedia supplement walking through
the exercises.
6. CONCLUSIONS

It has become increasingly crucial for
Cybersecurity and CS students to possess the
skills needed to understand the different
components of a software application and how
they relate to one another in the system. The
process of Reverse Engineering can provide
students with these skills. This paper provides an
IoT-based framework to accomplish this goal,
developing various labs to enhance students’
competency on vulnerability analysis by Reverse
Engineering.
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Appendix: Set up the lab environment

It is assumed that cybersecurity students participating in the course understand how to set-up a
Kali Linux Virtual Machine using tools such as Virtual Box. The screenshots taken for this
tutorial are on a Windows machine, but the entire curriculum could be performed on a Kali
Linux VM.

1. Download the latest Arduino IDE

1. Go to https://www.arduino.cc/en/software

2. Select the appropriate download option for your operating system. For the purposes
of this paper and for simplicity, we recommend starting with the Windows operating
system

Downloads

Arduino IDE 1.8.19

The open-source Arduino Software (IDE) makes it easy to write code
and upload it to the board. This software can be used with any
Arduino board.

Refer to the Getting Started page for Installation instructions.

SOURCE CODE Mac OS X 10.10 or newer
Active development of the Arduino software is hosted by GitHub.
See the instructions for building the code. Latest release source

code archives are available here. The archives are PGP-signed so e
they can be verified using this gpg key.

Release Notes

3. Once the installer has been downloaded, follow the installation instructions
4. Open the Arduino IDE via the start menu or desktop shortcut
It should look like this:
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5. Navigate to File->Preferences->AdditionalBoardsManagerURLS:

Settings  Netwaork

Sketchbook location:

C:\Users\SamDu\OneDrive\Documents\Arduino

Browise
Editor language: System Default ~ | (requires restart of Arduino)
Editor font size: 12
Interface scale: Automatic | 100 5 % (requires restart of Arduino)
Theme: Default theme -~ | (requires restart of Arduino)
Show verbase output during: (| compilation [ upload
Compiler warnings: MNone
(] pisplay line numbers [_] Enable Code Folding
Verify code after upload [ ] use external editor
Check for updates on startup Save when verifying or uploading
(] use accessibility features
Additional Buar@r URLs: ﬁ
More preferences can be edited directly in the file
C:\Users\SamDu\AppData\Local\Arduinol5\preferences.txt
(edit only when Arduing is not running)
oK Cancel
6. Paste this URL into the indicated textbox and click “ok™:
https://dl.espressif.com/dl/package_esp32_index.json
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Setlings Network

Sketchbook location:

C:\Users\SamDu\OneDrive\Documents\Arduino Browse
Editor language: System Default ~ | (requires restart of Arduino)

Editor font size: 12

Interface scale: Automatic | 100 % % (requires restart of Arduina)

Theme: Default theme | (requires restart of Arduing)

Show verbose output during: C] compilation C] upload

Compiler warnings: None

[ pisplay line numbers [ ] Enable Code Folding

Verify code after upload C] Use external editor

Check for updates on startup Save when verifying or uploading

[:] Use accessibility features

Additional Boards Manager URLs: |https://dl.espressif.com/dl/package_esp32_index.json ﬁ
More preferences can be edited directly in the file
C:\Users\SamDu‘\AppData'\Local\Arduino15\preferences.bd

(edit only when Arduino is not running)
oK Cancel

7. Navigate to tools->Board->Boards Manager-> and type “esp32” in the search bar. If
the additional package was added in the previous step, you should see esp32 as an
option:

@

Type |All ~ | lesp32

esp32

by Espressif Systems

Boards included in this package:

ESP32 Dev Module, WEMOS LolLin32, WEMOS D1 MINI ESP32.
Mare Info

1.0.6 Install

Close
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8. Inthe right corner, select the 1.0.3 option and click install

@

Type |All ~ | |esp32

esp32

by Espressif Systems
Boards included in this package:
ESP32 Dev Module, WEMOS LoLin32, WEMOS D1 MINI ESP32.

Mare Info

Close

9. Wait for the add-on to download. When it is finished you should see that it is
installed:

oc]

Type Al ~ | lesp32

esp32

by Espressif Systems version 1.0.3 INSTALLED

Boards included in this package:

ESP32 Dev Module, WEMOS LoLin32, WEMOS D1 MINI ESP32.
Mare Info

Select version Install Update Remove

Close

10. Plug in the device to your computer via a USB cable. The cable must support data
transportation, not just power.
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11. Navigate to Tools->Port. You should see a selected COM port available.

12. If “Port” is grayed out, then you will need to install the proper UART driver for the
device. Download the driver available at this link:
https://www.silabs.com/developers/usb-to-uart-bridge-vcp-drivers

1. Select the version compatible with your OS:

Software Downloads

Software (10) Software - 10
. . . v11.1.0
CP210x Universal Windows Driver 3/21/2022
. v6.0.2
CP210x VCP Mac OSX Driver 10/26/2021
. . vB.7.6
CP210x Windows Drivers 9/3/2020
CP210x Windows Drivers with Serial Enumerator v6.76
9/3/2020
CP210x_5x_AppNote_Archive 9/3/2020

Show 5 more Software

2. Wait for the folder to download and extract the contents

3. Go to your start menu and type in device manager. Locate the device in the
“Other devices” section. This indicates that the device is not being recognized by
the proper driver
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'_.l.-_ Device b

File Action View Help |
e T EH HE &« B X "

-~ 4 LAPTOP-643AJF47
+ iy Audio inputs and outputs
iy Audio Processing Objects (APOs)
3 Batteries
e Bluetooth
> Q Cameras
B8 computer
> wam Disk drives
[ Display adapters
> ! Firmware
i Human Interface Devices
» 2 Keyboards
£ Memory technology devices
s 0 Mice and other pointing devices
[ Monitors
» I Network adapters
« R7 Other devices
B& UsB20-Ser!
= Print queues
> n Processors
l’j Security devices
> l* Software components
I Software devices
» By Sound, video and game controllers

Q‘- Storage controllers
» B CQuctam Aevicoac

4. Navigate to the extracted driver folder, right click on the “silabser.inf” file and
click install
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idows_Driver = a
LD ED ® @ N Sort ~ = View ~
<« Downloads » CP210x_Universal_Windows_Driver v C 2 Search CP210x_Universal_Windows_Driver
Name Date modified Tvpe Size
Open
arm 5/27/2022 1:47 PM
Edit
armé4 5/27/2022 1:47 PM Print
x64 5/27/2022 1:47 PM

%* Send with Transfer...

127/, -47 PN
x86 5/27/2022 1:47 PM Back up to Dropbox.

| cr210x_Universal_Windows_Driver Relea..  5/27/2022 1:47 PM Move to Dropbox
=} silabser 5/27/2022 1:47 PM . Scan with Microsoft Defender...

Open with...
:] silabser 5/27/2022 1:47 PM

Give access to >
B SLAB_License_Agreement_VCP_Windows 5/27/2022 1:47 PM Copy as path

& Share

Restore previous versions
Send to >

Cut

Copy

Create shortcut
Delete

Rename

Properties

5. Wait for the install to complete, then re-open device manager. You should see the
device listed under “Ports (COM & LPT)”

oy Device Manager - 0O X

File Action View Help |
&= @ EH HE « B X |

v &% LAPTOP-643AJF47
i Audio inputs and outputs
i} Audio Processing Objects (APOs)
3 Batteries
e Bluetooth
@ Cameras
4 Computer
== Disk drives
[ Display adapters
I Firmware
s Human Interface Devices
=2 Keyboards
! Memory technology devices
ﬂ Mice and other pointing devices
3 Monitors
P Network adapters
« @ Ports (COM & LPT)
) USB-SERIAL CH340 (COM3)
= Print queues
[ Processors

13. Once the proper driver is installed, re-open the Arduino IDE. Navigate to Tools ->
Ports. Select the COM option available if it is not already selected.
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@ sketch_may27a | Arduino 1.8.19
File Edit Sketch Tools Help

Auto Format Ctr+T
Archive Sketch
sketch_may27 Fix Encoding & Reload
. . Manage Libraries... Ctrl+Shift+l
volid setup()
// put you Serial Monitor Ctrl+Shift+M
Serial Plotter Ctrl+Shift+L
}
WIFi101 / WIFININA Firmware Updater
void loop() Board: "Arduino Una" >
// put you Carial narte
) Get Board Info
Programmer: "Atmel-1CE (AVR)" >
Burn Bootloader

14. Then go to Tools -> Board -> ESP32 Arduino -> Al Thinker ESP32-CAM. The result
should look like this (the COM port may be different):

@ sketch_may27a | Arduino 1.8.19

File Edit Sketch Tools Help

Auto Format Ctrl+T
Archive Sketch

sketch_may?27 Fix Encoding & Reload

Manage Libraries... Ctrl+Shift+I
Serial Monitor Ctrl+Shift+M
Serial Plotter Ctrl+Shift+L

void setup ()

// put you

WIiFi101 / WiFININA Firmware Updater

void loop() Board: "Al Thinker ESP32-CAM" >
// BEE YRR port COM3” >
Get Board Info

Programmer >
Burn Bootloader

2. Find CameraWebServer Application and Flash to ESP32-CAM Device:

a. The Arduino IDE with the esp32 package installed comes with several
example programs. Navigate to File -> Examples -> ESP32 -> Camera ->
CameraWebServer.
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@ sketch_may27a | Arduino 1.8.19
File Edit Sketch Tools Help

New Ctrl+N
Qpen... Ctrl+O
Open Recent >
Sketchbook >
A
Close Ctri+w SRS
Save Ctrl+5. O ’
SaveAs.  Cirl+ShiftsS 02Digital ’
03.Analog >
Page Setup  Ctrl+Shift+P 04.Communication >
Print Ctrl+P 05.Control >
Preferences  Ctrl+Comma Leta=mm ’
07.Display >
Quit Ctrl+Q 08.Strings >
09.UsB >
10.StarterKit_BasicKit >
11.ArduinolSP >
Examples for any board
Adafruit Circuit Playground >
Bridge
AnalogQut >
Ethernet -
)
Firmata y
. ChiplD >
LiquidCrystal
DeepSleep >
SD
ESPNow >
Stepper
FreeRTOS
Temboo
GPIO >
RETIRED
HallSensor
Examples for Al Thinke: < 125 >
ArduinoOTA ResetReason
BluetoothSerial RMT >
DNSServer Time >
EEPROM Timer >
Touch >

ESP32 Async UDP
ESP32 Azure loT Arduino
ESP32 BLE Arduino

¥

b. Load the program, it should look like this:

@ CameraWebServer | Arduino 1.8.19

CameraWebServer

${include "esp camera.h"

finclude <WiFi.h>

1/

// WARNING!!! Make sure that you have sither selected ESP32 Wrover Module,
1/ or another board which has PSREM enabled

1/

// Select camera modsl

tdefine CAMERA MODEL WROVER_KEIT
//#define CAMERA MODEIL,_ESP_EYE
/f#define CAMERA MODEL MSSTACFK_PSRAM
//#define CAMERA MODEL_ MSSTACK_WIDE
//#define CAMERAR MODEL_AT THINEER

finclude "camera_pins.h"

const char® ssid = "hkkkkkokakn,

const char* password = "rdddddddn,
void startCameraSsrver();

void setup() {

c. Comment out the ” define CAMERA_ MODEL WROVER KIT” line, and
uncomment the “#define CAMERA_MODEL AI THINKER”. Replace the
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“ssid” and “password” variables with your choice of ssid and password. Y our
code should now look something like this:

@

File Edit Sketch Tools Help

CameraWebServer app_httpd.cpp camera_index.h camera_pins.h

fincluds "esp camsra.h"

finclude <WiFi.h>

i

// WARNIMG!!! Make sure that you have either selected ESP32 Wrover Module,
i or ancther board which has PSRAM enable

i/

// 8elect camera modsl

//#define CRMERA MODEL WROVER _FKIT _

//#define CAMERA MODEL ESP EYE
//#define CAMERA MODEL_MS5SSTACE_PSRAM
//#define CAMERA MODEL MS5STACE WIDE

fdefine CMLERQ_MODEL_P&I_TH INEER _

finclude "camera pins.h"

const char* ssid = "YourSSID";
const char* password = "YourPassword"; —

vold startCameraSsrver();

d. Click File -> Save to save the modifications. You may be prompted to save
the sketch in a folder of your choosing.

e. Click the check mark in the top left to compile the code. If it compiles
successfully, the output at the bottom of the IDE should look something like
this:

S [ —

f.  Next, click the arrow just to the right of the check mark to upload the code to
the Device. Once again, make sure the proper COM port is selected and the
proper device type is selected as well. If the code is uploaded properly, you
should see something like this at the bottom of the IDE:
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config.pin d0 = Y2 GPIC NUM;

g. To access the IP address information for the web application, you must use the
serial monitor. Click Tools -> Serial Monitor and set the baud rate to 115200
baud. Then click the RST button on the device. You should see something like
this as an output:

@

Send

configsip: 0, SIWP:Oxee

clk drv:0x00,q dv:0x00,d_drv:0x0cs0_drv:0x00,hd drv:0x0,p_drv:0x00
mods:DICQ, cloc diwv:l

load:0x£££f0018, 1en: 4

load:0x3££001c, len:1100

load: 0x4007800, len: 9564

h tail 12 room 4

load: 0x400400,len: 6320

entry 0x400806a8

WiFi connected
Starting web server on port: '80"
Starting stream server on port: "B1'

Camera Ready! Use "http://192.1€8.50.64" to connect

Autoscroll C] Show timestamp Newdine ~ | 1115200 baud Clear output

h. Finally, use a device connected to the same Wi-Fi network that matches the
SSID and password in the code. Open a web browser and type in the address
IP displayed in the serial monitor. You should be directed to a webpage like
this:
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Q & 1921685064 & 2 & =

= Toggle OV2640 settings

Quality
Brightness
Contrast
Saturation
Special Effect
AWB

AWB Gain

WB Mode

AEC SENSOR
AEC DSP

AE Level

AGC

Gain Ceiling
BPC

WPC

Raw GMA

Lens Correction
H-Mirror

V-Flip

DCW (Downsize EN)

I. Toggle on the “Face Detection” and “Face Recognition” features and click
“Start Stream”. A video stream of the device’s camera should appear. If this
works correctly, you are ready to start the reverse and re-engineering process
on the application!

O 8 1921685064

= Toggle OV2640 settings

Resoluton

Quality 10
Brightness
Contrast
Saturation
Special Effect
AWB

AWB Gain
WB Mode
AEC SENSOR
AEC DSP

AE Level

AGC

Gain Ceiling
BPC
WPC

Raw GMA

Lens Correction
H-Mirror

V-Flip

DCW (Downsize EN)

3. Install OWASP ZAP on Kali Linux VM

1. Start your Kali Linux VM. Visit this webpage: https://www.zaproxy.org/download/.
Click the “Linux Installer” download option:
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= OWASP ZAP - Download - Mozilla Firefox

N\ OWASP ZAP — Downlos X+

zaproxy.org

<« c @ - ©
a ZAP Home Blog Videos Documentation Community Q Qv

Download ZAP

o Checksums for all of the ZAP downloads are maintained on the and in the relevant

As with all software we strongly recommend that ZAP is only installed and used on operating systems and JREs that are fully patched and actively

maintained.
ZAP 2111

Windows (64) Installer 183 MB

Windows (32) Installer 183 MB

Linux Installer 188 MB —
Linux Package 186 MB

MacOS Installer 213 MB

Cross Platform Package 204 MB

Core Cross Platform Package 55 MB

= Most of the files contain the default set of functionality, and you can add more functionality at any time via the
s _The core package contains the minimal set of functionality vou need to get you started.

2. Save the file when prompted and click “OK”

i Opening ZAP_2_11_1_unix.sh
You have chosen to open:

B ZAP_2_11_1_unix.sh

which is: shell script (188 MB)
from: https://objects.githubusercontent.com

What should Firefox do with this file?
Openwith

® Save File

3. Open a terminal and navigate your downloads folder. Verify the
“ZAP 2 11 1 unix.sh” file is there with he “Is” command. Enter “chmod u+x
ZAP_2_11-1 unix.sh” to change the file to an executable. Then run the command
“sudo ./ZAP_2 11 1 unix.sh” to run the installer:
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File Actions Edit View Help

Downloads
~/Downloads
ZAP_2_11_1_unix.sh

~/Downloads
11 1 unix.sh

~/Downloads

~/Downloads

S5tarting Installer
ced up _JAVA_OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=true

~/Downloads

sudo] password for eroneous:
tarting Installer

L
i

4. A dialog box will pop up, click next and agree to the terms of agreement:

Setup - OWASP Zed Attack Proxy 2.11.1

Welcome to the OWASP Zed
Attacl Proxy Setup Wizard

This will install OWASP Zed Attack Proxy on
your computer, The wizard will lead you
step by step through the installation.

Click Next to continue, or Cancel to exit
Setup.

Mext = || Cancel

5. Click “Finish” to finish the installation:
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Setup - OWASP Zed Attack Proxy 2.11.1 - O x

Completing the OWASP Zed Attack
Proxy Setup Wizard

Setup has finished installing OWASP Zed
Attack Proxy on your computer. The
application may be launched by executing
the installed start scripts.

Click Finish to exit Setup.

| Finish |

6. Click the menu in the top left corner and type Zap. You should see ZAP installed on
your machine. Click the application to run it:

e OWASP ZAP - Commun... [}

Kazam

7. Select no for the persistent ZAP session and click start:
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File Edit VWiew Analyse Report Tools Import Online Help
Standard Mode ~||] B2 H @ [ & 5k 0 2 e B EEEE mEE S 2 Ve

s

@ Sites = N Quick Start = Request 4= Response

oG oo Welcome to OWAS...

) Contexts

ZAP is an easy to use integrated penetration testing tool for
finding wulnerabilities in web applications.

OWASP ZAP

Do you want to persist the ZAP Session?

Yes, | want to persist this session with name based on the current timestarmp

Yes, | want to persist this session but | want to specify the name and location
@ No, | do not want to persist this session at this moment in time _
Remember my choice and do not ask me again.

You can always change your decision via the Options / Database screen

@ @ ]-r F HElP Start

Id S... Req. Time... M.. ... ... Size Re... Highe...

Alerts w0 0O w0 MO Primary Proxy: localhost:8C Current Scans 4300 &0 @®@ 0 2 0 @0 #0 40

8. A manager add on box may pop up. If so, select the “Fuzzer” option and then click
“Update Selected”:

Manage Add-ons

inscalled Marketplace AS P ZA P

ZAP Core
There is a more recent version of OWASP ZAP: 2.11.1 | 1] Download Options ns.
Add-ons
Filter:
Narme Version Description Update =]
Active scanner rules 38.0.0 The release quality Active Scanner rules Update
Ajax Spider 23.2.0 Allows you to spider sites that make heawvy use of |... Update
Alert Filters 10.0.0 Allows you to autornate the changing of alert risk le... Update
Cormmon Library 1.2.0 A common library, for use by other add-ons Update Learn More
Diff 10.0.0 Displays a dialog showing the differences between ..,
Directory List v1.0 4.0.0 List of directory names to be used with Forced Bro, .,
DOM XSS Active scanne 10.0.0 DOM XSS Active scanner rule
Encoder 0.4.0 Adds encode/decode/hash dialog and support for sc... Update
Forced Browse 10.0.0 Forced browsing of fles and directories using code ..,
Form Handler 3.0.0 This Form Handler Add-on allows a user to define fi..

Advanced fuzzer for manual testing
Getting Started with ZA... 12.0.0 A short Getting Started with ZAP Guide —

GraalVM |avaScript 0.1.0 Provides the GraalVM JavaScript engine for ZAP scri .
GraphQL Support 0.2.0  Inspect and attack GraphQL endpoints. Update
Help - English 11.0.0 English version of the ZAP help file.
HUD - Heads Up Display  0.12.0 Display information from ZAP in browser.
Impert files containing U... 7.0.0 Adds an option to import a file of URLs, The file mu...
Invoke Applications 10.0.0 Invoke external applications passing context relate. ..
Linux WebDrivers 23.0.0 Linux WebDrivers for Firefox and Chrome. Update
Online menus 8.0.0 ZAP Online menu items
Name Fuzzer
Status Beta
Verslen 13.2.0 sp, Body Highest Alert
Description Advanced fuzzer for manual testing
Changes
Changed
& Now using 2.10 logging infrastructure (Log4j 2.x)
= Maintenance changes,
@ Update dependency (lssue 4751).
Fixed
& Update results panels when Look and Feel changes 479).
@ Correct payload count from file.
= Show Add Payload dialogue above the Payloads dialodfe,
Uninstall Selected Update Selected Update All Close
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9. Now the OWASP ZAP tool should be ready to use, and it should look something like
this:

i Rer Taal Oniine  Hel
bl am . ] ] Ao, e % C I
Quick Start Request 4= Response 4
ZAP is an easy to use integrated penetration testing tool for finding vuinerabilties in web applications.
@ Skea If you are new ta ZAP then it is best to start with one of the aptions belaw
Automated Scan Manual Explore sarn More
Jew
ZAP2.11.1 s b 2
% History  “, Search [ Alerts Output 4
@ @ 7 Fiter: OFF & Export
d Source Req, Timestamp Method unL Code Reason RTT Size Resp, Body Highest Alert Note Togs E

10. With this installed, students should be read to follow the detailed instructions outline
in the paper to practices the vulnerability detection via reverse engineering and re-
engineering.
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