
CyberSecurity pedagogy 

& Practice Journal 

Volume 3, No. 1 

April 2024 
ISSN: 2832-1006 

In this issue: 

4. A Mixed-Method Study Exploring Student Motivation for Participating in

Cybersecurity CTF Competitions

Cheryl Beauchamp, Regent University

Holly Matusovich, Virginia Tech

27. Higher Education Model for Security Literacy using Bloom’s Revised

Taxonomy

Gary White, Texas State University

37. Comprehensive Cybersecurity Programs: Case-Study Analysis of a Four-Year

Cybersecurity Program at a Secondary Education Institution in Arizona

Paul Wagner, University of Arizona

Dalal Alharthi, University of Arizona

64. Doing Postphenomenology in Cybersecurity Education: A Methodological

Invitation

Ryan Straight, University of Arizona



Cybersecurity Pedagogy & Practice Journal 3 (1) 

2832-1006 April 2024 

©2024 ISCAP (Information Systems and Computing Academic Professionals)  Page 2 

https://cppj.info/; https://iscap.us 

The Cybersecurity Pedagogy and Practice Journal (CPPJ) is a double-blind peer-

reviewed academic journal published by ISCAP (Information Systems and Computing 

Academic Professionals). Publishing frequency is two times per year. The first year of 

publication was 2022. 

CPPJ is published online (https://cppj.info). Our sister publication, the proceedings of the 

ISCAP Conference (https://proc.iscap.info) features all papers, panels, workshops, and 

presentations from the conference. 

The journal acceptance review process involves a minimum of three double-blind peer 

reviews, where both the reviewer is not aware of the identities of the authors and the authors 

are not aware of the identities of the reviewers. The initial reviews happen before the ISCAP 

conference. At that point, papers are divided into award papers (top 15%), and other accepted 

proceedings papers. The other accepted proceedings papers are subjected to a second round 

of blind peer review to establish whether they will be accepted to the journal or not. Those 

papers that are deemed of sufficient quality are accepted for publication in the CPPJ journal.  

While the primary path to journal publication is through the ISCAP conference, CPPJ does 

accept direct submissions at https://iscap.us/papers. Direct submissions are subjected to a 

double-blind peer review process, where reviewers do not know the names and affiliations of 

paper authors, and paper authors do not know the names and affiliations of reviewers. All 

submissions (articles, teaching tips, and teaching cases & notes) to the journal will be refereed 

by a rigorous evaluation process involving at least three blind reviews by qualified academic, 

industrial, or governmental computing professionals. Submissions will be judged not only on 

the suitability of the content but also on the readability and clarity of the prose.   

Currently, the acceptance rate for the journal is under 35%. 

Questions should be addressed to the editor at editorcppj@iscap.us or the publisher at 

publisher@iscap.us. Special thanks to members of ISCAP who perform the editorial and 

review processes for CPPJ. 

2024 ISCAP Board of Directors 

Jeff Cummings 
Univ of NC Wilmington 

President  

Amy Connolly 

James Madison University 
Vice President 

Eric Breimer 
Siena College 
Past President 

Jennifer Breese 
Penn State University 

Director 

David Gomillion 
Texas A&M University 

Director 

Leigh Mutchler 
James Madison University 

Director/Secretary 

RJ Podeschi 
Millikin University 

Director/Treasurer 

David Woods 
Miami University 

Director 

Jeffry Babb 
West Texas A&M University 

Director/Curricular Items Chair 

Tom Janicki 
Univ of NC Wilmington 

Director/Meeting Facilitator 

Paul Witman 
California Lutheran University 

Director/2024 Conf Chair 

Xihui “Paul” Zhang 
University of North Alabama 

Director/JISE Editor 

Copyright ©2024 by Information Systems and Computing Academic Professionals (ISCAP). Permission to make 
digital or hard copies of all or part of this journal for personal or classroom use is granted without fee provided that 
the copies are not made or distributed for profit or commercial use. All copies must bear this notice and full citation. 
Permission from the Editor is required to post to servers, redistribute to lists, or utilize in a for-profit or commercial 
use. Permission requests should be sent to editorcppj@iscap.us. 

mailto:editorcppj@iscap.us
mailto:publisher@iscap.us


Cybersecurity Pedagogy & Practice Journal 3 (1) 

2832-1006 April 2024 

©2024 ISCAP (Information Systems and Computing Academic Professionals)  Page 3 

https://cppj.info/; https://iscap.us 

Cybersecurity  

Pedagogy and Practice 

 Journal 

Editors 

Anthony Serapiglia 
Co-Editor 

Saint Vincent College 

Jeffrey Cummings 
Co-Editor 

University of North Carolina 
Wilmington 

Thomas Janicki 
Publisher 

University of North Carolina 
Wilmington 

2024 Review Board 

Cheryl Beauchamp 
Regent University 

Ulku Clark 
Univ of NC Wilmington 

Peter Draus 
Robert Morris University 

Nick Giacobe 
Penn State University 

Mike Hills 
Penn State University 

Jeff Landry 
Univ of South Alabama 

Li-Jen Lester 
Sam Houston State Univ 

Etezady Nooredin 
University of New Mexico 

Jim Marquardson 
Robert Morris University 

Ron Pike 
Cal Poly Pomona 

Stan Mierzwa 
Kean University 

RJ Podeschi 
Milliken University 

Samuel Sambasivam 
Woodbury University 

Kevin Slonka 
Saint Francis University 

Geoff Stoker 
Univ of NC Wilmington 

Paul Wagner 
University of Arizona 

Ping Wang 
Robert Morris University 

Tobi West 
Coastline College 

Johnathan Yerby 
Mercer University 



Cybersecurity Pedagogy & Practice Journal 3 (1) 

2832-1006 April 2024 

©2024 ISCAP (Information Systems and Computing Academic Professionals)  Page 4 

https://cppj.info/; https://iscap.us 

A Mixed-Method Study Exploring Student 

Motivation for Participating in  
Cybersecurity CTF Competitions

Cheryl Beauchamp 

cherbea@regent.edu 

Department of Engineering and Computer Science 

Regent University 

Virginia Beach, VA 

Holly Matusovich 

matushm@vt.edu 

Department of Engineering Education 

Virginia Tech 

Blacksburg, VA 

Abstract 

Training a skilled cybersecurity workforce is a complex problem, similar to the challenge of securing 

cyberspace itself. The National Academy of Engineering identified securing cyberspace as one of the 14 

Grand Challenges due to the complexity of cyberspace. This same complexity impacts the ability to 
effectively recruit and educate cybersecurity students with the necessary knowledge, skills, and abilities 
to secure these critical and open systems. A growing number of organizations and academic institutions 
use cybersecurity competitions to increase students’ interest and cybersecurity-related knowledge. 
Although literature exists regarding cybersecurity competitions, current research regarding the 
participant’s perspective is lacking. Using Eccles’ Situated Expectancy Value Theory (SEVT), this study 

explored how students were motivated by participating in cybersecurity Capture the Flag (CTF) 
competitions. Results found participants who identified as female had a significant variation in 
expectancy of success compared to those who identified as male. Results also showed that interest and 
attainment were the SEVT elements of motivation that were most salient for student CTF participants. 
Responses regarding the CTF utility were more dispersed and relative costs were the lowest construct 
as students did not believe participation required much preparation or stress. Prior studies claimed that 
cybersecurity CTF competitions have a high knowledge barrier that discourages wider participation; 

however, results from this study show that students did not find their lack of cybersecurity knowledge 
stressful. This study contributes to CTF developers and educators’ efforts to build CTFs that successfully 

engage students in cybersecurity education. 

Keywords: cybersecurity education, cybersecurity competition, Situated Expectancy Value Theory, 
student academic motivation, Cyber CTF. 

Recommended Citation: Beauchamp, C., Matusovich, H. (2024). A Mixed-Method Study Exploring 
Student Motivation for Participating in Cybersecurity CTF Competitions. Cybersecurity Pedagogy and 
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1. INTRODUCTION 
 
According to Cyberseek, a project supported by 

the National Initiative for Cybersecurity Education 
(NICE) , over 660,000 cybersecurity positions in 
the U.S. were unfilled  in 2023 (Cyberseek, n.d.). 
This is an increase from the 300,000 
cybersecurity positions that were unfilled in 2018 
(National Institute of Standards and Technology, 
2018).  

 
Recognizing the national interest to protect our 
cyber systems, the U.S. Congress passed the 
Cybersecurity Workforce Assessment Act (Public 
Law No. 113-246). This Act required the U.S. 
Department of Homeland Security to develop a 

plan to increase and train cybersecurity 
professionals, including designating U.S. higher 
education institutes as Centers of Academic 
Excellence in Cyber Defense Education (National 
Initiative for Cybersecurity Careers and Studies, 
2019). A component of this designation requires 
collegiate participation in industry-supported 

cybersecurity competitions to engage students, 
encourage their continued interest in 
cybersecurity, and provide relevant training and 
learning opportunities in content and professional 
skills.  
 
A common and popular type of cybersecurity 

competition is Capture the Flag (CTF). There are 
two typical formats of CTF competitions: 

Jeopardy-style and defense/offense. The 
Jeopardy-style format is more common and uses 
a set of questions that reveal clues to guide 
competitors in their efforts to solve challenges. 

The challenges are organized such that hints to 
assist with the follow-on challenges are revealed 
while solving the initial challenges. Challenges of 
varying difficulty levels are organized into 
cybersecurity-related categories such as 
cryptography, reverse engineering, and forensics. 
Completing a challenge earns a flag with varying 

points. A team's CTF score increases as flags are 
discovered and submitted during the competition, 
which has a predetermined time limit. Teams 
earn more points for more complex and time-

consuming challenges and use different problem-
solving strategies to maximize their success 
within the competition's time limit. A second 

format is the defense/offense type of CTF, where, 
in a common variation, "blue teams" (usually the 
CTF participants) protect their network from 
being hacked by the "red team" (usually the CTF 
organizers or a more experienced team). Teams 
successfully hack each other by obtaining a flag 

from their opponent's system, usually a file. This 

type of CTF is more challenging to set up and is 
less common for academic CTFs. 
 

CTF competitions exist online and in-person and 
are used in cybersecurity education for hands-on 
experiences that reflect real-world application. 
They have varying difficulty levels, and 
competitions are hosted at all levels, including 
high school. For example, Carnegie Mellon 
launched their picoCTF competition in 2013 with 

over 6,000 participants. Their research vision is 
"Big Learning, Small Challenges - If we cannot 
make learning cybersecurity easy, then we will 
make it fun" (About picoCTF, n.d.). The 
Technology Student Association offered a CTF 
cybersecurity competition for the first time at 

their 2019 National TSA conference (Technology 
Student Association, 2019). Their CTF aligns with 
their mission of "...accelerating student 
achievement and supporting teachers by 
providing engaging opportunities to develop 
STEM skills" (Technology Student Association 
Mission, n.d.). Higher education institutions and 

private organizations also use CTF cybersecurity 
competitions to engage students and develop 
their cybersecurity-related skills. National 
Centers of Academic Excellence in Cybersecurity 
(NCAE-C) hosted their first cybersecurity CTF 
competition in 2022 (NCAE Cyber Games, n.d.). 
According to the CAE Director, the NCAE Cyber 

Games are for students who have never 
competed before and is designed to teach 

students how to the competitions work. It’s 
considered a learning competition to identify the 
skills they need to compete (email from John 
Watkins on 11/9/2021). 

 
Although the use of CTF competitions has grown 
in an effort to engage students and motivate 
them to learn more about cybersecurity, little is 
known about how students find these 
competitions engaging and motivating. Thus, the 
purpose of this mixed-method study was to 

explore how undergraduate student motivation is 
manifested through the lens of Eccles' Situated 
Expectancy Value Theory (SEVT) for academic 
motivation (Eccles & Wigfield, 2020; Eccles et al., 

1983; Wigfield & Eccles, 2000; Jones et al., 2009) 
in the context of students participating in a 
cybersecurity CTF competition and what 

variations in motivation may exist due to student 
demographics. The research questions addressed 
in this study were the following: 
 
1. Which elements of SEVT are most salient for 

students in the context of a CTF? 

2. What variations in motivation are evident 
based on student demographics such as 
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experience level, gender, and program of 

study? 
 
Using Eccles’ SEVT framework (Eccles & Wigfield, 

2020), this study explored how undergraduate 
students who participated in a Virginia Cyber 
Range (VaCR) hosted CTF were motivated. 
Responses to an anchored open-ended (AOE) 
questionnaire were analyzed in terms of 
expectancy of success and task values such as 
attainment, interest, utility, and relative costs. 

Results show that students who participated in a 
cybersecurity CTF were primarily motivated by 
their interest-enjoyment of the CTF experience 
and the professional development opportunities 
that would help them become cybersecurity 
specialists. Because participation was voluntary 

and the format supported learning while 
competing, many students did not perceive stress 
to carry with it a noteworthy cost. The only 
significant variation in motivation when 
comparing demographics of the CTF participants 
was the expectancy of success with those who 
identified as females less confident than those 

who identified as males. 
 

2. LITERATURE REVIEW 
 
Because CTF-specific research is limited, this 
review broadly encompasses cybersecurity 
competition research, of which CTF competitions 

are a sub-group. Past studies have examined 
cybersecurity competitions that are similar to 

CTFs (they include team collaboration to address 
complex cybersecurity-related challenges in a 
given time frame). However, these competitions 
have added complexity in that they simulate 

actual organization networks and the 
vulnerabilities that may cause systems to be 
breached. Teams work together to address the 
vulnerabilities while also mitigating attacks and 
breaches. Some studies have focused on the 
competition event itself, describing objectives, 
results, and benefits (Conklin, 2005; Cheung et 

al., 2011), while other studies investigated the 
types of students who participate in the 
competitions (Bashir et al., 2015; Bashir et al., 
2017). Others have explored competition 

effectiveness in furthering students’ interest in 
pursuing cybersecurity careers (Tobey et al., 
2014, Gavas et al., 2012) and changes in student 

interest after participating in a competition event 
(Cheung et al. 2012). More recent studies have 
investigated aspects of cybersecurity 
competitions to include experiences of 
underrepresented populations (Pusey et al., 
2016), learning outcomes (Woszczynski & Green, 

2017), and professional skills development that 
includes teamwork and leadership (Buchler, La 

Fleur, et al., 2018; Buchler, Rajivan, et al., 2018). 

 
A few studies have specifically explored student 
motivation. For example, Bashir et al. examined 

the motivation of students to enter cybersecurity 
careers after participating in a cybersecurity 
competition (2017). Bashir's exploratory study 
surveyed those who participated in the 
Cybersecurity Awareness Week (CSAW) 
Conference capture the flag competition at the 
New York University Polytechnic School of 

Engineering from 2004 through 2014. The survey 
captured demographics, competition experience, 
and career intentions. A significant limitation to 
the self-efficacy component of their study was 
reliance on retrospective self-reported data of the 
participants because participant reports of their 

perceived self-efficacy on the survey could differ 
significantly due to the long period from when 
they participated in the competition (before 
completing the survey); also (likely) impacting 
their recollection. A study that captures 
participants' feedback closer to their competition 
experience would address this limitation. Also, 

Cheung's study included students' self-reported 
interest in computer security after participating in 
cybersecurity competitions (Cheung et al., 2012). 
The findings included a positive interest in 
continued cybersecurity learning; however, the 
results did not capture how or why they had 
increased interest in computer security after the 

cybersecurity competitions.  
 

While these studies provide insight into a 
competition event, the types of students that 
compete, and students’ prior knowledge, an 
extensive study of how and in what way students 

in these cybersecurity competitions are motivated 
to participate is lacking. As the use of 
cybersecurity competitions grows, this study, 
conducted through a motivation-specific lens, 
contributes to understanding how these CTFs can 
be enhanced to improve students’ motivation to 
participate which may contribute to furthering 

their interest in cybersecurity education. 
 

3. THEORETICAL LENS 
 

According to Maehr and Meyer (1997), the 
investment a person puts forth to reach an 
outcome is motivation (Ambrose et al., 2010). 

The persistence and quality of learning behaviors 
that students put forth in their learning is 
academic motivation. Students' motivation in the 
context of learning sustains what they do to 
achieve their learning and performance goals. 
  

Eccles’ SEVT theorizes academic motivation 
based on the task value and expectancy of 
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success (Eccles & Wigfield, 2020; Eccles et al., 

1983; Wigfield & Eccles, 2000; Jones et al., 2009) 
associated with the learning experience. Relevant 
SEVT constructs for this study include expectancy 

for success, which relates to how confident a 
student is in their ability to succeed at the task, 
and subjective task values such as attainment, 
interest, utility, and relative costs (Hood et al., 
2012; Ambrose et al., 2010; Wigfield & Cambria, 
2010). Attainment refers to the level of 
importance placed on performing the task well. 

Interest, or intrinsic motivation, refers to task 
enjoyment. Utility refers to the usefulness of the 
task in the student’s future, also referred to as 
extrinsic motivation. Relative costs refer to how 
much effort the task will involve, taking away 
time from other more enjoyable activities.  

 
SEVT was initially developed to explain the 
motivation of elementary children in mathematics 
(Eccles et al., 1983); however, it is now widely 
used throughout education fields (Lawanto et al., 
2012; Panchal et al., 2012; Hood et al., 2012; 
Ertmer et al., 2011; Wigfield & Cambria, 2010; 

Williams et al., 2016; McGrath et al., 2013; 
Matusovich et al., 2014; Brown & Matusovich, 
2013). Note that SEVT was formerly EVT and prior 
works within this framework refer to EVT. The 
expectancy of success and value constructs are 
generally the same, but the broader situation of 
the theory has shifted to recognize that success 

and value beliefs exist within a context, i.e., are 
situated. 

 
A review of literature revealed no prior studies of 
student motivation and cybersecurity 
competitions using SEVT or EVT as the theoretical 

framework. However, other studies have used 
Eccles' SEVT framework to explore undergraduate 
student motivation using a non-traditional 
teaching and learning approach. Morelock and 
Peterson used Eccles's five constructs of SEVT to 
examine undergraduate student motivation 
during a 10-week augmented reality, non-

competitive, puzzle-based game for computer 
security learning (2018). A 2015 study also 
utilized SEVT to explore undergraduate student 
motivation and persistence in biomedical sciences 

using a communal utility value intervention to 
biomedical research to broaden participation in 
science (Brown et al., 2015). Similarly, the 

current study utilized Eccles' SEVT to understand 
undergraduate student motivation using an 
alternative learning approach, CTF competitions, 
for cybersecurity learning and persistence. Eccles' 
SEVT's first construct, success, explored student 
participant confidence in their ability to succeed 

in the CTF. The second SEVT construct, 
attainment, was the importance of CTFs in 

students becoming cybersecurity specialists. 

Participation enjoyment was their primary reason 
for interest, the third SEVT construct, and 
professional usefulness was the reported central 

concept for utility, the fourth SEVT construct. The 
relative costs reflected the fifth construct, 
perceived costs, incurred by participating in a 
cybersecurity CTF. Figure 1 depicts the SEVT 
theoretical framework for this study. 
 

 
Figure 1: Situated Expectancy Value Theory 

framework for Student Motivation Participating in 
a CTF Competition 

 
4. METHODS 

 
Using a concurrent mixed methods approach 
(Creswell & Creswell, 2018) to explore, compare, 
and determine evident patterns in the data, this 
study drew upon the strengths of both 

quantitative and qualitative methods to 

understand, from the student perspective, how 
CTF competitions motivated students. The VaCR 
was the unit of analysis for this study as the VaCR 
was the platform for the CTF competitions. The 
data source was the student responses to an AOE 
questionnaire that included closed and open-

ended items. The open-ended items were 
anchored with the closed-ended items. They were 
analyzed concurrently to understand how 
undergraduate students expect to succeed and 
value participating in a CTF competition through 
the constructs of SEVT. Internal Review Board 
(IRB) approval verified the study aligned with 

appropriate practices and the researcher 
attended to ethics. 

 
Data Collection 
The primary data source was an anchored open-
ended (AOE) questionnaire sent to students who 
participated in the VaCR hosted Cyber Fusion 

2019 or 2020 competition. 
 
Sampling Plan - The sampling used a purposive, 
non-probability sampling approach (Trochim, 
2006) to study students who competed in a VaCR 
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hosted CTF competition to understand how 

students were motivated as CTF participants. On 
April 14, 2021, 224 students who competed in the 
2019 or 2020 Cyber Fusion event were invited to 

complete the questionnaire. Those who 
participated in both were asked to only reflect on 
their 2020 experience. Four follow-up emails and 
an incentive to win via a drawing, one of ten $50 
Amazon gift cards was used to encourage higher 
response rates. Although 48 students started the 
questionnaire, 34 to 39 responses were recorded 

by the end of May 2021 for different questionnaire 
items.  
 
Anchored Open-Ended Questionnaire - The AOE 
questions included closed-ended questions that 
served as foundations (or anchors) for 

accompanying open-ended questions. Lee & Lutz 
found that AOE questions provided the ability to 
sort a large number of responses more quickly 
than open-ended questions and more accurately 
than closed-ended questions (2016). The 
questionnaire, prepared in Qualtrics, included 25 
closed-ended questions related to students' 

expectancy for success and task values rated on 
a 7-point Likert scale of one (for strongly 
disagree) to seven (for strongly agree). The 
instrument, included in Appendix A, also 
contained nine open-ended questions. These 
open-ended questions supported participants' 
ability to describe how the CTF was useful or not 

useful and how they expected to succeed or not 
succeed in participating in the CTF competition. 

 
Analysis 
The responses to the AOE questions were coded 
using theoretical a priori and in vivo coding (Miles 

et al., 2020; Saldana, 2016). The coding used the 
five constructs of  expectancy of success, 
attainment value, interest value, utility value, and 
relative costs to identify initial themes and 
emerging patterns (Wigfield & Eccles, 2000). The 
open-ended responses were organized by the 
associated closed-ended items in the survey. 

They were collated by level of agreement to each 
closed-ended item within each construct. For the 
second coding cycle, pattern coding categorized 
the data by clustering codes with a common 

overall concept theme. A table organized each 
closed-ended item of each SEVT construct, which 
was ordered by level of agreement from the Likert 

scale. Then the open-ended responses associated 
with each level of agreement were coded to 
identify themes that emerged based on responses 
that agreed at some level, disagreed at some 
level, or neither agreed or disagreed. 
 

Similar tables were created for all the constructs. 
The themes for the items within a specific SEVT 

construct were then analyzed to identify 

emerging concepts for that SEVT construct. For 
example, as seen in Appendix B, Table B.2, 
themes for expectancy of success were grouped 

into the emerging concepts of Academic Support, 
Prior Experience and/or Knowledge, and Team 
Collaboration. 
 
The closed-ended items were analyzed using an 
online open-source statistical analysis 
spreadsheet software, Jamovi (The Jamovi 

project, 2021). Appendix C provides the results 
from conducting a reliability analysis for internal 
consistency of the close-ended items for each 
construct. Cronbach's alpha was implemented 
and found the items were internally consistent 
(Creswell & Poth, 2018). The clustered bar chart 

for each SEVT construct corroborated the 
qualitative analysis of the open-ended responses. 
Concurrently, the concepts that emerged for each 
SEVT construct through coding provided further 
insight regarding the findings from the 
quantitative analysis of the closed-ended items. 
Concepts were presented per the SEVT construct 

and were supported with excerpts from the 
participants and a clustered bar chart from the 
analysis of the closed-ended questionnaire items.  
An analysis of variance (ANOVA) test and t-test 
were used to determine what, if any, variations in 
motivation were evident based on student 
demographics (Cohen, Manion, & Morrison, 

2018). Jamovi (The Jamovi project, 2021) was 
used to analyze variations in motivation based on 

gender identity, prior CTF experience, high school 
cybersecurity education, and academic program 
of study. Additionally, assumption checks were 
also conducted to examine homogeneity of 

variances. 
5. FINDINGS 

 

 
Figure 2: Student Motivation Participating in a 
Cybersecurity CTF 
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In addressing the first research question 

regarding which elements of Eccles' SEVT were 
most salient for students in the context of a CTF, 
results showed that interest and attainment were 

the elements of motivation that were most salient 
for students in the context of a CTF. Responses 
regarding the utility of the CTF were more 
dispersed as students had differing views on the 
usefulness of participating in a CTF, as seen in 
Figure 2. Students pursuing cybersecurity-related 
professions found that participating was useful for 

professional readiness; however, students who 
did not see a connection to their future profession 
did not find CTF participation useful. Relative 
costs were the lowest construct as students did 
not believe participation required much 
preparation or stress. 

 
In addressing the second research question 
regarding what variations in motivation were 
evident based on student demographics, results 
showed that those who identified as female had a 
significant variation in expectancy of success than 
those who identified as male. There were no 

significant variations in motivation due to 
experience level or program of study. 
 
Motivation per SEVT Construct 
 
Success - Student CTF participants were 
confident in their ability and skills to compete. As 

depicted in Figure 3, students were confident in 
their ability to excel in future CTF activities 

compared to their ability to excel in their efforts 
for the current CTF. "That was my first time, I 
know I could do better if the [CTF Event] even 
took place this year." When comparing 

themselves with others, students who were 
neutral, neither agreeing or disagreeing, stated 
varying reasons to include no metric for 
comparison. Some students believed they were 
better than others but knew others were better 
than them. Still, others shared that since it was 
their first time, they could not determine or 

compare their expectancy of success. 
 

 

Figure 3: Clustered Bar Chart of Success-Related 
Closed-Ended Questions 

 
The main themes that emerged through 
qualitative analysis of all AOE questions combined 
were prior experience, team collaboration, and 

academic support. Students who agreed at some 
level stated that prior experience provided an 
understanding of what to expect. One student 
shared, 
“I have gotten better and better each CTF that I 
compete in. This is because each one shows me 

where I need to work on my skills. For instance, 
in the NCL, I scored very badly in the Web 
Application portion this time. I am currently trying 
to learn more about Web Apps, so next time I will 
do better.” 

 
Additionally, team collaboration provided support 

and knowledge sharing. Participants were able to 
focus on subset areas of the competition and 
relied on other team members to fill in knowledge 
gaps. One student shared, “My team was 
structured in such a way where I needed to focus 
primarily on forensics and reconnaissance 
challenges. As a result, I knew exactly what I 

needed to practice before the competition.” Some 
teams had members with varying experience 
levels in which those with more experience 
shared their knowledge and understanding with 
members who had less experience.  
 

Academic support was another source for 

confidence and expectancy of success. Academic 
content from the students’ university or college 
provided them relevant knowledge and skills to 
compete. One participant shared, 
 
“My college degree has given me a solid 

foundation in cybersecurity concepts, and my 
competitive cyber club has done a great job 
compiling problems from a wide variety of 
sources.” 
 
Students who disagreed at some level shared that 
they did not have any prior experience to draw 

upon to prepare and compete. A “cannot know 
what one does not know” theme was shared 
among those who disagreed with having an 

expectancy of success: “I had never competed in 
a cybersecurity competition before, so I did not 
know what to expect or how to prepare for the 

competition.” Contrary to confident participants, 
less confident participants shared that they did 
not have a team strategy in preparing for the CTF 
competition: “I felt that the [university] cyber 
team does not prepare for CTFs very well, and 
almost all of my knowledge was personal 
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knowledge, so I am always slightly unsure of my 

ability to perform in a CTF.”  
 
Again, similar to team collaboration, a lack of 

support from academic programs was another 
reason students disagreed. One student shared, 
"I did not have the time to learn the skills on my 
own, and the curriculum at my college was not 
sufficient to teach me the skills." Another thought 
they had the foundational knowledge but lacked 
the hands-on experience that would have 

provided higher levels of knowledge and relevant 
skills: "I was able to complete the basic level 
tasks. I believe that had I been provided more 
hands-on training by my university I would have 
been able to complete the more complex tasks." 
 

Attainment - Many student CTF participants 
agreed they wanted to become cybersecurity 
specialists (see Figure 4) and being good at 
solving cybersecurity-related problems was 
important. Although most agreed that the effort 
it took for the CTF was worthwhile, they did not 
agree that they were becoming cybersecurity 

specialists by participating. For example, one 
participant noted,  
 
"I have found and know that there is a consensus 
in the security community, that the tools and 
tactics used in Jeopardy-style CTF like this one 
are generally not heavily applicable to specific 

tasks in most cybersecurity roles. However, they 
do give familiarity with the general area, and so 

are not bad as a jumping-off point for many 
technical roles." 
 

 
Figure 4 Clustered Bar Chart of Attainment-
Related Closed-Ended Questions 

 
The main themes that emerged across all AOE 

questions regarding the importance of CTFs in 

becoming a cybersecurity specialist were the 
alternative approach to learning, the professional 
readiness development, and the cybersecurity 
knowledge and skills they obtained. Students who 
agreed at some level stated that participating in 
CTFs differed from traditional academic learning 

(i.e., memorizing content presented in class and 
then taking a test to demonstrate their 
understanding). CTFs provided active learning 
through cybersecurity-related challenges such as 

reverse engineering and cryptography. As shared 

by one of the participants, 
 
“This CTF challenged me to think differently than 

what is commonly expected in a school 
environment. School environments expect you to 
study and then show what you’ve prepared on a 
test or exam. At CTF challenges, you come in with 
perhaps zero experience and learn while you go. 
It encourages you to come up with different ways 
of finding answers online instead of just being 

stumped because you did not prepare for that 
type of question.”  
 
They also stated that CTFs furthered their 
knowledge and skills by providing exposure to 
newer areas of cybersecurity, which are essential 

in the cybersecurity profession as shared by one 
of the participants, “CTF competitions are good 
supplemental material for someone seeking a 
career in cybersecurity because they can act as 
an indicator of how they are doing in their 
education and preparation to solve problems by 
showing which areas they excel at and which they 

are lagging behind in.” 
 
CTF participation also included developing 
teamwork skills that would be important when 
working in the profession: “This is also a way of 
learning different kinds of techniques and skills 
with teammates. Each of us has a different way 

of working and thinking ability and we learn from 
each other which we could use one day at the 

corporate level.”  
 
Students who disagreed at some level shared that 
CTF participation was not relevant to their future 

profession. One student shared, “I initially started 
my journey in IT to become a cybersecurity 
specialist, but have since decided to pursue the 
virtualization and cloud areas of IT as those most 
interest me.” 
 
They also disagreed on the importance of CTF 

participation for supporting their becoming 
cybersecurity professionals. Some did not believe 
CTFs alone provided real-world relevant 
cybersecurity knowledge and skills: “These 

competitions help us to practice to think critically, 
under time constraints like in real life jobs. Thus, 
it is helping us become better in our field by 

exposing us to the relatable situation. However, I 
don't think participating in the CTF alone can 
make anyone a specialist in cybersecurity.” 
 
Interest - Most participants found the CTF 
interesting, exciting, and rewarding, as seen in 

Figure 5. The content and event, including the 
career fair, networking, and panel discussion, 
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contributed to their interest in the event. 

Competing against others was exciting, and the 
content was challenging. Many of the students 
enjoyed the physical system challenges. 

 

 
Figure 5 Clustered Bar Chart of Interest-Related 
Closed-Ended Questions 

 
The main themes that emerged across all AOE 

questions regarding the interest of participating 
in a cybersecurity CTF were professional 
development, team collaboration, and the actual 
CTF event and content. Students who agreed at 
some level stated that the CTF demonstrated how 
cybersecurity knowledge and skills are applied: 
"It encouraged me to think out of the box and 

showed the possible challenges while working in 
the field."  
 
Team collaboration was also why they enjoyed 
participating as team members with varying 
knowledge levels and experience shared and 

helped each other. They found the team effort in 
the competition was engaging and rewarding: "I 
love solving problems like the ones offered in this 

CTF. For 2020, I was also able to help my 
teammate solve something that he had never 
seen before. Showing someone is almost as fun 
as doing it yourself."  

 
The CTF content and format encouraged different 
approaches and supported different knowledge 
levels: 
 
"Even though the competition lasted for a few 
hours, I was totally invested in every second 

because time went by faster than expected. If I 
was stuck on a particular problem, I was not 
forced to figure that one out before moving on, 
but instead was able to choose what I wanted to 
solve based on my strengths and interests." 

 

Students also enjoyed the in-person event, which 
supported networking with cybersecurity 
professionals and students who had similar 
interests in cybersecurity from other universities 
and colleges. One student shared, "This CTF was 
interesting and exciting as I got to interact with 
people currently in the cyber field, meet other 

students, and challenge myself against others to 
see where I stand." 

Students who disagreed did not find the CTF 

interesting, rewarding, or exciting because, as 
one student stated, “The CTF challenges were too 
difficult.” 

 
Utility - CTF participants strongly agreed that 
those who participate in CTFs had more 
opportunities to succeed, as seen in Figure 6, and 
participation was useful for post-graduation 
plans. They also agreed it led to good working 
opportunities. Those who responded neutrally, 

neither agreeing or disagreeing, stated that 
participation was nice to have on their resume; 
however, they heard that even though CTFs 
contribute to good problem-solving skills, the 
tasks themselves would not come up in [actual] 
security roles. Those who responded neutrally 

also stated that CTF participation would not 
provide working opportunities. However, the 
participation effort demonstrated to future 
employers the mindset and desire for more 
growth and learning compared to those who did 
not participate. 
 

 
Figure 6 Clustered Bar Chart of Utility-Related 
Closed-Ended Questions 

 
Professional readiness was the primary theme 
that emerged across all AOE questions regarding 
the usefulness of participating in a cybersecurity 

CTF. Students who agreed at some level shared 
several utility aspects that contributed to their 
professional readiness efforts. CTF participation 
was great resume content: "These are good for 
putting on a resume to help you find a job." They 
believed recruiters valued applicants with CTF 
experience. Furthermore, while some did not 

believe the actual challenges were real-world 
relevant, they did think that solving the 
challenges demonstrated logical and critical 
thinking skills that were useful in any profession.  

 
Participants also found networking with other CTF 

attendees and hearing from company 
representatives on what they were looking for in 
a future hire useful. One student shared how 
participating was helpful in their job interviewing 
process: 
 
"Participating in CTF events gave me a lot of 

material to talk about when interviewing for jobs. 
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In addition, the information that I learn from it 

helps to give context when actually working and 
talking about defending or attacking systems.” 
 

Students who disagreed at some level shared that 
most CTF challenges do not directly help with 
future careers. Some believed experience with 
the technology they would be working with in 
their future profession would be more useful. One 
student shared, “I feel like it looks good on a 
resume, so it may be useful, but my experience 

with actual technologies will serve me better.” 
Others did not see the connection between the 
CTF challenges and what would be helpful in the 
actual profession. 
 
Relative Cost - As seen in Figure 7, many 

student CTF participants strongly agree that 
participating in the CTF was difficult and took 
significant effort. However, this was perceived as 
a good thing because if it were easy, it would not 
be challenging, and if it were not challenging, it 
would not be enjoyable and engaging. Many 
disagreed that they were stressed or did not have 

time to do anything else because of the learning-
while-doing approach and team support. Having 
team members as subject matter experts 
supported a team approach of each member’s 
ability to focus on subject matter strengths. 
Because they did not know what to expect, 
participation did not require much time or effort 

for prior preparation. Instead, it supported the 
ability to research information while competing, 

and thus new learning was achieved while 
competing: learning by doing. 
 

 
Figure 7 Clustered Bar Chart of Cost-Related 
Closed-Ended Questions 

 

The main themes that emerged across all AOE 
questions regarding the costs incurred by 

participating in a cybersecurity CTF were the 
difficulty level of the CTF, the effort and time, and 
the stress of competing. Students who agreed at 
some level stated that the CTF was difficult, but 
the primary purpose of the CTF was new learning, 
which is difficult: 

 
 "For me, the purpose of the CTF was to learn. If 

it wasn't difficult, it wouldn't have been worth 

doing, because I wouldn't have learned much. I'm 
glad it was difficult - it gave me an opportunity to 
learn, and learning takes effort."  

 
CTF novices found participating stressful because 
they did not know what they did not know. Their 
lack of cybersecurity knowledge also contributed 
to their personal level of difficulty: "The CTF was 
difficult in terms of skill requirement, I didn't 
think it was beginner-friendly and required 

someone who was more adept at hacking." 
 
However, students also believed that difficulty 
and stress are good things. They did not believe 
it would be enjoyable or engaging if it were easy. 
Stress was not always considered a bad thing: 

"Some of them [challenges] were incredibly 
difficult which just made solving them even more 
rewarding." Some participants thought the 
enjoyment and reward were due to solving 
complex challenges that required work to figure 
out: "When you really have to work at an answer, 
it is satisfying to solve it." CTF stress was 

considered a good thing that made participation 
worthwhile: "The CTF was a good kind of stress. 
If something is easy, it's often not worth doing." 
Stress during the competition was even 
considered motivating: "There was occasional 
stress during the event as time was nearing the 
end, but the pressure was also motivating." 

 
Students who disagreed at some level shared that 

participating did not take much prior preparation 
time or effort: 
 
 “I can arguably say there are things I would have 

enjoyed doing more than the CTF, but the 
purpose of the CTF wasn’t for fun - it was for 
learning and resume building, no one was 
expected to come in knowing everything, so it did 
not take time away from things you enjoy. I 
personally did not prepare at all for the CTF 
challenge and still had a great time.”  

 
Difficulty and stress are expected during CTFs and 
contributed positively to the event:  
“This CTF activity was difficult, but that is the 

whole point. CTF competitions are learning 
experiences created to help students learn how to 
problem solve, work as a team, focus on time 

management, etc. So yes, it was difficult and 
stressful, but that is what pushed people to try 
their hardest.” 
 
Variations in Motivation 
When considering the second research question 

of comparing motivation by gender identity, prior 
CTF experience, previous high school 
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cybersecurity education, and academic program 

of study, the only significant difference with a 
high effect size was gender identity for 
expectancy of success as seen in Appendix D. 

Assumption checks, such as homogeneity tests, 
were also conducted and did not identify any 
violation of the assumption of equal variances. 
Expectancy of success had significant variations, 
with females having less confidence in their ability 
to succeed than males, as seen in Figure 8. 
 

 
Figure 8: Variation in Motivation by Gender 

 
Limitations 
The main limitation of this study was that the data 

was from a specific CTF, which limited student 
participation to those at  universities and colleges 
designated by the National Security Agency and 
Department of Homeland Security as Centers of 
Academic Excellence in Cybersecurity. These 
students were attending institutions recognized 

for their exceptional cybersecurity academic 
programs. Thus, the students may have 
considerable prior knowledge, experience, and 
preparation for these CTFs compared to other 
students who participated in other CTFs. 
Additionally, CTF events themselves vary with 
different supporting events and format, 

therefore, the results will reflect findings from this 
specific CTF event and future studies of other 
CTFs would address this limitation by comparing 
the student motivations in other CTF events for 
similarities and differences to this study. 
 
Another limitation of this study was the low 

response rate because most students registered 
for the CTF with their school email account. Those 
who graduated in 2019 or 2020 may not maintain 

their school account and thus would not have 

received the invitation to participate in this study. 
Initially, the study plan included participants from 
the 2021 event; however, due to COVID, the 

2021 CTF event was canceled, requiring the 
sample to draw from 2019 and 2020 participants. 
 

6. DISCUSSION 
 
Findings from this study align with prior studies 
regarding interest and team collaboration. 

Students found cybersecurity CTF competitions 
motivating due to their interest-enjoyment and 
professional readiness development from 
participating. Strategic team collaboration also 
contributed to students' interest and confidence 
in participating. However, contrary to prior 

studies regarding negative student experience 
due to CTF difficulty, the findings from this study 
reveal that although most students found CTFs to 
be difficult and stressful, this difficulty was not a 
negative factor of CTFs, but rather a positive one. 
They shared that solving complex challenges was 
more rewarding because easy challenges would 

not be worth the effort or satisfying to solve. 
Thus, pressure and stress were considered 
motivating factors of CTF participation.  
 
Novices found their lack of prior knowledge and 
experience to be stressful as they did not know 
what they did not know; however, CTFs 

supported learning while doing. Thus, prior 
preparation was not a relative cost as they could 

gather information and learn while competing. 
 
A study by Cheung and colleagues (2012) focused 
on changes in interest after participating in a CTF 

with a finding of student self-reported interest in 
computer security after participating in 
cybersecurity competitions. The findings from this 
study align with Cheung and colleagues' findings 
as interest was the most salient of the five SEVT 
constructs. Cheung et al. did not explore why 
students had a greater interest in cybersecurity 

after participating in a CTF competition. The 
findings from this study were that students found 
participating interesting, rewarding, and exciting 
due to aspects of the event, the challenges 

themselves, and the professional development 
opportunity to network and collaborate with a 
team. 

 
Buchler and colleagues' study (2018) of team 
collaboration in a cybersecurity defense 
competition indicated effective collaboration 
within teams was an important factor in 
determining the team's competition success. 

Although this study did not examine students' 
motivation in relation to their team's overall 
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competition success, team collaboration was one 

of the primary concepts regarding CTF 
participants' expectancy of success and 
confidence. This finding aligns similarly to other 

prior studies that found students value the 
opportunity to network with other students and 
potential future employers (Buchler et al., 2018; 
Gavas et al., 2012). 
 
Because of the voluntary participation of the 
students, the relative costs were low. Prior 

studies claimed that cybersecurity CTF 
competitions have an extremely high knowledge 
barrier that discouraged wider participation of 
students who have limited cybersecurity-related 
proficiency (Mirkovic et al., 2015; Tobey et al., 
2014). Findings from this study show that 

students did find their lack of cybersecurity 
knowledge stressful. They agreed that CTFs were 
difficult and took time and effort. They also 
reported that not knowing what to expect in the 
CTF competition prevented them from pre-CTF 
preparation. However, they also shared that they 
appreciated the alternative approach to learning 

while doing and collaborating with more 
experienced team members who assisted their 
competition efforts to investigate solutions while 
competing. The stress and difficulty were 
reported as positive aspects that made the 
competition worthwhile. CTFs that were too easy 
were not considered rewarding.  

 
Students also reported that participating provided 

new learning, identification of knowledge gaps, 
and more confidence for the next CTF. Students' 
expectancy of success in future CTFs after 
participating in one or more CTFs seemed 

contrary to prior findings that CTFs discouraged 
students' participation among those with limited 
cybersecurity-related knowledge (Cheung et al., 
2012). 
 

7. CONCLUSION 
 

Although students reported professional 
readiness as the central concept regarding the 
usefulness of participating, the agreement level 
was widely dispersed. Students in technical 

disciplines, such as information technology, may 
not connect the usefulness of cybersecurity 
education to their discipline. Thus, they may not 

perceive their participation in cybersecurity-
related competitions as valuable for their 
professional development. However, an 
understanding of cybersecurity is needed at some 
level in most technology-related disciplines. More 
and more technological devices connect to the 

Internet, and the continued growth in 
connectedness increases the need for 

cybersecurity against possible threats. 

Cybersecurity is not limited to only those who 
study cybersecurity or computer science. 
 

Further research is needed to understand why 
students may not connect the usefulness of CTFs 
to other programs of study. Additionally, research 
is also necessary to understand the preparation 
and resource needs of students who lack prior 
CTF experience. Although the students reported 
that the CTF content and format supported 

different knowledge levels and approaches, those 
who competed for the first time did not know 
what to expect and thus did not prepare before 
the competition. Students also stated they 
enjoyed the in-person event as it supported 
networking with professionals and other students 

and working with physical devices. As more 
remote CTFs become available, such as 
TryHackMe and HackTheBox, additional research 
is needed to compare how students are motivated 
to participate in virtual CTF competitions versus 
in-person events. 
 

As more and more universities engage in online 
and in-person cybersecurity education 
competitions, research is needed to understand 
how these competitions motivate student 
participants. This understanding provides student 
experience information to the cybersecurity CTF 
developers and those in the cybersecurity 

education community who use CTFs for 
cybersecurity learning and engagement. The AOE 

questionnaire from this study may serve as a 
post-CTF assessment tool to provide feedback to 
CTF developers and facilitators. The AOE 
questionnaire organizes student responses in 

specific expectancy constructs of success and 
value beliefs that support CTF improvement 
efforts. 
 
Future studies will include examining motivation 
differences among diverse student populations, 
varying experience levels, different CTF event 

formats, and student motivation using other 
cyber range applications. Studies of other cyber 
range academic applications exist (Cruz & 
Simões, 2021; Chouliaras et al., 2021; Larrucea 

& Santamaria, 2020). These studies examine 
applications used in higher education while 
studies of cyber range applications in K12 and 

student motivation using cyber range resources 
for cybersecurity education are lacking. Further 
studies are needed to address the existing gap in 
understanding how cyber ranges in cybersecurity 
education motivate students not only as CTF 
competition participants, but as students who 

may or may not persist in cybersecurity 
education. 
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APPENDIX A 

Anchored Open-Ended Questionnaire for Students 

State your level of agreement on a scale of 1 (strongly disagree), 2 (disagree), 3 (somewhat 
disagree), 4 (Neither agree or disagree), 5 (somewhat agree), 6 (agree), and 7 (strongly agree), to 

the following statements, where applicable. 

Expectancy beliefs 

Success 

1.     I was confident in my ability to complete basic cybersecurity related requirements for this CTF 
activity.    

2.     I believed I could learn the necessary skills to complete this CTF activity.     

3.     I had the necessary skills to complete this CTF activity.    

4.     Please explain why you were or were not confident in your ability to learn and have the 

necessary skills to complete this CTF: 

5.     I was confident in my ability to excel in basic cybersecurity related requirements for this CTF 
activity.    

6.     I was confident in my ability to excel in my efforts towards this CTF activity.    

7.     I am confident in my ability to excel in future CTF activities.    

8.     Please explain why you were/were not confident in your ability to excel in the basic cybersecurity 
related requirements for this CTF and in your general efforts towards this and future CTFs: 

9.     Compared to other students, I expect to do better than average in CTF activities.    

10.  Please explain why: 

Value beliefs 

Attainment Value 

11.  The amount of effort it took to participate in this CTF activity was worthwhile to me.    

12.  Being good at solving cybersecurity-related problems is important to me.    

13.  Please explain why the effort to participate in this CTF and being good at solving cybersecurity 
related problems is or is not worthwhile and important to you. 

14.  I am becoming a cybersecurity specialist by working on CTF activities like this.    

15.  I want to become a cybersecurity specialist.    

16. Please explain why you are or are not becoming a cybersecurity specialist by working on CTF 
activities like this and include why you want or do not want to become a cybersecurity specialist.  

Interest Value 

17.  I found this CTF activity interesting.    

18. This CTF activity was exciting.     

19.  Please explain why you or why you didn’t find this CTF activity interesting and/or exciting. 

20. Solving the challenges in this CTF was rewarding.    

21.  Please explain why solving the CTF challenges was or was not rewarding and why the activity was 

or was not intellectually rewarding. 

Utility Value 

22.  This CTF activity is useful to my career plans after graduation.    

23. This CTF activity will lead to good working opportunities.    
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24.  Please explain why this CTF activity is or is not useful for your post-graduation career plans or 

other good working opportunities. 

25. A person who participates in CTFs has more opportunities to succeed.  

26.  Through this CTF activity I learned things that are useful in my everyday life.    

27.  Please explain why this CTF activity helped or didn’t help you learn things that are useful in your 
everyday life and why CTF participation will or will not provide more opportunities to succeed. 

Relative Costs 

28.  This CTF activity was difficult.    

29.  This CTF activity took a lot of effort.    

30.  This CTF activity took me away from things I enjoy.    

31.  I was often stressed out by this CTF activity.    

32.  I had little time to do anything but prepare for this CTF.    

33.  If you found this CTF activity difficult, stressful, took a lot of effort, or time away from things you 
enjoy, please explain why. 

Other information 

34. How many CTFs have you participated in? 

(per each CTF) How well did your team do (top half or bottom half)? 

35. Why did you choose to participate in this CTF? 

36. Please note here anything else you would like to share, such as what you would recommend to 
improve CTFs or whether or not you would recommend CTFs and why. 

37. Did you have any prior cybersecurity education while in high school? (This may have been 
included in a programming, computer science, or networks course). Yes   No 

If yes, please list the high school cybersecurity education experiences and duration of each 

experience: 

38. Do you have prior high school CTF experience?  Yes   No 

If yes, please list the high school CTF experience(s) and include the years of the experience. 

39. Please select your undergraduate program(s) of study: Cybersecurity, Computer Science, 
Computer Engineering, Interdisciplinary, Information Systems, Other: 

40. Years of Undergraduate Study: 

41. How do you describe your gender identity? Male, Female, Prefer to self-describe; below: 

42. With which racial group(s) do you identify? (Mark all that apply) American Indian or Alaska Native; 

Hispanic, Latino, or Spanish origin; White; Black or African American; Asian; Middle Eastern or North 
African; Native Hawaiian or Other Pacific Islander; Another race or ethnicity not listed above
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APPENDIX B 

Example of Coding Expectancy of Success 

 

Open-ended responses to: Please explain 
why you were or were not confident in 

your ability to learn and have the 

necessary skills to complete this CTF: 

Initial coding and thematic coding 

Agree 

I had performed well in other collegiate ctf 
events, and knew that this event's challenges 
were designed to be learning-focused and that 
the event itself would not be particularly hard. 

In addition, our school has a level of built-up 
ctf-specific knowledge, and so we were able to 
share tools and tactics among each other 

beforehand. 

P - prior experience - prior CTF Experience, P - 
Knowledge of what to expect - knew this event 
was designed to be learning focused and wouldn't be 
particularly difficult, P-team/club collaboration to 

prepare - existing team to capture tactics and tools 
for prior preparation, P - Prior preparation - work 
with a school team sharing tools and tactics 

beforehand, P- team sharing of knowledge, 
tools, and tactics - sharing of tools and tactics 
between team members beforehand. 

My team was structured in such a way where I 
need to focus primarily on forensics and 
reconnaissance challenges. As a result, I knew 
exactly what I needed to practice before the 

competition. 

P-team sharing of knowledge, tools, and 
tactics - team approach of assigned SME so 
everyone knew what to prepare for and did not need 
to prepare for everything 

I had participated in many CTF activities before. 

The skills I did not have were in 2019, there 
was a Software Defined Radio section that I did 
not know, but attempted to learn during the 

event. 

P- prior experience: participated in many CTFs, 

P- learn while doing: Skills that didn't have 
(Software Defined Radio section), attempted to 
learn about during the event. 

Somewhat Agree 

I had never competed in a Cybersecurity 

competition before so I did not know what to 
expect or how to prepare for the competition. 

C-lack of CTF Experience, C-Novice, C-lack of 

prior prep - first time with no understanding of 
what to expect or how to prepare 
lack of prior prep 

I believe that I had the basic skills necessary to 
compete because of the classes provided from 

my educational institution as well as the extra-
curricular activities that I participated in. I do 
believe that I could have done more to prepare 
and learn but I was unable to due to 
circumstances not related to my academic 
career. 

P - prior relevant courses/classes, P-prior 
preparation: extracurricular activities helped with 

basic skills, felt they could have done better with 
more preparation but was unable to do so due to 
circumstances not related to their academic career. 

There were a few surprise categories that we 
knew nothing about and had no chance to 
prepare 

C - can't prepare for CTF surprise challenges: 
unknown categories prevented prior prep 

It was my first actual CTF competition, and I 
had only just started participating in cyber 
activities a few months before. 

C-novice, C-lack of CTF experience: first CTF 
competition and had only just started participating 
in cyber activities a few months prior. 

Strongly Agree 
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Being my 2nd CyberFusion competition, I felt 

that I had a good grasp on the type of 
questions that I would see and I was correct. 

P- prior CTF experience: Being my 2nd 

CyberFusion competition, I felt that I had a good 
grasp on the type of questions that I would see and 
I was correct. 

I’ve done countless ctfs before and had won 
this ctf before 

P -prior experience: countless CTFs before and 
have won this prior CTF 

Neither Agree or Disagree 

I was not that confident in my ability to have all 
the necessary skills for this CTF because I felt 
as though I did not have the same skill level as 
the other participants .I feel like their skill sets 
were more advanced. 

Not confident in having all the necessary skills due 
to others having more advanced skills: C - lack of 
more advance skills for the complex challenges 

Disagree 

Before the VMI CTF, I had participated in 
various other CTFs such as ones at UVA, ODU, 
and the University of Richmond. Since I had 
prior experiences with competing CTFs, I was 
already comfortable with the idea of learning 

new things and working on new challenges. 

P-Prior experience - prior CTF experience provided 
confidence with the idea of learning new things and 
working on new challenges 
confident in ability to learn 

I'm a newbie :) C-novice: I'm a newbie 

Somewhat Disagree 

As an older student, I did not have the time to 
learn the skills on my own, and the curriculum 
at my college was not sufficient to teach me the 
skills. 

C-lack of prior prep, C - lack of time - as an 
older student didn't have time to learn skills on their 
own. 
C - Coursework does not provide relevant 
preparation - curriculum at their college was not 

sufficient to teach them the skills 

Nothing negative; just with time constraints 
and new challenges it required a lot of skills 
that I did not have. This is the nature of 
competition, however! I would not change this! 

C - lack of more advanced skills: nothing 
negative as it is the nature of a CTF and wouldn't 
change it but the new challenges and time 
constraint required a skill level that they did not 

have. 

That was my first time. I know I could do better 

if the Cyber Fusion event took place this year. 

C-novice, P-confident in ability to compete in 

CTF: That was my first time, I know I could do 
better if the Cyber Fusion event took place this year. 

Appendix Table B1: Initial Coding of Expectancy of Success: I had the necessary skills for this CTF 
activity 
 

Academic Support 
Prior Knowledge and/or 

Experience 
Team Collaboration 

C - Academic preparation is lacking 
C - Can't know what you don't 
know 

C - Lack of team 
collaboration 

P - Prior academic preparation P - Knowledge of what to expect P - Team collaboration 
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C - Coursework does not provide 

relevant preparation 
P - Prior experiences P - Team effort 

C - Not enough hands-on in course 
work to complete more complex CTF 
tasks 

C - newbie/novice 
P - Team sharing of 
knowledge, tools, and 
tactics 

P - prior relevant courses/classes 
C - Can't prepare for CTF 
surprise challenges 

P - Team/club collaboration 
to prepare 

 C - Didn't know what to expect  

 C - Lack of CTF Experience  

 C - No team collaboration of 
preparation 

 

 C - Not confident in CTFs due to 
not knowing what is not known 

 

Appendix Table B2: Second Level Coding of Expectancy of Success Themes 
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APPENDIX C 

Analysis of Reliability 
  

Reliability Analysis 

Motivation Construct Scale Reliability Statistics Cronbach’s ⍶ 

Success 0.893 

Attainment 0.685* 

Interest 0.754 

Utility 0.731 

Costs 0.754 

 
*According to Taber (2018), the traditional threshold of 0.7 indicated acceptable reliability and lower 
Cronbach’s alpha coefficients were also considered acceptable when the instrument had a smaller 
number of items. Such that the 0.685 for Interest is acceptable given three items associated with this 
construct. 
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APPENDIX D 

Variations in Student Motivation Participating in a Cybersecurity CTF 
 

 
Appendix Figure D1: T-Test Analysis Results Comparing Students by Gender Identity 
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Appendix Figure D2: T-Test Analysis Results Comparing Students with Prior High School Cybersecurity 
Education Experience to Those Without 

 

 
Appendix Figure D3: T-Test Analysis Results Comparing Students with Prior Cybersecurity CTF 
Experience to Those Without 
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Appendix Figure D4: ANOVA Analysis Results Comparing Student Degree Programs 
(Computer Science, Cybersecurity, Cybersecurity and Computer Science, Computer Engineering, 
Information Systems, and Other) 

 
 

 


