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ABSTRACT 
 
This paper presents and explains a model for the design and content of cyber security literacy curricula 

for postsecondary education and how Bloom’s Revised Taxonomy supports a model of teaching different 
levels of information security programs at different levels of higher education.  Specifically, this paper 
shows three different security literacy levels (awareness, training, education) for the six different 

cognitive levels as defined by Bloom’s Taxonomy and applies them to different levels of postsecondary 
education. A summary table is presented to show how and why cognitive levels fit awareness, training, 
and education. Questions are presented for further research as to unique designs and development of 

different security literacy programs.  
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1. INTRODUCTION 

 
The cyber security battle is being lost because 
technology is the focus of defense instead of the 

people who operate the computers (Jacobson, et 
al., 2012). “Often, organizations and countries 
invest in the technologies, forgetting that it is 
impossible to assure information security without 
raising awareness among users” (Ismailova, et 
al., 2019). Technology alone cannot shield 
computer systems from threats (Rhee et al., 

2012). In today’s world of computing, everyone 
is a target (Idziorek, et al., 2011). As Rhee et al. 
(2012) indicated, since technology alone cannot 
protect data and information systems from 
potential threats, there should be more effort 
made in addressing the human dimensions of 

information security (Rhee et al., 2012).  
 
The information security field requires 
standardized education. (Spruit, 2022). The 
question is how to develop a standardized 
education that meets the needs of the security 
profession. There is little agreement about the 

competences with respect to information security 
that should be taught to meet the needs of the 
security profession (Bishop et al., 2017; Butler et 
al., 2018; Parker and Brown, 2019).  This paper 
presents a framework of education in security 
literacy for higher education based on Bloom’s 
Taxonomy.   

 
To address the different characteristics of users 

this paper relates the three types of security 
literacy (awareness, training, education) with the 
different levels of cognition as defined by Bloom’s 
Revised Taxonomy, and then focuses on which 

security literacy content best fits different 
postsecondary degree levels. Using this model of 
security structure will better address academic 
security literacy programs and curriculum needs.   

 
2. LITERATURE REVIEW 

 

Organizations should focus their security efforts 
equally on people and technology (Hewitt & 
White, 2020). Every person heading into the 
workforce needs to be educated about cyber 

security (Harris & Patten, 2015). Unfortunately, 
employees and employers fail to see security as 
a people issue (Ayyagari, 2012; Bulgurcu, et al., 

2010;  Kirkpatrick, 2006; Rezui & Marks, 2008).  
 

“People are a crucial factor in ensuring the 
security of computer systems and valuable 
information resources” (Nieles, et al., 2017). 
People are fallible and are the weakest link in 

securing information systems (Caldwell, 2012; 
Ismailova, et al., 2019; Kirkpatrick, 2006; 

Mitnick, 2002; Nieles, et al., 2017; Thomason, 

2013). Studies have shown 95% of cyber security 
issues can be traced to human error (Mee & 
Brandenburg, 2020). “Each day, people are 

inundated with alerts and pop-ups informing 
them about patch updates, antivirus signatures, 
firewall exceptions, suspicious emails, and 
malware threats. These notifications fail to 
educate the user on how to make value-based 
decisions regarding the benefits and 
consequences of taking specific action on these 

items” (Security Literacy, 2022) 
 
Security issues are people issues (Rezu & Marks, 
2008). Yet people can be the first line of defense, 
first to detect and respond when an attack occurs. 
However, past research has focused on protective 

behavior rather than detection and response 
(Britt, 2008; Claar & Johnson, 2012; McLaughlin, 
2006; Mensch & Wilkie, 2011; Pollitt, 2005; 
Puhakainen & Siponen, 2010; Wagley, 2010).  
 
Since people are a primary target, education is 
one of the “secret weapons” in the cyber security 

battlefield. Further, if everyday users are the 
targets, then all audiences, not just technical and 
professional staff, need training and education in 
cyber security basics (Jacobson, et al., 2012). 
There is a need for users and professionals to 
learn information security. To get users to "think 
security" is to create a culture of security (Haber, 

2009). Hence, information security literacy is 
needed (Piazza, 2006) and is an important 

defense (Jacobson, et al., 2012). “Just as drivers 
and passengers are taught how to wear seatbelts 
and to follow the rules of the road, citizens should 
be taught how to safely navigate the internet 

highway” (Mee & Brandenburg, 2020). 
 
Computer security education is the key to 
combating the risks and vulnerabilities of 
information systems (Jacobson, et al., 2012). In 
the past, cyber security education was only a 
concern for computer and Internet experts 

(Idziorek, et al., 2011). “Universities have 
introduced technical degree programs in cyber 
security to meet industry demand for graduates 
with specialized skills” (Frydenberg & Lorenz, 

2020). What a formal pedagogical approach to 
practical computer security education provides is 
the context and knowledge for students to apply 

computer security best practices before a cyber-
attack. Then when faced with a critical situation, 
the user can be proactive rather than reactive in 
the face of new threats (Jacobson, et al., 2012). 
Applying countermeasures after an attack is too 
late (White, 2021). 
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“Most governments’ strategies to improve cyber 

security overlook the importance of continued 
cyber risk education for its citizens across all ages 
and social demographics” (Mee & Brandenburg, 

2020). Security education should not only 
prepare security professionals and IT technicians 
but the average end-user as well. Security 
literacy is for everyone.  
 
However, one size does not fit all. Education 
programs need to be customized according to the 

needs of specific user groups (Bauer, et al., 
2017). Harris & Patten (2015) used Bloom’s 
Taxonomy to identify specific learning outcomes 
for courses in Information Technology curricula 
(Harris & Patten, 2015).  

 

3. BLOOM’S REVISED TAXONOMY1 

 

In 1956 Benjamin Bloom and co-authors 
developed a classification of learning levels 
known as Bloom’s Taxonomy. In 2001, the 
Taxonomy was updated to reflect 21st century 
educational goals (Anderson & Krathwohl, 2001; 

Krathwohl, 2002). This revised Taxonomy was 
used because of the different levels and types of 
cognition that were outlined in the paper. The 
levels are interdependent: Progress requires the 
ability to master the lower levels first.  
 

“The interdependence of Bloom’s 

different learning levels can be articulated 
through logic: 

• Before we can understand a 
concept, we must be able to 
remember it. 

• Before we can apply the concept, 

we must be able to understand it.  
• Before we analyze it, we must be 

able to apply it. 
• Before we can evaluate its 

impact, we must have analyzed 
it.  

• Before we can create something 

based on the concept, we must 
have remembered, understood, 
applied, analyzed and evaluated 
the concept” (McNulty, 2019) 

 
Subsequently, learning can move back and forth 
between the different levels depending on the 

learning situation. What follows is a brief synopsis 
of the six cognitive levels of Bloom’s Revised 
Taxonomy, known as an “Education Framework” 
by McNulty (2019). 
 
1. Remembering - Verbs: Describe, Identify, 

Label, List, Name, Recite, Repeat. 
 

“Remembering is the act of retrieving 

knowledge and can be used to produce things 
like definitions or lists. It is the lowest of the 
taxonomic levels but is essential for the 

learning process because learners need to 
have knowledge in place before they can 
engage with it at higher cognitive levels. . . 
Remembering requires no understanding of 
the knowledge, only to have it accurately and 
thoroughly in mind.” (McNulty, 2019).  

 

2.    Understanding - Verbs: Examine, Generalize, 
Group, Order, Paraphrase, Rephrase, Sort. 

 
“The next level in the taxonomic structure is 
Understanding, which is defined as the 
construction of meaning and the building of 

relationships.” (McNulty, 2019). 
 

3.     Applying - Verbs: Compute, Demonstrate, 
Direct, Dramatize, Formulate, Make, 
Present. 

 
“The third level in Bloom’s taxonomy, 

Applying, marks a fundamental shift from 
the pre-Bloom’s learning era because it 
involves remembering what has been 
learnt, having a good understanding of the 
knowledge, and then being able to apply it 
to real-world exercises, challenges or 
situations.” (McNulty, 2019). 

 
4.  Analyzing - Verbs: Simplify, Criticize, 

Distinguish, Explain, Illustrate, Inspect, 
Question. 

 
“Analyzing is the cognitive level where a 

learner can take the knowledge they have 
remembered, understood and applied, then 
delve into that knowledge to make 
associations, discernments or comparisons. 
Analyzing would mean a learner can take 
complex information and simplify it or 
summarize it . . .  or critically examine 

aspects of Bloom’s original taxonomy and 
explain why his students later updated 
them.” (McNulty, 2019). 

 

5.   Evaluating - Verbs: Decide, Forecast, Judge, 
Prioritize, Revise, Value, Weigh. 

 

“The fifth level in Bloom’s Digital Taxonomy is 
evaluation. This level requires the learner to 
make criteria-based judgements through the 
processes of critiquing and checking. 
Evaluating could involve reading a book and 
writing a review on its merits . . . suggesting 

ways to introduce digital technology into the 
classroom environment.” (McNulty, 2019). 
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6.   Creating - Verbs: Construct, Write, Develop, 

Design, Invent, Originate, Set up. 
 

“The final taxonomic level is concerned with 

taking various elements and creating a new, 
coherent product. This level draws on all the 
other levels, with the learner remembering, 
understanding and applying knowledge; 
analyzing and evaluating outcomes and 
processes, and then constructing the end 
product, which may be either physical or 

conceptual. For example, . . . designing a 3D 
model of a house on a computer would both 
be examples of Creating. Another example 
would be a Learner taking the knowledge of 
Bloom’s taxonomy which they have 
remembered, understood, applied, analyzed 

and evaluated, and creating a brand new 
model for the tiers of cognitive thinking and 
learning.”  (McNulty, 2019). 
 

4. SECURITY LITERACY BASED ON BLOOM’S 
TAXONOMY1 

 

“The prime goal of practical computer 
security literacy is to provide students 
with security context for many of the 
activities they encounter throughout their 
everyday use of computers and the 
Internet. As a result, the topics and 
objectives of the corresponding modules 

are designed specifically to meet this goal 
and presented in a tangible format for 

students of all backgrounds to learn” 
(Security Literacy, 2022). 
 

Security literacy is a combination of awareness, 

knowledge, and skills (Tills, 2017). “Starting with 
awareness, it builds to training, which evolves 
into education” (Wilson, et al., 1998).  This flow 
moves people to higher cognitive levels. A 
Comparative Framework for awareness, training, 
and education is contained in NIST SP 800-27 
Handbook, authored by Nieles, et al. (2017). See 

Table 1. 
 

Awareness with Bloom's Taxonomy: 
Remembering, Understanding (what) 

The first component of security literacy is an 
accurate and well-informed awareness of security 
issues (Tills, 2017). This involves the recall 

(remembering) of definitions and concepts along 
with the meaning and relationships 
(understanding) of these issues (McNulty, 2019). 
Cyber security awareness builds on basic 
information technology concepts (Frydenberg & 
Lorenz, 2020). And awareness reminds users of 

these issues and security practices to avoid 
failure, such as logging off a computer system or 

locking doors (Nieles, et al., 202). Awareness 

deals with what is remembered and what 
concepts are understood.   

 

From Bloom’s Taxonomy perspective, the 
foremost course objective is for all the students 
to exhibit knowledge of practical computer 
security. In this context, knowledge is defined as 
student’s ability to recall definitions of specific 
keywords (e.g., virus, phishing, keylogger), 
describe fundamental concepts (e.g., defense-in-

depth, social engineering, security vs. privacy) 
and state computer security best practices 
(Idziorek, et al., 2011). 
 
Training with Bloom's Taxonomy: Apply, 
Analyze (how to) 

“The purpose of training is to teach people the 
skills (how to do it) that will enable them to 
perform their jobs more securely” (Nieles, et al., 
202). Training provides the skills and abilities 
specific to an individual's roles and 
responsibilities relative to information security 
(Wilson, et al., 1998). 

      
Skills training is learning how to apply knowledge 
and how to compare and summarize what is 
remembered and understood. A person must 
have this knowledge before applying it to new 
challenges or new situations. Teaching skills, such 
as understanding how data is gathered and how 

a digital identity is tracked online, can 
dramatically improve cyber security and the 

safety of a nation’s citizens (Mee & Brandenburg, 
2020). For example, a person who learns privacy 
skills will lead them to manipulate their privacy 
settings effectively, thus regulating the amount of 

their personal information that’s exposed. 
Effective use of privacy settings after training can 
be a skill for security literacy (Tills, 2017). 
 
Education with Bloom's Taxonomy: 
Evaluate, Create (why) 
“Security education is more in-depth than 

security training and is targeted for security 
professionals and those whose jobs require 
expertise in security” (Nieles, et al., 202). This 
includes knowledge of laws, policies, and 

institutional practices and other concepts external 
to Information Security. Knowledge of technology 
resources to guide security behavior is also 

included in education (Tills, 2017). Education 
focuses on developing the ability and vision to 
perform complex multi-disciplinary activities and 
the skills needed to keep pace with threat and 
technology changes (Wilson, et al., 1998). With 
this in-depth and external knowledge, 

professionals are better able to evaluate the whys 
of security breaches and create countermeasures 
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and solutions that will protect data and systems 

in the event of a cyberattack. 
 

From Harris & Patten (2015), examples showing 

associations with Literacy and Bloom’s Levels are 
shown in Figure 1. 
 
 
Figure 1. Three Literacy Types and Bloom’s 
Taxonomy Levels (Harris & Patten, 2015) 
 

  
 
5. HIGHER EDUCATION LEVELS BASED ON 

FIVE COMPETENCE LEVELS 
 

Competence is the ability to apply knowledge, 

skills and attitude for achieving observable results 

(CEN, 2014). A competence statement of the 
required knowledge and skills. Spruit & van Noord 
(2014) developed five competence levels. See 
List 1. In Table 3, these competence levels are 
associated with Security Literacy categories to 
further show the progressing competencies.   

 

Competence Levels 1 and 2 involve Bloom’s 
remembering and understanding. They fit well 
with an Associate degree.  Spruit (2022) 
describes Level 3 for a Bachelor’s degree that 
stresses information security analysis of critical 
assets and implementing (apply) recovery plans. 
This level deals with Bloom’s apply and analyze 

thinking skills. Spruit (2022) also describes Level 

4 for a Master’s degree that stresses technical 
research, design (create), execute a scientific 
research project and formulate conclusions. This 
level deals with Bloom’s evaluation and creates 
thinking skills. Level 5 is an advanced version of 

Level 4. 
 

List a: Competence levels 1 to 5 & Knowledge 
Skills by Spruit & van Noord (2014). 
 

1.  Basic knowledge and understanding of 

the subject. Carrying out the activity in a 
simple context.  

 

2.  Knowledge and understanding of all 
major aspects of the subject. Carrying out 
the activity in a simple context.  

 
3.  Knowledge and understanding of the 

subject in detail. Carrying out the activity 
in a difficult context.  

 
4.  Very extensive and detailed knowledge 

and understanding of the subject. 
Carrying out the activity in a very 
complex context.   

 

5.  Exceptionally comprehensive and 
detailed knowledge and understanding of 
the subject. Guiding others who carry out 
the activity in a very complex context.  

 
6. HIGHER EDUCATION LEVELS BASED ON 

SEVEN INFORMATION SYSTEMS 

COMPONENTS2 

 
Information security can be viewed as being 
different, at the varying levels of postsecondary 
education through seven components of 
information security. The seven components are 
people, security, processes, technology, policies, 

standards, and procedures (Rangaswami, 2005; 
Merkow & Breithaupt, 2006. p 70-74). These 

seven information security components best 
summarize the three higher education levels of 
security literacy curriculum.   

 

Master’s degree:  
A Master’s degree is people and policy focused 
and prepares future managers. Education at this 
level should involve the why’s of security policies, 
dealing with people issues, and evaluation of 
threats and risks. (White, 2009). People with a 
Master’s level education should be able to create 

security policies, to evaluate internal and 
external issues, and to understand the “why,” 
when making decisions. This is what security 
professionals do. 

 
Bachelor’s degree:  
A Bachelor’s degree teaches how the security 

systems are developed and implemented to meet 
policy requirements. (White, 2009). Instruction 
should focus on processes and standards for 
development of security systems.  When 
completed, a bachelor’s candidate should know 
how to analyze security problems, and how to 

apply solutions and standards. This is what 
security managers do. 

Literacy Bloom’s  Outcomes   Examples 

 

Awareness Remember - recall  Discuss user passwords. 

       -recognize a phishing e-mail 

 

Awareness  Understand - meaning  Explain auditing. 

       -know what a phishing e-mail can do 

 

Train  Apply  - new situation Use access control in scenarios. 

Skill       -delete and report phishing e-mail. 

 

Train  Analyzing - break into parts  Qualitative risk analysis. 

Skill -determine phishing e-mail’s 

characteristics  

 

Educate Evaluate - judgments   Evaluate threats based on risk.  

-decide if e-mail is phishing and 

decide what to do. 
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Associate degree:  

An Associate degree curriculum should teach 
which security procedures and practices are to be 
maintained and monitored.  (White, 2009).   The 

curriculum should focus on the technologies and 
procedures to maintain and monitor data and 
systems. A person with an associate degree 
should remember and understand what to do 
to maintain and monitor operational security. This 
is what security technicians do.  

 

6. HIGHER EDUCATION LEVELS BASED ON 
THREE SECURITY LITERACY TYPES AND 

BLOOM’S TAXONOMY2 

 

Master’s degree:  
Why do security problems exist? This question of 

security leads to creating security policies that 
deal with people issues and evaluating internal 
and external risks. Creation of enterprise security 
architecture requires a common vision shared by 
planners, constructors, and administrators. It 
integrates management processes and policies 
for enterprise information security (Kim & Leem, 

2005). The security professional must be able to 
evaluate needs to make security decisions.  
 
Information security is a multi-disciplined 
subject. A security professional requires a wide 
range of backgrounds such as top-level 
management knowledge, external knowledge of 

laws, and awareness of social issues and trends. 
Security professionals must be educated in 

business functions such as accounting, finance, 
marketing, and management to better 
understand information security in a holistic 
business context (Rainer et. al., 2007). Along 

with core computer courses, other liberal arts 
studies are also needed because information 
security requires perspective of the environment 
computer systems work within to understand the 
whys. A wide range of educational experiences 
provides a good foundation for a career in 
Information Security. (Merkow & Breithaupt, 

2006, p 7-8). Three universities Master’s degrees 
stress critical thinking, strategic thinking, 
decision making, and research (ASU, 2023; 
Bellevue, 2023; ERAU, 2023).  

 
Bachelor’s degree:   
How are security problems mitigated? This 

question of security involves how the security 
systems are developed and implemented to 
satisfy policies. Activities include planning, 
designing, establishing standards, and 
implementing security tasks.  These activities 
included defining tasks and responsibilities of 

personnel, determining how information needs 
are related to tasks, how information is shared, 

and the identification, valuation and classification 

of data assets (Kim & Leem, 2005; Steinke, 1997; 
Whitman & Mattord, 2005, p. 186). The training 
aspect of information security can be viewed as 

how to develop and apply security standards and 
effective security management practices 
(Whitman & Mattord, 2005, p. 187).  

 
Required skills for such a security curriculum are 
problem solving (analyze), project 
management, risk management and technical 

skills (Armstrong & Jayaratna, 2002). Three 
universities describe their Bachelor’s degrees as 
risk “analysis” and “applying” analytical tools to 
contemporary security (OU, 2023) as well as 
concepts and applications of information systems 
and technology in organizations (TSU, 2023).  A 

Bachelor’s degree stresses detect, manage, and 
prevent cyber-attacks (CIAT, 2023). Such 
undergraduate security courses provide a balance 
between theory and practice (Hsu & Backhouse, 
2002). 

 
By applying these skills, confidence and 

accountability are assured, and compliance with 
regulatory and legal requirements is provided. 
Risks are then lowered, control increases, and 
usable information is made available. These 
tactical benefits have a positive impact on an 
organization’s relationship with its partners 
(Ezingeard et al, 2004).  

 
Pending on the nature of the subject of the 

Bachelor’s degree, it can be considered either 
Training for technical subjects (no theory) or 
education when considering theory. 

 

Associate degree: 
What security procedures and practices are to be 
utilized? This question of security requires 
remembering procedures and involves an 
understanding of what practices should be utilized 
in any given situation. These procedures lead to 
successful daily maintenance and monitoring of 

technology and information and the enforcement 
of information security policies. (White, 2009). 

 
These operation security procedures provide 

business continuity, secure and reliable access to 
information. The integrity and availability of an 
organization’s data and systems are assured. 

Strict control procedures stop unauthorized 
access or software use in daily operations, and 
business processes and customer service 
improve. (Ezingeard et al, 2004). Four colleges 
describe their Associate’s degrees as acquiring 
“fundamental” working knowledge and technical 

skills in cyber security (CIAT, 2023; UST, 2023; 
CCIS, 2023; DeVry, 2023). Courses at this degree 
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level are technical and vendor specific and focus 

on the operational aspects of a business.  
 
7. SUMMARY: EXAMPLES AND 

SUGGESTIONS 
 
Because security literacy is different at the 
different levels of higher education, ascertaining 
the educational needs of students can become 
easier. Also, information security educators must 
be aware of current issues in the information 

security field to create curriculums that deal with 
a variety of current security issues. Using the new 
comparative framework of awareness, training 
and education helps instructors and 
administrators gain better insight into security 
literacy in higher education.  (Surendran et. al., 

2002).  
 
As shown by Figure 2, higher education can be 
divided into three categories. These categories 
focus on different and progressive levels of 
thinking and competencies. This provides better 
insight into the development of college degrees.    

 
Figure 2. Comparative Framework for Higher 
Education with Bloom’s Taxonomy and Security 
Literacy. 
 

 
 

8. FUTURE QUESTIONS TO RESEARCH1 

 

Here are four questions for further research from 
Tills (2017) that can lead to the development of a 
variety of security literacy curricula (Tills, 2017). 
Bloom’s Taxonomy provides better understanding 

and insight to answer these questions.  
 

1. What are the issues people need to be aware 
of for security literacy? (Tills, 2017).  
 

2. Should there be multiple standards of security 

literacy (e.g., do some people need more 
advanced security training?)? (Tills, 2017). In 
other words, consider the different levels of 
thinking and cognition and the different 
characteristics of higher education degrees.  

3. What is the minimum level of security 

awareness needed? (Tills, 2017). For 
example, recognizing an attack, i.e., phishing 
e-mail.  

 
4. When should security literacy be more focused 

on awareness, rather than skills? (Tills, 
2017). 

 
Other questions: Are there limits for different 
people when it comes to Bloom’s Taxonomy of 

thinking and Spruit’s companies? Do some people 
function only at the lower thinking levels while 
others can progress to higher thinking levels? Do 
some people excel in security management issues 
while others can excel in security technology? 

 

9. FUTURE RESEARCH 
 
White (2009) authored a paper showing a model 
relating management levels and security needs. 
A future research paper could be the merging of 
the two models:  Security Literacy and Bloom’s 
Taxonomy with different management levels’ 

security needs. A research question:  What are 
the Bloom’s Taxonomy levels and Security 
Literacy levels associated with operational, 
tactical, and strategic management levels?   
 
Here are two other possible future research 
projects: 1) Empirical research on three-degree 

type (AA, BA, MA) competencies and see how well 
they align with Bloom’s Taxonomy. 2) To 

determine if some students have limits as to how 
far they can progress up Bloom’s Taxonomy. Such 
findings can provide guidance as to what areas of 
security best fit them. Are high level thinkers best 

for security technology while low level thinkers 
are best for security management?  

 
10. ENDNOTES 

 
1. Parts of this paper came from a conference 
submission - White, G. (2022). “Security Literacy 

& Bloom’s Taxonomy.”  ISECON 2023, March 30-
April 1, 2023, Plano, Texas.  
 
2 . Parts of this paper came from a journal paper 

– White, G. (2009). Strategic, Tactical, & 
Operational Management security model. Journal 
of Computer Information  Systems, 49:3, 71-75, 

DOI:10.1080/08874417.2009. 11645326.  To 
link to this article: https://doi.org/10.1080 
/08874417. 2009.11645326 
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