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Abstract

Ethical Hacking has matured into a widely accepted and necessary part of the cybersecurity world.
Actively probing and testing the defenses of a network or business system is essential to maintaining
CIA benchmarks of Confidentiality, Integrity, and Availability. Penetration testing has evolved into a
special subset of the industry. Companies and organizations of all sizes and across a range of industries
rely on Pen testers to proactively identify weakness in cyber-defenses before a real attack effects real
damage. One of the primary objectives of penetration testers is the creation of a remotes access shell
into a system. A common method of achieving this is through the use of “rubber ducky” USB devices
that when inserted into computing services activate an active session from inside a network to allow
remote access to the pen tester. This teaching case provides background and instructions on
incorporating a proof-of-concept rubber ducky build into an undergraduate cybersecurity course.
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