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Abstract 

Cloud Computing and Big Data continue to be disruptive forces in computing. This has introduced threats 
and vulnerabilities. The paper seeks to demonstrate how an end-to-end network intrusion detection 
system can be built, trained, and deployed using Amazon Web Services (AWS), Microsoft Azure and 

Google Cloud Platform (GCP). We determined the performance of these tools by building a network 
intrusion detection system (NIDS) and evaluating the performance of each based on precision, accuracy, 
F1 Score, recall, user experience, cost and computation time for training and predicting the model. 
Overall, all three platforms performed greater than 90% accuracy with Google Vertex AI having the 
highest accuracy using the decision tree and Microsoft Azure performing the best based on accuracy, 
precision, and computation time. 
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