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Abstract  

Spear phishing scams disguised as job offers have emerged as a significant threat within academic 
institutions, exploiting students’ financial and professional aspirations. This study presents a case 
analysis of a phishing attack targeting a university student alias Jane Doe wherein, a cybercriminal alias 

Dr. Michael Schmitt impersonated a reputable organization personnel to elicit personal and financial 
information from Doe. Utilizing advanced digital forensic techniques, this investigation traced the origins 
of the scam, leading to the identification and apprehension of the perpetrators. The study highlights the 
methods employed in forensic analysis, including the recovery and examination of digital evidence, 
metadata analysis, and IP tracking. The effectiveness of these techniques in unraveling the sophisticated 
tactics used by cybercriminals is evaluated, providing insights into the challenges faced during the 

investigation and the solutions implemented. Additionally, the research underscores the critical role of 
cybersecurity education in enhancing students’ awareness and resilience against such scams. The 
findings contribute to developing robust forensic practices and preventative strategies, offering a 

framework for academic institutions to protect their communities from similar threats. This study affirms 
the theory that digital forensic techniques, when applied systematically, can effectively trace phishing 
scammers targeting university students through job offer schemes, but their success is hindered by 
challenges such as lack of technical expertise and resource limitations within academic institutions. The 

study demonstrates the importance of integrating digital forensics into the cybersecurity infrastructure 
of educational environments to mitigate the impacts of phishing attacks and safeguard sensitive 
information. 
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1. INTRODUCTION 
 

Universities and colleges have emerged as prime 

targets for spear phishing and other forms of 
cyberattacks in recent years. Spear phishing is a 
form of cybercrime where individuals are tricked 
into divulging sensitive information through 
deceptive emails tailored to their circumstances 
(Halevi et al., 2015). The academic community, 
with its diverse and often transient population, 

represents a fertile ground for cybercriminals 
exploiting the vulnerabilities of technology-
dependent students and faculty (Chapman et al., 
2018). Notably, the rapid proliferation of phishing 
schemes on campuses has coincided with 
increased economic pressures faced by students, 

making them particularly susceptible to 
fraudulent job offers and financial scams (Viano, 
2024). 

Phishing attacks in academic settings are 
uniquely concerning due to the potential for 
widespread data breaches, financial losses, and 
psychological harm. Desperate for employment 

and financial stability, students are frequently 
targeted by attackers who impersonate legitimate 
institutions, offering fictitious job opportunities 
and scholarships (Chapman et al., 2018). These 
scams not only compromise the personal 
information of victims but also jeopardize 
institutional data security, leading to broader 

repercussions for the academic environment 

(Viano, 2024). 

This paper explores the growing threat of spear 
phishing on campuses, examines the tactics 
employed by cybercriminals, and discusses the 
implications for student safety and institutional 

security. By analyzing current trends and case 
studies, we aim to shed light on the vulnerabilities 
that make college students prime targets and 
propose strategies to mitigate the risks 
associated with this pervasive cyber threat. 

2. RESEARCH JUSTIFICATION 
 

Recent studies (Wolf & Wolf, 2024; Ali & Zaharon, 

2022; Wang, 2023) highlight a significant rise in 
phishing incidents within educational institutions. 
For example, in 2023, the US reported a 105% 
increase in phishing attacks from 129 in 2022 to 
265 in 2023 in K-12 schools. Similarly, phishing 
attacks in higher education institutions rose from 

68 in 2022 to 116 in 2023, representing a 70% 
rise (Viano, 2024). These figures underscore the 
need for heightened awareness and preventive 
measures against cyberattacks.  

Spear phishing scams which are disguised as job 
offers are a prevalent threat to students’ financial 
and personal security (Wang, 2023). Given the 

severity of these threats and the consequences 
incurred by victims, there is an urgent need to 
explore the effectiveness of digital forensic tools 
in tracing and apprehending the perpetrators of 
these scams (Taofeek, 2024; Ali & Zaharon, 
2022). The objective is to provide suggestions, 
that, if implemented, should enhance the security 

practices within academic institutions. By 
focusing on the practical application of forensic 
techniques and the role of cybersecurity 
education, this research aims to contribute to the 
development of robust countermeasures and 

preventative strategies, ultimately protecting 

students and strengthening institutional defenses 
against such cyber threats. 
 
 

3. RESEARCH QUESTIONS 
 
Phishing scams exploit learners’ aspirations and 

financial needs leading to personal and 
institutional consequences. Understanding the 
challenges in forensic techniques as well as their 
effectiveness in tracing, identifying, and holding 
these cyber criminals accountable is, therefore, 
necessary. Based on these needs, this study 
addresses two key research questions:  

RQ1: How can digital forensic techniques be 
effectively employed to trace job offer 
phishing scammers targeting university 
students? 

RQ2: What are the key challenges in this 
process and how can they be addressed? 

 
4. BACKGROUND  

 
Phishing scams have rapidly evolved over the 
past decade, becoming one of the most prevalent 
forms of cybercrime. Among these, phishing 
scams disguised as job offers have emerged as a 

significant threat, particularly targeting students 

and exploiting their economic vulnerabilities and 
aspirations for employment (Broadhurst et al., 
2020; Alam & El-Khatib, 2016). These scams 
leverage the credibility of reputed organizations 
to deceive individuals into disclosing personal 
information or making financial transactions 

(Casagrande et al., 2023; Tatomur, 2020). 

The transition from generic phishing attempts, 
characterized by mass-distributed emails with 
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broad appeal, to spear phishing, which involves 

highly targeted attacks using personalized 
information, underscores the increasing 
sophistication of cybercriminals (Parmar, 2012; 
Shashidhar, 2017; Ghazi-Tehrani & Pontell, 

2021). Spear phishing attacks exploit detailed 
knowledge of the victim’s background and 
interests, making the fraudulent communication 
appear highly credible and thereby increasing the 
likelihood of successful deception (Wang et al., 
2012; Bhadane & Mane, 2019). 

Phishing scams targeting students with 

fraudulent job offers have been particularly 
damaging, often resulting in significant financial 
losses and psychological distress (Abrahams, 
2017; Thomas, 2018). These attacks exploit 

students’ urgent need for employment, leading 
them to overlook potential red flags in job offers 
(Canova et al., 2014; Dewan et al., 2014). Digital 

forensics, which involves the recovery and 
investigation of material found in digital devices, 
plays a pivotal role in the identification and 
prosecution of phishing criminals (Yeboah-Ofori & 
Islam, 2021; Casey, 2019). 

The practical application of digital forensics in 

investigating phishing scams, particularly those 
involving job offers, remains under-explored. By 
focusing on real-world cases, this study aims to 
fill this gap by evaluating the effectiveness of 
digital forensic techniques in identifying and 

apprehending cybercriminals involved in such 
scams (Wang et al., 2012). The insights gained 

will contribute to the development of improved 
forensic practices and preventative measures, 
enhancing the ability of academic institutions to 
safeguard their communities against phishing 
threats. 

5. LITERATURE  
Phishing as an Evolving Craft 

Phishing attacks have been increasing in the past 
five years. According to the Anti-Phishing 
Working Group APWG (2022), there were 
1,350,037 phishing attacks in Q4 2022, up from 
1,270,833 in Q3. The total number of attacks for 
2022 reached 4.7 million, representing a 150% 

increase since 2019. Phishing email click rates 

vary significantly across industry sectors, with the 
education sector notably experiencing a high click 
rate of 27.6% as seen in Figure 1, indicating 
substantial vulnerability to phishing attacks. 

Phishing strategies are evolving in tandem with 
the highly dynamic technology field. The study by 

Broadhurst et al. (2020) shows that spear 
phishing exploits the trust of students by using 
crafted emails ostensibly from trusted 

organizations that may be affiliated with the 

learning institutions. These emails are targeted as 
scams to individual students to influence their 
engagement. This approach has proven effective 
compared to the use of generic scams. 

Figure 1: Phishing Email Click Rates by Industry 
Sector according to Anti-Phishing Working Group 
(APWG) 

Similarly, Alam and El-Khatib (2016) identify 
social media as a new and critical vector for spear 

phishing. Casagrande et al. (2023) reveal that 
students are particularly vulnerable to phishing 
attacks due to their high engagement with email, 
suggesting that educational institutions need 
targeted interventions. Shashidhar (2017) also 
notes that there has been a shift in phishing 

strategies towards impersonating prestigious 
organizations. 

The findings by Broadhurst et al. (2020), Alam 
and El-Khatib (2016), and Casagrande et al. 
(2023) demonstrate that phishing strategies are 
evolving and personalized emails within the social 
media landscape are becoming effective in 

exploiting public profiles to increase the success 
rate of scams. These findings also underline the 
heightened risk among first-year and 
technologically novice students. 
 
Impact of Phishing on Personal and 
Institutional Levels 

The theft of personal data from students and 
other institutional staff increases the risk of 
exposure to institutional data. Dakpa and 
Augustine (2017) stress that in addition to 

economic and reputational damages related to 
the attacks, the compromise of personal data of 

persons tethered to an organization exposes the 
organization’s vulnerability to external attacks.  

Ghazi-Tehrani and Pontell (2021) add that 
humans are often the weak links in digital security 
systems. Therefore, as phishing attacks evolve 
with technological advancements, there is an 
increased proliferation of threats (Ghazi-Tehrani 
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& Pontell, 2021). These scholars acknowledge 

that phishing can inflict massive losses to 
educational institutions and emphasize the need 
for comprehensive awareness and prevention. 

Victims of phishing suffer from significant 

distress, and loss of confidence in their vigilance 
abilities and judgment, creating an environment 
and culture of paranoia and distrust (Kumaraguru 
et al., 2008). Victims of phishing may also feel 
embarrassed, ashamed, and guilty, which affects 
their overall well-being and explains their 
reluctance to report many cases of cyberattacks 

(Tatomur, 2020). The fear of falling victim to 
these attacks can be overwhelming, highlighting 
the importance of effective training programs 
(Kumaraguru et al., 2008; Tatomur, 2020).  

 
Vigilance, Training, and Awareness 
Addressing the impacts of phishing attacks is 

crucial for maintaining a healthy academic and 
work environment and ensuring the well-being of 
every possible victim within the organizational 
scope (Stembert et al., 2015). Organizations can 
help by providing regular training, promoting a 
supportive culture, and avoiding blame-oriented 

approaches to cybersecurity (Khonji et al., 2011).  

A novel training approach is necessary to equip 
students and staff with knowledge about phishing 
attacks. The training should combine interaction 
methods to enhance the ability of users to 

recognize and respond to phishing attempts 
(Derouet, 2016). proposed a introduced a 

framework utilizing document authorship 
techniques to detect mismatches in email writing 
styles, thus identifying potential spear phishing 
attacks (Bhadane & Mane, 2019).  

A scoring technique for real-time detection of 
lateral spear phishing attacks in organizational 
email systems should be developed to achieve 

high accuracy with low false positive rates 
(Bhadane & Mane, 2019). Similarly, cognitive 
efforts and knowledge of phishing scams can be 
trained to influence users’ ability to detect 
phishing emails, providing insights into effective 
educational strategies (Wang et al., 2012). 

 
6. METHODOLOGY 

 
A methodology outlines the logical systematic 
plan to solve the research problem. The research 
problem in this study is to determine how digital 
forensic techniques can be applied to address 

spear phishing techniques that present job offers 
to unsuspecting students and the associated 

challenges. The proposed theory to be tested is:  

Digital forensic techniques, when applied 
systematically will effectively trace 
phishing scammers targeting university 
students through job offer schemes, but 

their success is hindered by structural 
systems within the academic institutions 

 
This study employs the case study approach to 
investigate a specific case: A phishing scam 
between a student victim (Jane Doe) and a bad 
threat actor (Dr Schmitt) disguised as an 

employee of a reputable organization with job 
offers targeting university students. The objective 
is to analyze the phishing techniques used by Dr. 
Schmitt and assess the effectiveness of digital 

forensic methods in identifying the perpetrators 
as well as the associated challenges in identifying 
Dr. Schmitt and counter his techniques. The 

research onion model developed by Saunders et 
al. (2009) was used to guide the process. 

Figure 2: The Research Onion as developed by 
Saunders et al. (2009). 
 
 The case study approach aligns with the 
interpretivism philosophy and the inductive 

approach. The research choice suitable for this 
study is the mono-method that utilizes the 
qualitative approach only. The time horizon for 
this study also favors the cross-sectional 
approach. The dark arrows highlighted in Figure 

1 show this path.  
 

Data Collection Methods 
1. Initial Assessment 

• Determine the timeline and scope of the 
phishing incident. 

• Know the email systems and platforms 
involved. 

2. Preservation of Evidence 

• Preserve email headers as they contain critical 
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information such as IP addresses, mail 

servers, and sender details. 

• Secure complete emails, including 
attachments and embedded links. 

3. Data Collection 

• Extract emails from the client’s email software 
using their export tools. 

4. Analysis Tools 

• Use forensic tools like OS-Forensics for 
detailed email analysis. 

• Look for common phishing indicators (e.g., 
suspicious URLs, fake domains, mismatched 
headers). 

5. Documentation 

• Maintain a clear chain of custody for all 
collected evidence. 

• Document findings, including phishing tactics, 
email content, and any compromised data. 

6. Collaboration and Reporting 

• Work with the client’s IT and security teams to 
understand the impact. 

• Prepare a report with recommendations for 
mitigating future similar incidents. 

 
7. IMPLEMENTATION 

 
Tools and Methodology 
To perform a comprehensive forensic analysis of 
phishing emails and financial records, a suite of 
industry-standard tools was employed. The 
following describes each tool used and its 
application in our investigative process. 

 
Hash Verification Using Microsoft’s Certutil 
Microsoft’s Certutil, a command-line utility, was 
utilized to generate and verify the hash values of 
the original evidence. This tool is essential for 
maintaining the integrity of digital evidence by 

allowing for the comparison of hash values before 
and after analysis to detect any alterations. 
Certutil supports various hash algorithms, 
including MD5, SHA-1, and SHA-256, providing a 
robust mechanism for evidence verification. 
 
Domain Verification with Whois 

Whois services were employed to determine the 
origins of the domains implicated in the phishing 
attack. This tool provides comprehensive 

registration information about domain names, 
including registrant contact details and domain 
creation dates. By examining Whois records, we 
traced the fraudulent email’s origin and confirmed 

its association with known malicious activities.  
 
 
Remote Access via TeamViewer 
TeamViewer was used to facilitate secure remote 
access to the client’s device. This tool allowed for 

real-time examination of the client’s system, data 

extraction, and the execution of necessary 
forensic operations without physical access. The 
encrypted sessions provided by TeamViewer 
ensured the confidentiality and security of data 

transmission during the analysis process. 
 
Data Extraction Using Google Takeout 
Google Takeout as seen in Figure 2, was 
employed to extract email data from the client’s 
Gmail account. This service enabled the 
comprehensive download of the client’s emails, 

including attachments and metadata, which were 
crucial for reconstructing the phishing incident 
and analyzing the communication patterns 
utilized by the attackers. 

 

Figure 3: Email data downloaded from "Google's 
Takeout. 
 
Email Format Analysis with OSForensics 
OSForensics in Figure 3, was used to review and 
analyze the email formats (.mbox). This software 
offers advanced tools for examining email 

headers, body content, and attachments. The 
capabilities of OSForensics in keyword searches 
and data carving from email archives allowed for 
the efficient identification of phishing attempts 
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and extraction of relevant information. 

 

 

Figure 4:  File hash for email data using 
OSForensics suite. 
 
Evidence Handling and Chain of Custody 
Upon receiving the evidence, a sealed package 

containing a USB device as seen in Figure 4 was 
managed per standard chain of custody protocols. 
The package was opened in a controlled 
environment, and all evidence was meticulously 
documented and securely stored. The USB device 
contained digital copies of paychecks used in the 
purported scam, which were subjected to hashing 

and forensic imaging to preserve their integrity 
for subsequent analysis. 

Figure 5: USB drive containing digital copies of 
fraudulent checks. 
 
Forensic Imaging and Analysis 
Forensic imaging of the original evidence was 
conducted using company-owned, forensically 

wiped hard drives. This process involved creating 
a forensic image and generating a report detailing 

the hash values of the created images. These 

values were cross-verified with the original hash 
values to confirm the accuracy and integrity of the 

forensic copies. 
Subsequent analysis involved scrutinizing the 
email data extracted via Google Takeout. The 
focus was on identifying the phishing emails' 
characteristics, such as the sender’s domain, 

content patterns, and any embedded malicious 

links or attachments. The application of 
OSForensics enabled detailed inspection and 
correlation of email content, facilitating the 
identification of phishing tactics and the 
perpetrators involved. 
 

Reporting and Recommendations 
Based on the forensic analysis, a comprehensive 
report was compiled, detailing the findings and 
proposing measures to mitigate future phishing 
risks. Key recommendations included enhancing 
email filtering mechanisms, conducting regular 

security awareness training, and implementing 
multi-factor authentication for email access. The 
report was submitted to the client and relevant 

authorities, encompassing detailed 
documentation of the phishing attack patterns 
and the traced origin of the fraudulent activities. 
 

 
8. FINDINGS 

 
In June 2022, a victim student, hereafter referred 
to as “Jane Doe” fell victim to a sophisticated 
phishing scam. The fraudulent scheme was 
initiated through a deceptive email purportedly 
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from “Dr. Michael Schmitt,” allegedly affiliated 

with a major organization, soliciting personal 
assistant services. This section presents a 
detailed account of the findings from our forensic 
investigation into the phishing scam, including 

the methods used to perpetrate the fraud, the 
nature of the evidence collected, and the 
analytical procedures applied to uncover the 
scam's mechanics. 
 
Nature and Scope of Phishing Attack 
The phishing attack began with an unsolicited 

email received by Jane Doe on June 9, 2022. The 
email, designed to appear credible, claimed that 
"Dr. Schmitt" required assistance with 
humanitarian projects and offered a lucrative 
personal assistant position. The fraudulent email 

in Figure 5, promised financial compensation for 
minimal work, enticing the victim into further 

engagement. 
Upon receiving the email, Jane Doe responded 
with their personal information in Figure 6, which 
included full name, age, address, phone number, 
and personal email address. Over the following 
days, a series of emails were exchanged between 

Jane Doe and "Dr. Schmitt," outlining job 
responsibilities and escalating financial 
disbursement tasks, all under the guise of 
legitimate humanitarian work Appendix A-G. 
Figure 6: Originating email from Dr Schmitt 
Figure 7: Jane Doe exercising interest in the role. 
 

Evidence Collection and Initial Observations 

Evidence submitted for analysis included three 
digital copies of paychecks and email exchanges. 
PST and . MBOX formats. The paychecks, 
supposedly from reputable financial institutions, 
amounted to a total of $11,263.18. The checks 
bore apparent similarities and discrepancies, such 

as sequentially descending teller numbers and 
varied issuing banks, suggesting a coordinated 
attempt to fabricate authenticity, unfortunately, 

we were only able to extract the image of one of 

the checks.  
Forensic examination of the email exchanges 
revealed that the phishing emails displayed 
characteristics typical of spear-phishing tactics. 

The emails included personalized elements aimed 

at gaining the victim’s trust, such as references 
to the client’s academic background and 
purported connections to reputable organizations. 
 

Forensic Analysis Procedures 
1. Hash Verification: 
Using Microsoft’s Certutil in Figure 7, we 
generated hash values (MD5, SHA-1, and SHA-

256) for the digital copies of the evidence. The 
calculated hash values matched the expected 

values, confirming the integrity of the submitted 
evidence. This process ensured that no tampering 
occurred from the time the evidence was 
collected to its analysis. 

Figure 8: Verification of hash value using 
Microsoft CertUtil tool. 

 
2. Domain Verification: 
The Whois tool was employed to verify the origin 
of the domains associated with the phishing 
emails, as seen in Figure 8. The domain “mail-
unicef.org” was found to be fraudulent, 
originating from Nigeria, contradicting the 

purported location of "Dr. Schmitt" in Australia. 
The domain was registered under "Jessy Naija," a 
suspicious entity based in Effurun, Delta State, 
Nigeria. This discrepancy highlighted the 
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illegitimacy of the email source and suggested an 

orchestrated effort to exploit the client’s trust. 
 
3. Remote Access and Data Extraction: 
We accessed Jane Doe’s device remotely through 

TeamViewer, allowing real-time data extraction. 
We utilized Google Takeout to download a 
comprehensive archive of the client’s Gmail data, 
which included the phishing email threads and 
associated metadata. This data extraction was 
critical for reconstructing the sequence of events 
and identifying the phishing attack's operational 

details. 
 
4. Email Analysis: 
OSForensics facilitated a thorough analysis of the 
extracted emails. We examined the email headers 

and body content for anomalies, such as spoofed 
sender addresses, inconsistent timestamps, and 

hidden malicious links. The analysis confirmed 
that the emails employed social engineering 
tactics, including impersonation and urgent 
requests, to manipulate the victim into divulging 
sensitive information and executing financial 
transactions. 

Figure 9: Origin of the domain name (using 
whois.com) 

Key Findings 
a. Personalization and Targeting: 
The phishing emails were highly personalized, 

exploiting the client's academic status and 
interest in humanitarian work in Appendix 10. 

This spear-phishing approach was effective in 
deceiving the client, as evidenced by their prompt 
engagement in Appendix A and the provision of 
personal details in Appendix D. 

 
b. Fabricated Financial Documents: 
The paychecks provided as part of the scam were 
convincingly fabricated, bearing realistic amounts 
and credible issuing banks. However, forensic 
examination revealed sequential teller numbers 
and issuing banks in different locations, indicating 

a lack of authentic financial transaction records. 
 
c. Origin of Phishing Emails: 
The Whois verification traced the email origins to 

a fraudulent domain registered in Nigeria. This 
finding was crucial in understanding the scam's 
geographic nexus and provided actionable 

intelligence for further investigations by 
authorities.  
 
d. Impact on Victim: 
The client suffered financial loss and 
compromised personal information due to the 

scam. The bounced checks led to the use of the 
client’s funds to cover the losses, highlighting the 

financial and emotional toll of the phishing attack. 

 
e. Email Patterns and Scam Tactics: 
The scam employed a progression of emails 
designed to gradually increase the client’s 

involvement, culminating in requests for financial 
disbursements. Analyzing email patterns 
revealed a sophisticated approach to maintaining 
communication and reinforcing the scam’s 
legitimacy over time. 

f. Challenges  
Several challenges emerge in the tracing of the 

job offer phishing scammers targeting university 
students. First, the complexity of spoofed 
domains and international registrations, as seen 
in this case, makes it difficult to pinpoint the exact 

location and identity of the attackers. Second, 
limitations in accessing encrypted communication 
and hidden metadata hinder thorough forensic 

analysis. Lastly, the increasing use of advanced 
technologies like AI in phishing schemes 
complicates detection and makes it harder to stay 
ahead of cybercriminals. 
 
Comparative Analysis of Phishing Incidents 

Across Sectors 
Phishing attacks are not unique to the academic 
sphere, but reports on other sectors, especially 
the financial industry, show a surge in frequency 
and severity. In 2023-24, for example, the 
Annual Phishing Landscape and Distribution 

published by Interisle revealed that the finance 

and insurance sectors experienced a 393% year-
over-year increase in phishing attacks, 
representing 27.8% of the total attacks. The most 
common methods used included innovative and 
complicated modes such as voice phishing 
(vishing) and deepfake fishing powered by the 
currently popular generative AI models. The AI 

models enabled the attackers to craft highly 
personalized and convincing phishing campaigns 
that were nigh-undetectable by financial 
institutions, making them difficult to prevent. The 
high stakes in the financial industry coupled by 
the exploitation of human trust resulted in 

massive financial losses and have necessitated 
research into advanced AI-proof security.  

In contrast, the corporate business sector is 
experiencing a different attack to expose the 
vulnerabilities of their infrastructure. For 
example, the 2024 phishing report by Zscaler 
reveals that attackers used harder-to-shutdown 

decentralized systems like the InterPlanetary File 
System (IPFS) which ambushed many 
corporations, leading to a 1,300% increase in 
phishing sites hosted in legitimate corporate 

https://interisle.net/insights/phishing-landscape-2024-an-annual-study-of-the-scope-and-distribution-of-phishing
https://www.zscaler.com/blogs/security-research/phishing-attacks-rise-58-year-ai-threatlabz-2024-phishing-report
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decentralized platforms. The corporate sector 

performs bulk registration of domain names and 
the practice has often exposed them, accounting 
for 27% of all domain phishing attacks. Phishing 
nests within the IPFS systems highlight the 

evolving nature of attacks and their ability to 
adapt, use emerging technologies, and exploit 
different aspects of corporate infrastructure. 

Report Summary 
This report investigated a spear phishing scam 
targeting a university student, "Jane Doe," 
involving a fraudulent job offer from a fake 

humanitarian organization. The phishing emails, 
impersonating "Dr. Michael Schmitt," exploited 
the victim’s academic background and personal 
details to solicit sensitive information. Our 

forensic analysis revealed several key findings: 
the emails were highly personalized, leveraging 
social engineering tactics to deceive the victim. 

The financial documents provided were 
fabricated, with discrepancies in teller numbers 
and issuing banks, pointing to their fraudulent 
nature. Domain verification traced the scam’s 
origin to Nigeria, further confirming the 
illegitimacy of the phishing operation. 

 
Digital forensic techniques such as hash 
verification, domain analysis, and remote data 
extraction helped identify critical evidence. 
Comparative analysis shows similar phishing 
tactics across different sectors, emphasizing the 

growing sophistication of phishing scams, 

including the use of AI-generated deepfakes and 
decentralized platforms. This case underscores 
the need for advanced forensic tools and 
cybersecurity measures to mitigate phishing 
threats in academic and corporate settings. 
 
The detailed evidence and analysis presented in 

this investigation offer valuable insights for 
enhancing phishing detection and prevention 
strategies, contributing to the broader field of 
cybersecurity and digital forensics. 
 

Item 
# 

EVIDENCE 

1 A Paycheck for $4480.12 from Bank 

A 

1 A Paycheck for $3920.10 from Bank 

B 

1 A Paycheck for $2862.96 from Bank 
C 

 Copies of email exchanges between 
test victims and bad actors. PST and 
. MBOX formats 

Table 1: A list of evidence acquired from our 

acquisition. 

9. CONCLUSIONS 

 
In conclusion, this study highlights the 
complexities of digital forensics in uncovering 
sophisticated phishing scams, as illustrated by 

the case involving the impersonation of "Dr. 
Schmitt." The investigation revealed advanced 
tactics such as authentic-looking paychecks and 
domain manipulation, used to deceive and exploit 
victims. Effective forensic methodologies, 
including the validation of digital evidence 
through hash values and email tracing, were 

crucial in identifying the scam's origin. Despite 
the challenges posed by fake identities and varied 
geographical locations, collaboration with legal 
teams and governmental bodies facilitated the 
tracing of the perpetrators and the prevention of 

further victimization. 

Universities can play a pivotal role in mitigating 

such scams by implementing regular 
cybersecurity training and awareness programs 
for both faculty and students. These programs are 
essential to ensuring that the entire academic 
community is vigilant and knowledgeable about 
the dangers of phishing and other cyber threats. 

Additionally, ensuring that IT departments use 
caution banners for emails from external sources 
and provide abuse helplines can further reduce 
vulnerability to phishing attacks. As seen in 
Appendix L, such banners can serve as immediate 
alerts to potential threats, encouraging recipients 

to exercise caution. 

Raising awareness about the dangers of seeking 
job offers from nefarious elements is particularly 
relevant for college students, who are often 
targeted due to their eagerness to secure 
employment and gain experience. Universities 
should emphasize the importance of verifying the 
legitimacy of job offers and provide resources for 

students to report suspicious activities. 
 

10. BROADER IMPLICATIONS 
 
These findings show that the nature of attacks, 
though predictable, can be difficult to anticipate 

and adequately safeguard against. Learners and 

school administrative human resources may not 
be fully aware of the ever-evolving phishing 
methodologies unless they are routinely trained 
and updated on these tactics. The effect of 
phishing attacks extends beyond the immediate 
financial or data loss. These attacks cause 

personal damage in terms of loss of trust among 
victims and also damage institutional reputation 
and operational continuity.  
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At the institutional level, the public's perception 

of a school's ability to protect personal 
information is paramount. One phishing incident 
may mean serious reputational damage for years 
which makes it hard to enlist students, faculty, 

and donors. Additionally, the operational 
disruption from phishing attacks causes 
downtime of critical academic and administrative 
technological systems, further exacerbating the 
impediments to the proper functioning of an 
institution. There is, therefore, a need for a 
proactive approach to phishing prevention, 

including robust cybersecurity measures, 
comprehensive awareness programs, and crisis 
management strategies to mitigate potential 
fallout and ensure swift recovery in the event of 
attacks. 

 
11. FUTURE WORKS 

 
Future efforts should explore the integration of 
AI-driven detection tools and advanced digital 
forensic techniques to enhance the identification 
and prevention of spear phishing attacks in 
academic institutions and evaluate cross-sector 

collaborations between academic institutions and 
industries to strengthen defense mechanisms 
against evolving phishing tactics are key areas for 
further study. These studies should also focus on 
developing automated real-time analysis tools, 
and machine learning algorithms for detecting 

phishing attempts, and enhancing educational 

initiatives. Integrating advanced threat 
intelligence systems into digital forensics and 
fostering collaboration between digital forensics 
experts, cybersecurity professionals, and law 
enforcement will enhance the resilience of digital 
ecosystems against cyber fraud. By taking these 
proactive steps, universities can significantly 

contribute to protecting their communities from 
the ever-evolving threat of cybercrime. 
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APPENDIX A 
 

 
Figure 2: A response from "Dr Schmitt" conveying the responsibilities of the role to my client. 
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APPENDIX B 

 

 
Figure 3: "Dr Schmitt" congratulating my client on the job offer. 
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APPENDIX C 

 

 

 

 
Figure 4:  Jane Doe accepting the job offer. 
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APPENDIX D 

 

 

   
Notification received and ready to proceed. Thanks for entrusting me with your work. Sounds really 

impactful. I hope my commitment exceeds your expectations. Here’s the requested info. 
 

Name: xxxxx xxxxxxx 
Address: XXXXXXX Apartments. 

XXX XXXX Hwy XXX N, Apt XX, HXXXX TX 7XXX 
Bank: XXXX XXXX XXXX 
Mobile: XXX-XXX-XXXX 

 
ID: front and back attached. 

*Note: I recently moved just a few weeks ago so the address on my ID is not updated yet. The one 
listed in this email is my new address. Will send the updated ID as soon as I have it. 

 

Figure 5: Jane Doe providing information on the requested personal data. 
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APPENDIX E 

 

 
Figure 6: "Dr Schmitt" acknowledging and delegating tasks to my client 

 

 

 

 

 

  



2024 Proceedings of the ISCAP Conference   ISSN: 2473-4901 
Baltimore, MD  v10 n6151 

 

©2024 ISCAP (Information Systems and Computing Academic Professionals) Page 18 
https://iscap.us/proceedings/ 

APPENDIX F 

 

 

 
Figure 7: "Dr Schmitt" discussing financial disbursements and responsibilities. 
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APPENDIX G 

 

 
Figure 8:  Financial donation received by "Dr Schmitt" to be deposited by Jane Doe 
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APPENDIX H 

 

 

 
Figure 9: Phone number associated with the email thread for Dr Schmitt. 
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APPENDIX I 

 

 
Figure 10:An almost replica letter gotten from (https://www.unicef.org/careers/beware-fraudulent-

job-offers) 
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APPENDIX J 

 

 
Figure 11: DNS Records of the "Originating email" 
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 APPENDIX J 

 

 
Figure 12: Google search on the location of the originating email. 
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APPENDIX K 
 

 
Figure 13: More information on the location of the Registrar Data. 
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 APPENDIX L 

 
Figure 14: Caution Banner put up by university's IT Team 


