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Hook

Systems of all kinds are pervasive in everyday life. And when systems fail, often due to a lack of
resilience, many aspects of daily life, including life-critical activities, may be impacted or destroyed. As
future technologists and business leaders, understanding the importance and mechanisms of resilience
is critical to ensuring that your organization’s systems are appropriately resilient, and that trade-offs
are appropriately considered.

Abstract

In July of 2024, CrowdStrike, an IT security company, delivered updates to millions of Windows PCs
around the world. A flaw in that update caused millions of Windows PCs to fail the restart process,
disrupting or halting the global operations of airlines, banks, medical facilities, and much more. Many
PCs were unable to reboot without direct human intervention. This resulted in delays that impacted on
the recovery time for all types of businesses, as well as their employees, supply chains, and consumers.
What went wrong? What was the root cause? Why didn't we see this coming? And what can we learn
from this experience that might help us help technology leaders and their business counterparts to
further mitigate the risk of any similar events?
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An updated and full version of this teaching case may be found at https://isedj.org
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