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Abstract

Despite the growing adoption of virtual labs and gamified platforms in cybersecurity training, many of
these environments remain static, offering limited opportunities for real-time guidance or adaptive
feedback. This paper introduces a novel approach to addressing this gap using AI-driven Non-Playable
Characters (NPCs), which are conversational agents embedded within simulated cybersecurity scenarios.
These intelligent NPCs are designed to serve as interactive guides, mentors, or adversaries, dynamically
responding to learner actions in ways that mimic real-world training experiences.

The proposed framework integrates a domain-specific knowledge base, a conversational engine powered
by large language models, and a simulation interface compatible with both browser-based and game-
engine platforms. By aligning with standardized cybersecurity frameworks such as NIST NICE, and
MITRE ATT&CK, these Al agents can provide accurate, context-sensitive responses that support skill
development. Although this study does not involve direct user testing, it offers a detailed design model
supported by educational theory, scalability analysis, and use-case examples.

Ultimately, this research lays the foundation for scalable, immersive, and personalized cybersecurity
instruction, bridging the gap between passive learning and active, scenario-based training
environments. This research contributes to the integration of pedagogical technology by introducing
intelligent agents as instructional scaffolds in cybersecurity education.
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