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Abstract

This paper examines the 2023 credential-stuffing attack on 23andMe, a leading Direct-to-Consumer
Genetic Testing (DTC-GT) company, as an analytical case of platform design, data governance, and
institutional failure. The compromise of 14,000 user accounts cascaded through the company’s DNA
Relatives feature to expose the genetic profiles of 6.9 million individuals, demonstrating how relational
architectures magnify the consequences of security breaches. We analyze the incident across six
dimensions - context, breach mechanics, organizational response, impact assessment, post-incident
governance, and broader implications - to show how design debt, regulatory ambiguity, and leadership
inaction amplified both technical and social harms. Our analysis contributes to cybersecurity and privacy
research by reframing breach narratives that emphasize individual user error, highlighting instead the
systemic risks of shared, persistent, and identity-linked data. Furthermore, we situate the 23andMe
breach within emerging debates on relational privacy, consent structures, and fiduciary responsibility
for biometric information, underscoring that contractual consent and weak regulatory regimes fail to
protect collective data subjects. We further assess the implications of corporate restructuring and
bankruptcy for genetic data stewardship, drawing attention to unresolved governance questions when
sensitive datasets are treated as transferable assets. The 23andMe journey demonstrates how technical
architectures, business models, and regulatory gaps converge to create privacy fragility, offering
insights for scholars of cybersecurity, digital governance, and platform accountability.
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