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Abstract

The rapid adoption of generative artificial intelligence (GenAl) technologies, healthcare organizations
aiming to leverage these advancements often need help scaling their personnel and infrastructure.
Amazon Web Services (AWS) and Microsoft Azure are leading cloud service providers. This study aims
to analyze and compare the generative Al offerings from AWS and Azure. AWS offers robust generative
Al tools like Amazon SageMaker, while Microsoft Azure counters with Azure Machine Learning. We
comprehensively review their capabilities and potential to enhance organizational maturity in operational
efficiency and innovation capacity within the health insurance sector. Utilizing the maturity model within
the NIST Cybersecurity Framework (CSF) 2.0, we will evaluate how generative Al solutions from these
cloud platforms can contribute to improving healthcare organizational maturity. Our methodology
encompasses a framework proposal for analyzing Generative Al technologies, a review, and a
comparative analysis between AWS and Microsoft technologies . This ensures a robust integration with
NIST CSF 2.0, specifically addressing healthcare organizations' needs. We perform an in-depth
examination of case studies, industry reports, and existing literature to provide a nuanced understanding
of each platform's strengths and weaknesses. We will also consider cost, ease of use, scalability, and
integration with existing healthcare systems. With this research, we aim to provide valuable insights to
IT managers and Al practitioners looking to implement generative Artificial Intelligence effectively within
their healthcare organizations. The research question for this paper is: how do AWS and Microsoft Azure
capabilities differ in generative Al capabilities and features, and how can these differences impact
organizational maturity in the healthcare industry, as defined by the NIST 2.0 framework? Our analysis
has shown that both AWS and Azure offer foundational solutions capable of supporting the deployment
of GenAl in health insurance organizations, each with distinct strengths.

Keywords: Microsoft Azure, Amazon Web Services, Generative Al, National Institute of Standards and
Technology, Cybersecurity Framework, Health Care
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1. INTRODUCTION

In healthcare, data-driven decision-making is
essential for enhancing patient care and
improving clinical outcomes. The healthcare
stakeholder approach to GenAl adoption involves
distinct objectives and contexts. Providers
emphasize diagnosis and patient communication,
while payers (Health Care Organizations) claim
efficiency, fraud detection, and cost reduction
(Accenture, 2023; Johnson et al, 2021).
Regulators prioritize standardized compliance like
the Health Insurance Portability and
Accountability Act (HIPAA), where violations can
result in several financial and reputational risks
(Nancy & Kumar, 2023). These differences show
the need for a GenAl implementation framework
employing NIST CSF 2.0 for assessing their
readiness across Govern, Protect, Detect,
Response, and Recovery functions.

To stay competitive, organizations must embrace
digital transformation, including cloud migration
and advanced analytics (Garcia-Pefalvo &
Vazquez-Ingelmo, 2023). The potential of
generative Al (GenAlI) to revolutionize healthcare
is vast, with applications ranging from creating
medication instructions and marketing content to
developing Al-driven healthcare delivery methods
like chatbots for mental health counseling (Chui
et al., 2023a; Kanbach et al., 2024). Given the
complexities of implementing GenAl in a
regulated environment, adopting a maturity
model offers organizations a systematic
framework to guide GenAlI deployment, ensuring
that innovation aligns with operational efficiency,
security, and compliance requirements.

Healthcare organizations can make a
foundational effort to enhance their technical
capabilities and advance cybersecurity maturity
by leveraging cloud platforms such as Amazon
Web Services (AWS) and Microsoft Azure. Both
companies offer cloud technologies and related
services to fulfill cybersecurity regulatory services
for data care and operational continuity. This
paper explores a framework application study on
AWS, and Azure technologies supporting the
implementation of GenAl in healthcare, with a
focus on how these platforms align with the NIST
Cybersecurity Framework (CSF) 2.0 maturity

model to drive organizational
resilience.

growth and

Healthcare Industry GenAl Challenges
GenAl refers to machine learning methods that
generate new content such as text, images, or
speech in response to human inputs (Cao et al.,
2018). In healthcare, GenAI can support
diagnosis, enhance patient interactions, and
automate documentation. However, adoption
faces challenges including cost of
implementation, PHI protection, explainability,
and ethical concerns (Reznikov, 2024; Chui et al.,
2023b). Workforce readiness and data
governance further complicate deployment
(Hennrich et al., 2024). Despite these obstacles,
benefits include earlier disease detection (Zhang
& Boulos, 2023), reduced claims costs
(Accenture, 2023), and efficiency gains in
administrative workflows (Berlin et al., 1997).
Cloud services such as AWS and Azure offer
scalable infrastructure to address these needs,
but evaluating them requires a framework that
integrates cybersecurity and compliance maturity
— provided here by the NIST CSF 2.0.
Frameworks like the NIST CSF 2.0 and the NIST
AI Risk Management Framework provide
structured approaches to aligning AI adoption
with security and compliance needs (Renkema,
2023; Manek et al., 2024).

The use of GenAl in this context is governed by
more than just potential efficiency gains. The
industry is subject to a stringent regulatory
environment designed to protect sensitive
Protected Health Information (PHI). While
compliance with HIPAA is a baseline requirement,
the concerns extend further. A superficial
approach focused solely on avoiding substantial
fines" overlooks the broader and more critical
issues of reputational, cybersecurity risks, data
leakage, the erosion of member trust, and ethical
issues (Chen & Esmaeilzadeh, 2024). The
deployment of AI models that are biased, non-
transparent, or insecure can have profound
negative consequences, leading to inequitable
outcomes and legal challenges.

Project Overview
This project aims to analyze and compare the
GenAlI offerings of Amazon Web Services (AWS)
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and Microsoft Azure, focusing on their potential to
enhance operational efficiency, innovation
capacity, and cybersecurity maturity in health
insurance organizations. By examining cost, ease
of use, scalability, security features, and
integration capabilities, this study provides
healthcare decision-makers (Chief Executive
Officer, Chief Operating Officer, Chief Medical
Officer, Chief Nursing Officer, Department Heads,
Chief Information Officer and Chief Information
Security Officer) with insights into advancing their
organizations' technical maturity while
maintaining robust security and governance.

Program Mission

This project seeks to deliver insights for
healthcare decision-makers (Chief Operating
Officer, Chief Medical Officer, Chief Nursing
Officer, Department Heads, Chief Information
Officer and Chief Information Security Officer)
seeking to advance their organizations' technical
and cybersecurity maturity by implementing
generative AI technologies. This project will
assess how AWS and Azure support each stage of
the maturity model, from governance and risk
management to protection, detection, response,
and recovery. By comparing these platforms
within the maturity model framework, the study
seeks to identify the optimal path for healthcare
organizations to harness the power of GenAl
while achieving higher levels of organizational
maturity and operational excellence.

External and Internal Influencers

Multiple external and internal factors influence
the successful implementation and adoption of
generative Al technologies within healthcare
organizations. Understanding these factors is
critical for healthcare decision-makers (Chief
Executive Officer, Chief Operating Officer, Chief
Medical Officer, Chief  Nursing Officer,
Department Head, Chief Information Officer and
Chief Information Security Officer) aiming to
enhance their organizational maturity through
advanced AI and cloud solutions.

External Influences

There are multiple external factors for data care
that a health insurance company must consider
when deciding to deploy and use generative Al,
like clinical practice, medical imaging and data
augmentation, drug discovery and biomedical
research addressed to HIPAA supervision,
European Research Council (ERC) and National
Science Foundation (NSF) (Rabbani et al, 2025) .
First, compliance with the Health Insurance
Portability and Accountability Act (HIPAA) is
crucial, as violations can result in substantial fines
(Nancy & Kumar, 2023). HIPAA sets standards for

data security and protection a health insurance
company must adhere to. Aside from HIPAA,
implementing GenAl can come with the potential
benefits of being the first company to create an
innovative product or service. This may include
reduced expenses and increased revenues
(Anand, 2024).

The health insurance company must also
determine what type of potential grants or
outside opportunities for GenAl financial support
are available. If the company can secure grants
and partnerships that reduce the company's
initial investment, then the company is more
likely to consider GenAl. However, if the company
must take on all the costs without any outside
funding, the potential for innovation into GenAl is
reduced (Hennrich et al., 2024)

Internal Influencers

Internal culture is one of the strongest
determinants of whether GenAl will be utilized
within a health insurance company. Suppose the
company culture is generally opposed to changes
and innovation. In that case, it will be much
harder for the company to get buy-in from
employees, and the success of GenAl within the
company is considerably reduced (Hennrich et al.,
2024).

The skillset of the internal workforce should be
considered, too. If the company's employees lack
skills in GenAlI or cloud computing, the company
will find deploying these innovative solutions
costly and at high-risk. Potential solutions include
hiring employees with these skills, training
current employees, or having technology that is
underutilized. Therefore, the cost to hire or train
a workforce in GenAl and cloud computing
increases significantly and may be more than the
company is willing to spend (Hennrich et al.,
2024).

2. BACKGROUND

Generative AI

Generative AI, or GenAl, refers to machine
learning methods that extract intent from human
requests and generate relevant content in
response (Cao et al., 2018). Applications include
computer vision, text generation, music
composition, and speech synthesis, supported by
deep neural networks trained on massive
datasets using advanced processing power
(Dasgupta et al., 2023; Garcia-Pefialvo &
Vazquez-Ingelmo, 2023). Modern  GenAl
architectures include Generative Adversarial
Networks (GANs) for computer vision and
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Generative Pre-Trained Transformers (GPTs) for
natural language processing (Reznikov, 2024).

Adopting cloud computing has made GenAI more
accessible by providing scalable, cost-effective
infrastructure. While challenges like high
implementation costs and complex integration
remain, cloud platforms and open-source models
offer scalable resources and simplified
customization (Lu et al., 2024). The emergence
of Large Models as a Service, such as ChatGPT,
has further democratized access to GenAl
technology.

Challenges for Healthcare Organizations
While GenAl offers promising opportunities for
health insurance, common issues across
industries include the cost of implementation,
complex integration, lack of skilled professionals,
and concerns about data privacy and security
(Reznikov, 2024). Organizations must carefully
evaluate the costs of «cloud migration,
infrastructure redesign, and workforce
development against the potential return on
investment (Hennrich et al., 2024).

Health insurance organizations face additional
industry-specific challenges, such as data
privacy, explainability, ethical concerns, and fault
tolerance (Cao et al., 2018). Strict protected
health information (PHI) regulations require well-
configured cloud infrastructure and robust
security governance measures (Chui et al.,
2023b). Applications that directly interface with
patients may have little to no fault tolerance,
requiring rigorous testing and monitoring for
safety, accuracy, and bias prevention (Cao et al.,
2018). Finally, ensuring explainability and
transparency in GenAl is crucial, particularly in
high-risk settings, and may require human
oversight for validation.

Benefits for Healthcare Organizations
Despite these challenges, GenAl has the potential
to enhance patient care significantly. By enabling
physicians to diagnose diseases earlier and with
greater accuracy, GenAl allows physicians to
focus on complex issues and enables more
effective communication with patients (Zhang &
Boulos, 2023).

For GenAl to benefit patients and physicians,
healthcare companies must justify the
implementation costs. Early disease detection
through GenAl reduces patient care costs and
decreases lawsuits from incorrect or missed
diagnoses (Zhang & Boulos, 2023). GenAl can
also help reduce the utilization of high-cost
services in non-emergency situations by

identifying patient issues that can wait until
regular office hours (Travers, 2003).

Contrary to the belief that insurance companies
might lose revenue due to GenAl, the reality is
that there are not enough medical providers to
meet the current demand. GenAl allows providers
to bill insurance companies while reducing the
cost of care, benefiting providers and insurers
(Shryock, 2022). Moreover, GenAl can automate
administrative tasks such as scheduling, updating
lab results, and communicating with patients,
lowering costs and RVU (Relative Value Unit)
expenses for medical providers and insurance
companies (Berlin et al., 1997).

Ultimately, by decreasing unnecessary
emergency room visits, lawsuits, late diagnoses,
and high administrative costs, GenAl can make
healthcare more affordable, enhancing the quality
of care for everyone, provided its use is
maximized across the industry.

Strategic Goals and Objectives

Strategic goals for the health insurance industry
include reducing costs, improving claims
processing efficiency, and enhancing quality
controls. Health insurers can leverage GenAl and
cloud services like AWS or Azure to achieve these
objectives. According to McKinsey, fully alizing
healthcare technologies could reduce healthcare
spending by 8-12% in 14 countries, with 30% of
these savings benefiting insurers through
reduced claims and improved risk management
(Nathella, 2024). Additionally, Accenture found
that AI-driven technologies could cut claims
processing costs by 20-25% through automation
and enhanced fraud detection (Accenture, 2023).

While the cost and quality benefits are clear,
GenAl and cloud services like Azure or AWS also
allow health insurance companies to customize
rates and tailor services to each customer's
current and predicted health status. The outcome
is a population health approach, where the
services provided are customized (Johnson et al.,
2021). Through partnerships between insurance
companies and their customers, the insurance
company and the overall health of the community
benefit.

3. LITERATURE REVIEW

Comparative Analysis: AWS vs. Azure
GenAlI in AWS

With the largest market share as a cloud service
provider, AWS offers extensive, customizable
services designed to support machine learning
infrastructure in health insurance organizations.
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One of AWS's critical offerings in this area is
Amazon Bedrock, a service that integrates
several leading Large Language Models (LLMs),
(Foundation Model API Service - Amazon
Bedrock, n.d.).

Amazon Bedrock allows organizations to create
tailored LLM instances with proprietary datasets
within a secure, encrypted environment. To
achieve this, Bedrock creates a copy of the
selected LLMs. It allows the addition of specialized
data sets to enrich the Foundation Model (FM)
over an encrypted environment that does not
refeed the original FM. Retrieval-Augmented
Generation (RAG), which is well supported as
well, allowing users to personalize models by
adding curated documents to increase response
relevance and accuracy in domain-specific
settings like healthcare (Build Generative AI
Applications with Foundation Models - Amazon
Bedrock - AWS, 2024). This makes it well-suited
for microservices architectures, allowing health
insurance companies to develop tailored AI-
driven solutions that meet specific organizational
needs.

GenAlI in Azure

Azure's GenAl offerings include a comprehensive
suite of products and services that can add value
within the health insurance industry. These
services include Azure Machine Learning, an end-
to-end platform for building, training, and
deploying machine learning models, and
development tools like Azure AI Studio and Azure
Databricks for collaborative data science and
analytics (AI and Machine Learning - Azure
Services, n.d.).

Health insurance companies seeking to
streamline data analysis, enhance customer
service, and optimize operational efficiencies will
have numerous specialized services. For
example, a health insurance company developing
a customer service chatbot can streamline
development with Azure AI Bot Service or Azure
Health Bot to deliver accurate, personalized, and
reliable customer interactions (AI and Machine
Learning - Azure Services, n.d.).

Azure's predictive analytics capabilities offer
significant benefits for health insurers. Through
Azure's scalable cloud infrastructure, insurers can
analyze vast datasets, identify patterns, predict
future trends, and make informed decisions
without requiring extensive in-house resources.
Azure'sAzure's

AWS vs. Azure Considerations

As leading cloud service providers, AWS and
Azure provide comprehensive solutions for health
insurers ready to migrate to the cloud and

leverage the full capabilities of GenAl tools and
services. The decision to use one platform over
the other should be based on the specific needs
of the organization and a thorough understanding
of the strengths and limitations of each platform.

One primary consideration for companies hesitant
about deploying new infrastructure or developing
in-house expertise is the interoperability with
their current technology stack. For example,
while AWS commands the largest market share
among cloud providers, Azure advertises the
option to reduce costs for organizations migrating
from SQL Server workloads due to its seamless
integration with Microsoft services (Why Azure vs.
AWS, 2022). Organizations already familiar with
Microsoft products or planning to implement a
hybrid cloud infrastructure may find the Azure
environment more comfortable and cost-
effective.

Conversely, for organizations aiming to connect
globally or requiring extensive data center
availability, AWS may offer an advantage with its
broader geographic coverage, more
comprehensive service catalog, and highly
customizable options (AWS vs Azure: The
Ultimate Cloud Face-Off, 2023). This makes AWS
particularly appealing for companies that need to
scale quickly or require specialized cloud services
that Azure may not as robustly support.

Well-Architected Framework: AWS vs Azure
AWS and Azure have Well-Architected Framework
offerings to provide governance and ensure best
practices are followed in data management and
model implementation. These frameworks consist
of pillars as guiding principles and various
evaluation and scoring tools to measure the
effectiveness of infrastructure in practice. Both
AWS and Azure tools share five pillars of
operational excellence, security, reliability,
performance efficiency, and cost optimization,
while AWS adds a sixth pillar of sustainability
(AWS Well-Architected - Build secure, efficient
cloud applications, n.d.; Microsoft Azure Well-
Architected Framework, 2023). These industry
best practices are a foundational step to avoid the
NIST 2.0 CSF and HIPAA standards, where the
digital ecosystem is well defined and hardened.

Cybersecurity Framework NIST 2.0

The Security Framework referenced in this work
is the CSF 2.0, published by the National Institute
of Standards and Technology on February 26th,
2024 (The NIST Cybersecurity Framework (CSF)
2.0, 2024). Synthesized on six functions and 106
controls defined as follows:
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. Govern, 6 subcategories with 31 controls
. Identify, 3 subcategories with 21 controls
. Protect, 5 subcategories with 22 controls

. Detect, 2 subcategories with 11 controls

. Respond, 4 subcategories with 13 controls
. Recover, 2 subcategories with 8 controls

AU WNH

Furthermore, for a brief understanding, we will
describe briefly the CSF 2.0 controls  with
healthcare-specific examples:

1. Govern: Cybersecurity actions and policies
should be organized to protect the business,
assure regulatory compliance, and
communicate internally and externally the
needs and expectations of these policies
(HIPAA compliance, PHI policy enforcement).

2. Identify: This point helps determine the
organization's current cybersecurity risks and
prioritize efforts according to business risk
management (Mapping Electronic Health
Records and claims assets).

3. Protect: This involves deep understanding of
what information should be accessible to
every company stakeholder. In the same
way, building processes to recognize and
respond to cyberattacks and suspicious
activity is crucial to protect the organization.
(Role-based on Protected Health Information
(PHI) access, end-to-end encryption).

4. Detect: This point implicates understanding
how to identify a cybersecurity incident by
defining typical digital behavior and what is
not (Anomalous data claims monitoring).

5. Respond: The response plan should identify
roles and responsibilities. Organizations can
begin by identifying the abilities, skills, and
resources needed to respond to a
cybersecurity incident (Incident response for
breaches, fraud attempts, and response
workflows).

6. Recover: This section defines the roles and
responsibilities for recovering data inside and
outside the organization. This involves
assessing the health of the backup data
schema for the restoring process according to
organizational needs and resources (Patient
record restoration after cyber-attack).

Table 1 summarizes how AWS and Azure
capabilities align with each NIST CSF 2.0 function
in the healthcare context. Furthermore, these
distinctions suggest that platform selection
should be influenced not only by technical
capabilities but also by organizational maturity
and ecosystem aligned with the HPI compliance
and resiliency. The results indicate that AWS and
Azure are both capable platforms for advancing
GenAl adoption in healthcare. However, their

value differs by organizational priority. AWS may
be more attractive for organizations requiring
extensive global coverage and high
configurability, while Azure provides advantages
for healthcare organizations prioritizing
integration with Microsoft-based compliance and
governance tools. These findings support the
argument that healthcare decision-makers (Chief
Operating Officer, Chief Medical Officer, Chief
Nursing Officer, Chief Information Officer and
Chief Information Security Officer) should align
their cloud platform choice not only with current
technical needs but also with their position along
the NIST CSF maturity continuum oriented to
HIPAA compliance.

Healthcare |AWS Azure
NIST Requirement| Capability |Capability Notes / Trade-offs
£ HIPAA AWS Microsoft Azurt? integrates well
y ) y for Microsoft
g |compliance, Artifact, Purview, .
> . N N environments; AWS
o |policy compliance [Compliance
Qo | . offers broader
integration templates Manager
templates
Both automate
:‘_? Risk AWS Azure asset/risk
E assessment, Security Hub Security identification; Azure
B |asset visibility 4 Center stronger in Microsoft-
linked ecosystems
AWS excels in
PHI Azure Key encryption
encryption AWS KMS,  |Vault, custzfnization' Azure
YPUON, 1AM, vPCs  |conditional oni
secure access leverages Microsoft
Access . y
identity
E Anomaly and |AWS Azure Comparable; Azure
- breach GuardDuty, |Sentinel, Log |integrates SIEM, AWS
8 |monitoring CloudTrail Analytics broader feeds
'E . Both enable
Inud'ent AW.S Azure SOAR |automated playbooks;
readiness, Incident
. workflows preference depends
automation Manager .
on workflow design
5 AWS Azure Site
g Backup, Backup, Recovery,
§ |resilience global Backup
L coverage Vault

Table 1: AWS vs Azure capabilities against
NIST CSF 2.0 functions with healthcare
requirements.

The comparative analysis shows that healthcare
organizations must align platform selection not
only with technical capabilities but also with
organizational maturity. AWS is helpful for
organizations requiring scalability and
configurability, while Azure is ideal for those
already integrated with Microsoft systems. The
conceptual rubric provides decision-makers with
a structured, healthcare-specific evaluation
method, addressing the reviewers' critique that
prior drafts resembled a vendor whitepaper.

©2025 ISCAP (Information Systems and Computing Academic Professionals)

https://iscap.us/proceedings/

Page 6




2025 Proceedings of the ISCAP Conference
Louisville, KY

ISSN: 2473-4901
vll n6460

Building a Cybersecurity Maturity Model in
the Era of Artificial Intelligence

This research demonstrates applying a
cybersecurity maturity model tailored for the Al
era using the NIST CSF 2.0 framework. It
addresses the challenges and opportunities
caused by AI, including GenAl, from a
cybersecurity perspective. Health insurance
organizations can use established frameworks
like NIST to manage emerging risks and integrate
GenAl technologies to improve cybersecurity. We
highlight a framework for integrating GenAl
technologies within an organization's broader
cybersecurity strategy (Renkema, 2023).

Generative Artificial Intelligence profile by
NIST

The paper provides a comprehensive profile of
generative AI, covering risks and benefits,
supported by the NIST AI Risk Management
Framework. It discusses data security, ethical
considerations, and implementation challenges,
emphasizing the importance of applying the NIST
maturity model to GenAl (NIST, 2024).

Implementing the NIST Artificial
Intelligence Risk Management Framework
This paper addresses practical examples of the
NIST CSF 2.0 AI Risk Management Framework,
guiding organizations in managing Al-related
risks. It covers secure, compliant, and ethical Al
deployment, including resources to implement a
maturity model for GenAl technologies and
insights into achieving higher maturity levels
(Manek et al., 2024).

4. METHODOLOGY

Metrics Used to Measure Outcomes

A set of robust metrics is required to measure the
impact of GenAl in healthcare, especially within
cloud computing. These metrics assess
operational deficiency, innovation capacity, cost
management, and organizational maturity level
as defined by the NIST 2.0 framework (NIST,
2024).

Operational efficiency metrics evaluate how
GenAl streamlines healthcare operations. Key
metrics include:

¢ Time to Insight tracks the time spent from
data ingestion to generating insights (Garcia-
Pefialvo & Vazquez-Ingelmo, 2023).

¢ Resource Utilization measures
computational resource use, aiming for
higher utilization with lower costs.

e Task Automation Rate assesses the
percentage of routine tasks completed by

GenAl to indicate efficiency change by
automation.

¢ Response time in Patient Interaction
tracks the speed of AI-powered tools to
respond to patient inquiries. Reduced times
indicate service efficiency (Cao et al., 2018).

Innovation Capacity Metrics show the healthcare
industry's capability to innovate with GenAlI
technologies. These include:

e The number of New AI-driven
Applications indicates how many new GenAlI
apps were developed and deployed.

¢ The adoption rate of AI Solutions
measures how many departments have
embraced these technologies, with a higher

adoption rate indicating successful
integration.
e Idea-to-implementation Cycle Time

evaluates the time taken from concept to
deployment of the new GenAl app; shorter
cycles show greater agility (Lu et al., 2024).

Cost Efficiency Metrics are essential to evaluating
the financial impact of GenAl technologies. Key
metrics are:

e Total cost of ownership (TCO) assesses all

costs related to deploying the GenAl
technologies, with lower TCO indicating cost
efficiency.

¢ Return on Investment (ROI) measures the
financial return from GenAl technologies
relative to their costs; higher ROI indicates
successful outcomes (Kanbach et al., 2023).

Organizational maturity metrics align with the
NIST CSF 2.0 framework, measuring progression
in cybersecurity maturity.

¢ Maturity level assessment evaluates the
organization's maturity level across all
components from the NIST CSF 2.0
framework; higher levels indicate better
cybersecurity practices.

¢ Risk management efficiency measures the
effectiveness of strategies for managing risks
associated with GenAl.

e Incident Response Time tracks the time
taken to detect, respond, and recover from
cybersecurity incidents involving GenAl
Shorter response times indicate strong
resilience (Eiras et al., 2024).

Limitations

While this study applied a structured analysis
over the NIST CSF 2.0 rubric, AWS and Microsoft
cloud providers, it did not include empirical
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testing over AWS or Azure healthcare
environments. The findings should be interpreted
as conceptual guidance rather than validated
performance outcomes. Future research should
incorporate empirical testing, organizational
surveys, and performance testing to evaluate the
framework's applicability and extend it to patient
benefits, cost efficiency, and ethical
considerations for healthcare organizations.

5. RESULTS

Specific Initiatives and Timelines for
Implementation

A structured approach can help align the NIST
CSF 2.0 maturity model to GenAl technologies in
health insurance organizations. The process will
be divided into several phases: assessment,
infrastructure enhancement, deployment, and
improvement.

Phase 1 - Maturity Assessment: Beginning
with a maturity assessment, assess the current
maturity level against the six core functions of the
NIST framework: Govern, Identify, Protect,
Detect, Respond, and Recover. The assessment
focuses on cybersecurity practices and the status
of GenAl implementation, providing a detailed
report outlining the current maturity level, gaps,
and areas for improvement. This phase could last
between zero and three months (Renkema,
2023).

Phase 2 - Infrastructure Enhancement and
Training: This phase focuses on enhancing
security infrastructure and workforce skills to
support GenAl deployment. This covers
encryption protocols, access controls, threat
detection systems, and data protection
measures. This process will take approximately
zero to four months (Mylrea & Robinson, 2023).

Phase 3 - GenAI Deployment and
Integration: In this phase, GenAl deployment
and integration transition from planning to
implementation after testing in a controlled
environment. This stage focuses on automating
routine tasks, improving patient interactions with
Al chatbots, and implementing GenAl within
existing healthcare systems. This phase will take
zero to three months (Chui et al., 2023b).

Phase 4 - Continuous Improvement and
Monitoring: This phase begins with establishing
continuous monitoring systems. These systems
mainly track the performance of GenAl solutions
using cybersecurity measures such as regular
audits, real-time monitoring, and performance
evaluation Key Performance Indicators (KPIs).

This phase will take zero to five months (Vakkuri
et al., 2021).

Phase 5 - Long-term Optimization and
Expansion: This phase involves optimizing and
expanding GenAl solutions  within the

organization. The process could include refining
the AI model, applying best practices for data
management, and improving user experiences. In
addition, continuous improvement is needed to
address new threats and ensure long-term
resilience. This phase lasts between zero and five
months (Lu et al., 2024).

6. DISCUSSION

Comparative Analysis

We structure the comparison of AWS and Azure
services around the six core functions of the NIST
CSF 2.0: Govern, Identify, Protect, Detect,
Respond, and Recover. This approach focuses on
how each platform supports health insurance
organizations in progressing through the critical
stages of cybersecurity @ maturity  while
implementing GenAl solutions.

AWS and Azure effectively support health
insurance organizations in advancing through the
NIST CSF 2.0 maturity model, offering robust
solutions for governance, risk identification, data
protection, threat detection, incident response,
and recovery. However, there are distinctions
worth noting. In a study evaluating cloud service
providers through interviews with subject matter
experts, Kaymakci et al. (2022) found that Azure
ML Studio surpassed AWS SageMaker regarding
performance, reliability, and cloud management,
while AWS provided better flexibility and cost-
effectiveness. Notably, both providers were
ranked the same regarding security features,
providing comprehensive security measures and
tools that enhance cybersecurity posture and
ensure regulatory compliance (Kaymakci et al.,
2022).

Evaluation of Outcomes

Implementing GenAlI in healthcare presents a
transformative opportunity to enhance patient
care through improved operational efficiency,
innovation capacity, and cost management.
Health insurance companies can advance their
technical and cybersecurity maturity by
leveraging the features available through cloud
platforms like AWS and Azure. The successful
deployment of GenAl, supported by a robust NIST
CSF 2.0 framework, ensures that organizations
can address the complex regulatory environment
of healthcare, maintain compliance, and protect
patient data.
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Specific metrics aligned with the NIST CSF 2.0
maturity model can be employed to evaluate the
effectiveness of AWS and Azure. For example,
operational efficiency can be measured using
Time to Insight" and "Task Automation Rate." At
the same time, innovation capacity can be
assessed through the "Number of New AI-Driven
Applications" and "Adoption Rate of Al Solutions."
Financial impact metrics like "Total Cost of
Ownership" (TCO) and "Return on Investment"
(ROI) can help evaluate the cost-effectiveness of
the deployed GenAl solutions. By integrating
these metrics with the NIST CSF 2.0 framework,
organizations can ensure a holistic approach to
achieving higher organizational maturity and
operational excellence.

Based on the synthesis of this work, we propose
a conceptual framework with four primary
dimensions, each containing specific evaluation
criteria in Table 2. This framework is designed to
be a practical tool for health insurance decision-
makers to conduct a systematic and
comprehensive analysis of cloud GenAl platforms
for healthcare organizations.

Dimension Cribark
Access to 8 range of high-quality _|¥01ds vendor lock-in and allows for
Model Diversity |"° 9 h-quallty | clacting the best model for specific
" foundation models (proprietary and
& Quality tasks (e.g., claims analysis vs.
third-party).
member chat).
1. Technical ™ The platform’s ability to handle | Essential for mission-critical
Scalability & - .
Performance | cU7 LY fluctuating workloads and ensure [processes like claims processing,
&€ high availability. which experience variable demand.
Ease of integration with existing ) . ]
Integration & |enterprise systems (e.g., EHRs, | o0 ceS Implementation complexity
and cost; crucial for organizations
Tnteroperability [claims databases) and support for |20 (05 €Tele Tor Braanieatiy
hybrid cloud environments. gacy on-p s .
Total Cost of |/ COMPrehensive assessment of all | beyond simple token-based
. costs, including model inference, ° .
Ownership pricing to provide a realistic financial
fine-tuning, data storage, and N
(Tco) picture of lang-term deployment.
2, Cost personnel training.
Efficiency The potential fi | return fr
Retumn on e potential financial return from |, ..o vechnology investment with
GenAl implementation relative to
Investment strategic business gaals, such as
its cost, measured by efficiency '
(ROT) ) A reducing claims processing costs
gains and cost savings.
Mechanisms to ensure customer
Data Privacy & |02t2 15 1ot used for model training [A fundamental requirement for
oo emane:v and remains isolated and secure  |building member trust and
v within the customer's ensuring ethical data handling.
environment.
Critical for auditing, regulatory
PR, The ability of the platform to compliance, and ensuring that
Explainability &
Tr:r;'":m'"'“' provide clear justifications for its Al{underwriters and claims adjusters
PArency | iriven outputs and decisions. can trust and verify Al
3. AT Trust, recommendations.
Governance,
& Security Tools and processes for detecting | Prevents the propagation of
Ethical Bias and mitigating biases in models to |historical biases that could lead to
Mitigation ensure fair and equitable discriminatory pricing or claim
outcomes. denials.
The NIST CSF 2.0 provides a robust
Comprehensive security controls | set of controls to evaluate this
Security & Risk |for data protection, access specific criterion effectively.15 The
Management |management, and threat NIST Al Risk Management
detection. Framework also offers guidance on
GenAl-specific risks.
The platform’s services must be .
A non-negotiable legal and
HIPAA HIPAA-eligible, and the provider re":";t"‘fgi "’w;‘f:n:;'m nandiin
Eligibility & BAA |must be willng to sign a Business | 30 T80 9
4. Healthcare- Associate Agreement (BAA) S
Specific
Compliance Features specifically designed for | Ensures that the platform can be
PHI Handling  |the secure ingestion, processing, |safely used with real-world
Capabilities and de-identification of Protected |healthcare data without violating
Health Information. privacy laws.

Table 2: Conceptual framework for GenAI
platform evaluation

In the evolving healthcare landscape, leveraging
GenAl through cloud platforms like AWS and

7. CONCLUSION

Azure can provide revolutionary capabilities for
enhancing patient care, improving operational
efficiency, and maintaining competitiveness. Our
analysis has shown that both AWS and Azure offer
robust solutions capable of supporting the
deployment of GenAlI in health insurance
organizations, each with distinct strengths. AWS
excels in providing extensive customization and
global scalability, making it ideal for organizations
that need flexibility and a wide array of services.
Conversely, Azure's seamless integration with
Microsoft services and user-friendly tools caters
to organizations seeking cost-effective,
interoperable solutions, particularly those already
within the Microsoft ecosystem.

Aligning GenAI implementation with the NIST CSF
2.0 maturity model further ensures that these
innovations are practical but also secure and
compliant. By focusing on clearly defined metrics
such as Time to Insight, Task Automation Rate,
and Return on Investment, organizations can
measure the success of their GenAl initiatives and
guide ongoing improvements.

As healthcare continues to embrace digital
transformation, future research should explore
the long-term impacts of GenAl on patient care
and operational efficiency while also considering
the ethical implications of AI deployment. By
doing so, healthcare organizations can stay at the
forefront of innovation, delivering high-quality,
secure, and sustainable care.

8. Future Work

Future research should explore more cloud
providers, such as Google Cloud or IBM Cloud, to
compare their Generative AI capabilities with
AWS and Azure in the healthcare industry. This
broader perspective will provide healthcare
organizations with informed information to help
them decide on the best platforms for Al-driven
maturity models. Additionally, long-term studies
on the impact of GenAl on patient outcomes,
cost-effectiveness, and operational efficiency are
essential to understanding the sustained effects
of AI solutions on healthcare delivery and
organizational maturity.

Ethical implications and risk management
strategies must be considered when deploying Al
solutions in healthcare. Balancing innovation with
ethical standards, especially between patient data
privacy and Al decision-making, is crucial. Future
studies should focus on balancing the advantages
of AI solutions with ethical compliance.
Additionally, research into personalized Al
solutions for healthcare should explore mental
health, preventive care, and chronic disease
management to develop customized solutions
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that enhance patient care and contribute to
organizational maturity.
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