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Abstract 

Considering the everlasting need for security in network platforms, this study investigates various 

penetration testing tools in the abundance of options when it comes to network security. We present 
the experimental run results of select penetration testing tools on deliberately vulnerable network traffic, 
as well as the comparison of those tools. We test three vulnerability assessment tools: ZAP, Vega and 
Arachni as part of this research in the hope to provide current and practical data for the research 
community in the field. The selection criteria we adopted were being current, ease of use, reliability 
(stability), and speed performance. Our results demonstrate that each vulnerability assessment tool 
depicts its own advantages and disadvantages by being better at one or more criteria than the others, 

but not prevailing in all.  
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